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Diffusing Private Data Over Networks

Fragkiskos Koufogiannis

Abstract—The emergence of social and technological networks
has enabled rapid sharing of data and information. This has re-
sulted in significant privacy concerns, where private information
can be either leaked or inferred from public data. The problem
is significantly harder for social networks, where we may reveal
more information to our friends than to strangers. Nonetheless,
our private information can still leak to strangers as our friends
are their friends and so on. In order to address this important chal-
lenge, in this paper, we present a privacy-preserving mechanism
that enables private data to be diffused over a network. In par-
ticular, whenever a user wants to access another users’ data, the
proposed mechanism returns a differentially private response that
ensures that the amount of private data leaked depends on the dis-
tance between the two users in the network. While allowing global
statistics to be inferred by users acting as analysts, our mechanism
guarantees that no individual user, or a group of users, can harm
the privacy guarantees of any other user. We illustrate our mech-
anism with two examples: one on synthetic data where the users
share their global positioning system coordinates, and the other on
a Facebook ego network where a user shares her infection status.

Index Terms—Data privacy, social network services.

I. INTRODUCTION

N THE era of social networks, individuals’ profiles include
I an increasing amount of private information such as their
age, location, and shopping habits. Besides users’ intention to
share this information for social interaction, their private data
enable systems such as location-based services and collaborative
recommender engines, that is, systems that are not part of their
friendship network. Therefore, although users consent to share
their private data with their friends, when this is not the case,
severe privacy concerns are raised.

Traditionally, these privacy concerns are mitigated by restrict-
ing access rights (e.g., on Facebook); more precisely, only users
indicated as friends are granted access to each user’s personal
information. However, such an approach has severe limitations

Manuscript received October 9, 2015; revised June 30, 2016, September
29, 2016, and January 17, 2017; accepted February 18, 2017. Date of pub-
lication February 23, 2017; date of current version September 17, 2018.
This work was supported in part by the TerraSwarm Research Center, one
of six centers supported by the STARnet phase of the Focus Center Re-
search Program, a Semiconductor Research Corporation program sponsored
by Microelectronics Advanced Research Corp. and the Defense Advanced
Research Projects Agency, and in part by the National Science Founda-
tion (NSF) under Grant CNS-1505799 and the Intel-NSF Partnership for
Cyber-Physical Systems Security and Privacy. A preliminary version of this
work was presented at the 2016 American Control Conference and consid-
ered only single-dimensional private data. Recommended by Associate Editor
B. Sinopoli.

The authors are with the Department of Electrical and Systems Engineer-
ing, University of Pennsylvania, Philadelphia, PA 19104 USA (e-mail: fkouf@
seas.upenn.edu; pappasg@seas.upenn.edu).

Color versions of one or more of the figures in this paper are available online
at http://ieeexplore.ieee.org.

Digital Object Identifier 10.1109/TCNS.2017.2673414

and George J. Pappas

, Fellow, IEEE

as follows: first, this scheme is inflexible since users cannot be
partitioned into exactly two groups, that is, friends and strangers.
Instead, privacy concerns gradually increase from family mem-
bers and friends to acquaintances and, finally, strangers. Second,
a scheme based on access rights keeps private information lo-
cal, which limits the ability of inferring statistics of the entire
network. For instance, consider users acting as network ana-
lysts who are interested in statistics over the whole population
of the social network such as population density maps and epi-
demic monitoring. This limits the utility of the network. Hence,
an alternative mechanism that allows global statistics on the
whole population and respecting individuals’ privacy is needed.
For example, when individuals share their shopping habits, they
contribute to the social welfare by allowing for more efficient
recommender systems.

Frameworks for providing privacy guarantees are differen-
tial privacy [1] and information-theoretic privacy [2]. However,
most of the previous approaches in both frameworks do not
consider variable privacy levels in a network, where the level of
privacy depends on friendship distance. Hereafter, we consider
a network where users wish to share their private data under
privacy guarantees, where the strength of these guarantees is
quantified by the distance on the graph. Within the context of a
social network, users wish to communicate accurate information
with little privacy guarantees to their close friends, whereas they
desire strong privacy guarantees whenever their private data are
communicated to distant areas of the network. From the point
of view of a user acting as a network analyst, statistics over the
whole network need to be possible while ensuring privacy guar-
antees. In the model proposed here, we assume a trusted network
operator and, thus, we do not provide privacy guarantees of the
users against the operator. Instead, we protect the users’ privacy
from all other users of the network. In addition, our work targets
networks, in general, that may lack a single network operator. In
that case, users have different trust levels against different users
and, therefore, wish to share their private data with different
privacy guarantees. In that case, the trust levels can either be
hand-picked by the users or can be inferred from the network
structure. For the scope of this work, we assume that these trust
levels are given.

Multiple privacy-preserving frameworks that formalize pri-
vacy guarantees have appeared in the literature, for example, [2]
and [3]. Commonly, privacy-preserving approaches add artifi-
cial noise to the accessed private data. This noise is designed
such that the resulting response conveys little information about
the private data. Specifically, an information-theoretic approach
[2] constrains the mutual information between the private data
and the released signal. Similarly, differential privacy [1], [3]
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requires that the statistics of the noisy response should be almost
independent of perturbations of the private data. In this work,
we adopt the framework of differential privacy because of its
strong privacy guarantees, yet the underlying problem can be
formulated under other privacy frameworks.

Within differential privacy, an extensive family of privacy-
preserving mechanisms has emerged. The application range
of these mechanisms varies from solving linear problems [4],
[5], distributed convex optimization [6], Kalman filtering [7],
and consensus that protects the network topology [8] to smart
metering [9], [10] and traffic flow estimation [11]. In particu-
lar, the problems introduced in the aforementioned line of re-
search share a common underlying abstract problem that can
be stated as follows: given the private data and a predefined
privacy requirement, we need to design a differentially private
algorithm, called mechanism, which accurately approximates a
desired quantity. Then, a single sample from the mechanism is
published and is used as a proxy for the exact response, so a
curious user cannot confidently infer the original private data.
Instead of considering a single privacy level and assuming that
the responses are publicly released, that is, everyone receives
the same response, in this paper, we consider the novel problem
of assigning different privacy levels for different users. More-
over, contrary to publishing the responses, we assume that they
are securely communicated to each user. Therefore, the afore-
mentioned works do not address the problem introduced here.
Furthermore, in [12] and [13], multicomponent private data and
different privacy levels for different components are considered,
that is, in a user’s profile, typically, stronger privacy is required
for the component representing salary compared to that of age.
Contrary to previous works that focus on variable privacy for
different components of one’s data, our paper focuses on dif-
ferent privacy levels that depend on friendship status. The work
closest to ours is [ 14], where the problem of relaxing the privacy
level after, for example, supplementary payments to the owners
of the sensitive data was considered. Although some of the tools
in [14] are leveraged to provide a solution, here, we consider a
different problem, which is the problem of releasing sensitive
data to multiple parties with different privacy levels and has not
been studied before.

This paper is organized as follows. Section II informally de-
scribes the problem of diffusing private data across a network,
then, provides a model of the system, reviews differential pri-
vacy, and derives a formal statement of the problem. Section III
introduces a composite mechanism based on a Markov stochas-
tic process and presents low-complexity algorithmic implemen-
tations of this mechanism. We demonstrate our approach with
two illustrative examples in Section IV: one on synthetic net-
work where a user releases her global positioning system (GPS)
coordinates and one on a Facebook ego network where a user
shares her infection status.

II. PROBLEM FORMULATION

Here, the problem of releasing private information over net-
works (i.e., social networks) is formulated. First, we provide an
informal description of the problem whose formal statements
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are presented in Problems 1 and 2 in the end of this section.
Let a network be represented as a graph G = (V, &), where
each node ¢ € V is a user and each edge (i, j) € & represents
a friendship relation between users ¢ and j. Also, we assume
that each user 7 owns a private data u; € U, where U is the set
of possible private data, and wishes to share their private data
with the rest of the users under privacy guarantees. Specifically,
user ¢ generates an approximation y;; of u; and securely com-
municates y;; to user j. More specifically, each user ¢ requires
her data u; to be €(d;;)-differential privacy against user j (dif-
ferential privacy is overviewed in Section II-B), where d,; is a
distance functiond;; : VxV — R, ande: R, — R isa
decreasing function that converts distance d to a privacy level
€(d). Therefore, we need to design a mechanism that generates
accurate responses {y;; },cv, while satisfying different privacy
constraints for different recipients based on the distance on the
network. Specifically, accuracy is meant in the expected mean-
squared error sense; the response ¥;; should an accurate but
private proxy of the private data ;.

In order to formalize these statements as in Problem 1 and,
eventually, in Problem 2, we need to revisit some concepts
and known results. Subsequently, modeling assumptions are
presented in Section II-A, whereas differential privacy is briefly
reviewed in Section II-B. We present a conventional approach,
that is, a scheme based on access rights in Section II-C, whereas
Section II-D formally presents the problem of diffusing private
data over networks.

A. System Model

Consider a network represented as a graph G with [V| = N
nodes. For simplicity, we assume that the graph is undirected
and unweighted, although this assumption can be removed. Each
node i € Vrepresents a user and (4, j) € £ C V x V represents
the friendship relation between users ¢ and j. Each user owns
a private data u; € U. Typical examples of private data include
the following.
1) Timestamps: Letu; € R be areal-valued representation of
a timestamp such as date of birth, for example, unix time
[15] is a popular way of mapping timestamps to integers.

2) Location: Let u; € R? be the GPS coordinates of the
residence of an individual 7.

3) Binary states: Letu; € {0, 1} indicate user’s 7 status such

as infected or healthy, married or single, etc.
Furthermore, we want the severity of the privacy concerns to
scale with the distance between two nodes. Typical choices for
the distance functiond : V x V — R . are as follows.
1) Shortest path distance: Let d;; be the length of the shortest
path connecting nodes 7 and j.

2) Resistance distance: Let d;; be the resistance between
nodes ¢ and j, where the edges of graph G are associated
with unit resistors [16].

Distance functions that are more suitable for social networks
have been proposed in the literature; for example, see [17,
Fig. 2]. In this paper, we assume that these distances are given
and we focus on preserving the privacy of the users’ data. More-
over, distances d;; may not depend only on the structure of the
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underlying network but also on the attributes of the nodes. For
instance, a family relationship between users ¢ and j may lead
to a smaller value of d;;. Furthermore, directed edges (e.g.,
blocked users) can also be allowed in social network scenarios.

Additionally, we assume the existence of a trusted central
authority. Users provide their noiseless private data to this
authority—already the case with modern social networks—
which executes a privacy-preserving mechanism, adds noise,
and securely communicates the responses to each user. Then,
differential privacy protects user’s ¢ private data from inference
attacks by an adversarial user j while honest users locally run
any postprocessing such as a recommendation system. The as-
sumption of a central authority can be relaxed by considering
honest but curious users with only local secure communications.

B. Differential Privacy

Differential privacy is a formal framework that provides
rigorous privacy guarantees. Differentially private algorithms
add noise in order to make it hard for a curious user to infer
whether someone’s data has been used in the computation. The
dependence of this noisy response on the private data is re-
quired to be bounded, as formally stated in Definition 1. The
strength of this bound is quantified by the nonnegative parameter
€ € [0, 00), called privacy level, where smaller values of € imply
stronger privacy guarantees. Moreover, an adjacency relation A
is a symmetric binary relation over the set of private data U/,
which includes the pairs of private data (u,u’) that should be
rendered almost indistinguishable. Furthermore, a mechanism!
Q :U — A(Y) is a randomized map from the space of private
data to the space of responses.

Definition 1 (Differential privacy [1]): Let € > 0, U be the
space of private data, and A C I/ x U be an adjacency relation.
The mechanism Q : U — A (D) is e-differentially private if

P(Que8) <eP(Qu eS8), foralSCY

for all adjacent inputs (u, u') € A.
In this paper, we consider real-valued private data &/ = R"
and the following adjacency relation:

(u,u) € Ay & |lu— s < « (1)

where o € R . is a small constant. Practically, adjacency rela-
tion Ay requires that, given the output of mechanism @, a cu-
rious user should not be able to infer the private input « within
aradius of «.. A popular differentially private mechanism is the
Laplace mechanism, which is near optimal [10], [18], is used as
a building block for many mechanisms, and is described next.
Theorem 2 (Laplace mechanism [1]): Consider the mecha-
nism @ : R”™ — A (R") that adds Laplace distributed noise:

Qu=u—+YV, whereV ~ Lap (Q)
€

vl

where Lap(b) has density dP(V =wv) = e~ 5 . Then, mecha-
nism @) is e-differential private under adjacency relation A,.

IFor a set 7 and a rich-enough o-algebra 7 on it, we denote the set of all
probability measures on (7', 7') with A(T). Specifically, for Euclidean spaces
T = R", we consider the Borel’s o-algebra.
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Fig. 1. Synthetic network with 150 nodes and 1256 edges is shown. Each node
represents a user of the network and each edge indicates a friendship. The user
indicated with the star wishes to share her sensitive information with the rest of
the network. Privacy concerns can be addressed by managing access privileges.
Under an access right scheme (a), only friends of the starred user (white nodes)
are granted access to the exact information, whereas any other member (black
nodes) have no access. Such a scheme partitions users to only two groups:
friends and strangers. Moreover, each user has access only to local information
and cannot estimate the global state of the network. Therefore, any estimator
constructed by the diamond user will be independent of the data of the starred
user and, thus, biased. On the other hand, (b) proposes an approach where users’
privacy concerns scale with the distance from others. Friends (lighter-colored
nodes) receive a less noisy version of the private data, whereas strangers (darker-
colored nodes) receive only heavily perturbed versions. Despite the increased
noise, estimates of aggregate statistics are possible. However, coalitions might
be encouraged and initial privacy guarantees can quickly degrade. For example,
users within the circle can combine their estimates and infer the private data of
the starred user. (a) Access right scheme. (b) Distance-based scheme.

C. Access Rights Scheme

Now, we describe a typical approach for handling privacy
concerns in social network while highlighting its limitations
and motivating the need for a more sophisticated privacy-aware
approach. Fig. 1(a) shows a synthetic network with 150 nodes,
where the starred node wishes to share her sensitive information
with the rest of the network. Privacy concerns can be handled by
regulating access privileges. For example, friends of a user can
access her data, whereas every other user cannot. Such a scheme
has limitations. On one hand, users are coarsely partitioned to
friends and strangers as depicted in Fig. 1(a); friends of the star-
labeled user are colored white, whereas strangers are colored
black. Instead, the distance between two users can be more finely
quantified by areal-valued function. On the other hand, each user
has access only to neighboring information. Although restricting
access rights settles privacy concerns, computing global statis-
tics on the network is impossible, limiting the utility of the net-
work. Indeed, any estimator of global quantities (mean value,
histogram, etc.) will be biased. Therefore, users may choose
to collaborate, merge their local information, and damage any
privacy guarantees. Fig. 1(b) overcomes these limitations by
defining a distance functiond : V x V — R, which quantifies
the strength of the privacy concerns. In this case, users share
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privacy-aware versions of their profile with every member of the
network.

D. Diffusing Sensitive Information Over a Social Network

Under the modeling introduced in Section II-A, we pose the
problem of designing a mechanism that diffuses private data
over a network in the following.

Problem 1: Design a privacy-aware mechanism @ : U —
A (UN) that privately releases user’s i sensitive data u; € U
over a social network. Specifically, design mechanism () that
generates N responses {y; }é\:l where y;; is the securely com-
municated response to user j. Furthermore, for the adjacency
relation (1) (where, for simplicity, & = 1), the mechanism @)
needs to satisfy the following properties:

1) Variable privacy: The mechanism must generate the re-
sponse y;; for private data w;, which is €(d; ; )-differential
private.

2) Optimal utility: Response y;; must be an accurate approx-
imation of the sensitive data u;, that is, for real-valued pri-
vate data, it should minimize the expected squared-error

Eqllyiy —wll3 Vi,je{l,....n}.

Although the utility part of the problem is stated in a multi-
objective sense, it can be stated in a single objective

> Eqllyi; — wils-

i,je{l,...,n}

Specifically, whenever individual ¢ shares her sensitive infor-
mation to another individual j, she requires ¢(d; ;)-differential
privacy, where ¢(-) : Ry — R, is a decreasing function that
converts a distance d to a privacy level ¢(d). People residing
close (w.r.t. a distance) to individual i receive a loose pri-
vacy constraint €;; > 1, whereas strangers get noisier versions
€ <K 1.

Problem 1 admits a straightforward but unsatisfying ap-
proach. Let y;; = u; + V, where V' ~ Lap (e(dij)’l), inde-
pendently for each user j € V. Subsequently, a group of users
j € A C U have the incentive to collaborate share their esti-
mates {y; ; }je 4 in order to derive a more accurate estimator 44
of u; described by

Yya = ij%j-

JjEA

Fig. 1(b) depicts a group of users forming such a coalition. The
possibly large group A resides far away from the user indicated
by the star, d;; > 1,Vj € A. Although each user j in the group
A receives a highly noisy estimate of u;, estimator 4 is more
accurate. The composition theorem of differential privacy [1]
guarantees only (>4 €(d;;))-privacy, which can be rather
looser than each of the e(d;;)-privacy guarantees; larger values
of € imply less privacy.

Therefore, Problem 1 is subject to coalition attacks. Thus, we
restate Problem 1 by requiring that any group A that exchanges
their estimates {y;;};jca cannot produce a better estimator of
u; than the best estimator among the group y;;+, where j* =
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argmin;c 4 d;; is the user closest to user . This problem can be
stated as follows.

Problem 2: Design a privacy-aware mechanism @ : U —
A (UY) that releases an approximation of user’s i sensitive
data u; € U over a social network. Specifically, mechanism M
generates N responses {y;; }évzl and securely communicates
response ¥;; to user j. Mechanism () needs to satisfy the fol-
lowing.

1) Privacy: For any group of users A C V), response

{yi; }jca must be max;c4 €(d;;)-differential private.
2) Performance: Response y;; must be an accurate approxi-
mation of the sensitive data u;.

Here, the performance of the mechanism is captured by the
need that each response ;; approximated private data u; as ac-
curately as possible. Specifically, response y;; is not a noiseless
copy of data u; because of the need for 1) ¢;;-privacy of user
¢ against user j and 2) guarding against coalitions due to the
existence of multiple users. The first limitation stems from the
privacy—utility tradeoff, whereas, for the second, we will prove
that the existence of multiple users apart from ¢ and j does not
incur any further performance loss.

III. MAIN RESULTS

In this section, we approach the problem of diffusing private
data over a network. Section III-A derives the needed theo-
retical results and establishes that the accuracy of each esti-
mate y;; depends only on the distance d;;. Moreover, algorith-
mic implementations of the composite mechanism () should
scale for vast social networks. Section III-B provides algo-
rithmic implementations of the mechanism () with complexity

@ (ln (min;dgv e(diy) ))

A. Private Stochastic Process

For n-dimensional real-valued private datau € R", we derive
a composite mechanism that generates the response ;; that
user j receives as an approximation of user’s ¢ private data w;.
This mechanism has the following two properties. First, the
accuracy of the response y;; depends solely on the distance
d;; between nodes ¢ and j. Specifically, the expected squared
error E||y;; — u;||3 does not depend on any other parameters of
the network (e.g., size, topology) or the rest of the responses
{¥ir }rew\(j)- Second, any group of users A C V) that decides
to collaborate and share their responses {y;;};c4 cannot infer
anything more about user’s ¢ private data. Algorithmic aspects
of the composite mechanism are deferred until Section I1I-B.

Definition 3 introduces a continuous-domain stochastic pro-
cess {V; }¢~0, which is used in Theorem 4 to define a compos-
ite privacy-preserving mechanism. Properties, sampling algo-
rithms, and the derivation of it are deferred for later.

Definition 3: Define the stochastic process {V, }¢~ ¢ with the
following properties.

1) Fore > 0,itis dP(V, = v) o eIVl

2) The process is Markov, that is, for any 0 < €] < €3 < €3,

it holds that V, L V. |V,,.



KOUFOGIANNIS AND PAPPAS: DIFFUSING PRIVATE DATA OVER NETWORKS

Noise magnitude ||VE||

1 0_ 1 1 ; 1
10 10
Privacy level

4 T T T

|
N
T

Noise angle arg(VE)
o

! !

|
IS

—1

10' 10
Privacy level

—_
(=}

10

Fig. 2. Two samples of the 2-D process, which is the underlying object for
diffusing private GPS coordinates over a network.

3) Forany 0 < €1 < €9, with 7 = i—f —1,1itis
dP(V., = v |V, =v9) x 6(v; — v9)

1+ 1
(n+1)e; 7 [lui—vofly *
(2m)®

+0(7?)

where K is the modified Bessel function of the second
kind.
Theorem 4: Letd;; € R, denote the distance between users
7 and 7, and u; € R be the private data of user 7. Consider the
mechanism () that generates the responses:
yij = ui + VY

v]

where {VE(Z)}O(] is a sample of a Markov stochastic process

{V:}e=0. Then, mechanism @ provides a solution to Problem 2.
In particular, it has the following properties.

1) The variance of response y;; is n (n+ 1) e(d;;)~* and,

thus, depends only on the distance between users ¢ and j.

2) For any subset of users A C )V, the mechanism that

releases the responses {y;j}jea is (ma‘i(€(dij))-
‘ e :

differential private.

The proof of Theorem 4 is presented in Appendix A. The main
idea is introducing correlation between the responses {¥;; } jey.
For n = 1, the stochastic process {V, } has closed-form expres-
sions, whereas, for n > 1, closed-form expressions are derived
only for the infinitesimal increments V, ;. — V.. Nonetheless,
we derive handles that allow for exact (in the sense that we
do not use approximations of the process) and efficient (in the
algorithmic complexity sense) sampling of the process. Fur-
thermore, our proof techniques are robust and can possibly be
applied beyond the Laplace mechanism; for example, the K-
norm mechanism [19] that appears in a different setting than the
one considered here.

Ku 1 (er]Jor—vslla)7
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Fig.3. {2-norm of two samples of the stochastic process { V¢ }¢~ ¢ in high di-

mensions (n = 20), which can be used to diffuse private signals over networks,
such as power consumption in smart grids.

Fig. 2 pictures two samples of the stochastic process {V, }¢=0,
for n = 2, in polar coordinates and shows that the process is
a jump process, that is, with high probability, the process is
constant in small intervals. Fig. 3 pictures two samples of the
process in high dimensions. The process is again lazy; yet, the
jumps are more often.

A major consequence of Theorem 4 is that mechanism @)
does not incentivize coalitions. Specifically, consider a group of
curious users A C V who wish to estimate u; more accurately
and, thus, collaborate and share their knowledge {y;;}jca. In
practice, such a group can be fake accounts of a single but distant
(in the sense of d) user. Then, given this shared knowledge, the
best estimator is

Ui = yi]'* j*cargminjea dij °

Therefore, user j* is not benefited by such a coalition, and thus,
she has no incentive to participate in the coalition and share her
information y;;-. In fact, Theorem 4 solves Problem 2 in the
best possible way: the existence of multiple users asking for the
same private data under different privacy levels does not require
additional privacy-preserving noise.

B. Algorithmic Implementation

Sampling from a continuous-domain stochastic process can
often be performed only approximately. For example, consider
the Brownian motion { B; },[9, 1), which, for sampling purposes,
requires storing an infimum of real values. Contrary to Brownian
motion, the private process {V, }.- rarely changes value and
is, thus, lazy. More formally, restricted to a sufficiently small
interval [e;, €], the stochastic process {V, }.c|c, ,] i constant
with high probability. Furthermore, assuming the existence of
an algorithm for computing the distance d;;, the response y;;
can be generated during runtime. This property is crucial, since
it circumvents the O (N 2) memory requirements of a static
implementation. Proposition 5 characterizes the distribution of
the number of jumps in a bounded interval.
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Algorithm 1: Sampling from the stochastic process V, over
a bounded interval € € [e1, €5] can be performed both effi-
ciently (with complexity O (ln (Z—f))) and exactly (in the
sense that we are not discretizing the interval or approxi-
mating the processes).

Require: Dimension n; Privacy levels ¢; and €5, such that
€ > €1 > 0.
function SAMPLEPRIVATEPROCESSL.2 (n, €1, €3)

k—1

e — ¢

r ~ Gamma (n, %)

U£1)7 o) Gaussian(0, 1)
’U(1 — mv(l)
while e(k) > ¢; do
de ~ Exponential(n + 1)
elk+1) —dc (k)
#)
D)

— 17
vy, ..., 00, S Gaussian(0, 1)
o «— de
2
oD p(R) 4 gy
k—k+1
end while
Return {(eV), v() 1}k
end function

— €

r ~ Bessel (%

Proposition 5: The number of jumps that the process
{Vi}e>0 performs in the interval [e, 5] is Poisson distributed

with mean value (n + 1) In (%f

oz
P (k jumps in [e, e2]) = e

—T

where 2 = (n+ 1) In (E—i)

Corollary 6: Process {V, }¢~¢ performs E[k] = (n+ 1) In2
jumps (in expectation, with variance Var[k] = (n + 1) In2) for
every doubling of the privacy level, that is, in the interval [e, 2¢].

This laziness renders samples from the process highly com-
pressible. Indeed, given the locations {e(*) k| of the jumps and
the values? V. }¥_| near those points, a sample can be exactly

reconstructed. The number & of jumps over a bounded interval
[e1,€2] is itself a random variable and captures the memory
needs of our approach.

Furthermore, Proposition 5 suggests an efficient algorithm
for directly sampling from the process { V. }.c[c, ,]» Which we
present in Algorithm 1. Algorithm 1 draws a sample {vc }cc[c, e, ]
from the stochastic process V. over a bounded interval e €
[€1, €2]. This sample {v, } is the main object that performs diffu-
sion of private data; whenever a user j requests user’s ¢ private
data u; residing d;; away, the estimator ;; = u; + Ve(d,;)-

Algorithm 1 draws a sample of the stochastic process by sam-
pling V¢, . Next, the algorithm proceeds toward smaller values

2We use the notation V, _ = lim; e V7 and Ve = lim; | V7.
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TABLE I
DISTRIBUTIONS THAT ARE USED BY ALGORITHM 1

Distribution ~ Param. Supp. Density

Laplace 5>0 reR ﬁ(f%‘

Exponential A >0 reRy re '

Gamma neN, zeRy F(nl)ﬂ" e le™F
B8>0

Bessel neN, zeRy P S —

£ >0 J;%Kﬂ

Sampling from these distributions can be performed using a uniform
random variable and the quantile function.

of the privacy level ¢ by sampling the dormant time and the
size of the jump. Specifically, the algorithm initializes a trace
of the process by sampling from the Laplace mechanism. This
is done in two steps: using the Gaussian distribution, the di-
rection is drawn uniformly from the n — 1-sphere, and then,
the magnitude is drawn from the Gamma distribution. Then,
the algorithm extends this trace backwards in ¢ by sampling
for the location of the next jump. The logarithm of the po-
sitions where jumps occur define a Poisson process with rate
A =n+1, and thus, the length e = Ine”) — Inel*1) of the
interval until the next jump is exponentially distributed with den-
sity de ~ Ae~*9¢. Finally, conditioned on the event of a jump
at ¢! the size dv = Ve“) — V;([) of the jump is “Bessel” dis-
tributed with parameter E%) The algorithm recycles until the
level € is reached. Additionally, responses y;; are generated
upon request, and thus, there is no excessive memory require-
ment O(N?) for storing all the responses {y;; }; jey. The num-
ber of iterations that Algorithm 1 performs is a random variable
and is characterized by Proposition 5.

Typical single-dimensional (n = 1) private data are date of
birth, salary, and health status. For n = 2, our results are ap-
plicable to geoindistinguishability [20] which is differential
privacy for GPS locations and is experimentally illustrated in
Section IV-A. Finally, the case n — oo appeals to private signals
that appear in filtering problems and smart grid applications.

For completeness, Table I presents the parameterization of the
elementary distributions used by the proposed algorithms. We
note that the Bessel distribution decays exponentially and has
closed-form expressions for odd n. Nonetheless, it is a single-
dimensional distribution, and thus, discretization and sampling
through the inverse cumulative function are possible.

IV. ILLUSTRATIVE EXAMPLES

We present two applications that depict diffusion of private
data over a network. These examples show that bits of private
information can be spread over the whole network, which allows
users to estimate global quantities, such as epidemic spreading,
while providing strong privacy guarantees.

A. Synthetic Data

We consider the synthetic network in Fig. 5 with N = |V| =
150 nodes and |€| = 1256 edges, where edges are formed based
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Fig. 4. Agent i uses Algorithm 1 with n = 2 and generates a single sample

of the stochastic process. For small values of privacy level, high noise values
are more likely, whereas, for loose privacy levels (e — o0), the noise values
decrease in magnitude. Despite the continuity of the domain ¢ € [0, c0), the
process performs only a few jumps.

Noise Magnitude

Fig. 5. Each individual j gets the value u; + V((d”), where u; is the true
sensitive data, d; j is the number of hops between users 7 and j, and V. is the
result of Algorithm 1.

on proximity. Each user i € {1,..., N} wishes to publish her
vector-valued private data u; € R2, such as her GPS coordi-
nates. For simplicity, we focus on a single user; our technique
can be applied independently for each user. The distance d;;
between users % and j is captured by the shortest path length.
We choose an exponential function ¢(+) that converts distances
dij € {1,...,9} to privacy levels €(d;;) € [.5,15]. The func-
tion €(-) that converts distances d;; to privacy levels €(d;;) can
be different for each agent. In fact, user ¢ may require any pri-
vacy level against user j. In practice, these privacy levels can be
manually chosen by each user or automatically generated by the
system operator based on the structure of the network and pref-
erences of the nodes. In any case, all privacy levels €;; = €(d;; )
are assumed public knowledge.

Algorithm 1 is executed by user ¢ for n = 2 and the norms
of several traces are shown in Fig. 4. For tight values of privacy
level (e — 0), large amounts of noises are added. In Fig. 5, nodes
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are colored based on the accuracy ||y;; — u;||2 of the response
v;; they receive.

Although we have assumed the existence of a secure com-
munication channel between any two users of the network and
the existence of a central authority which computes the dis-
tances d;;, an implementation that relaxes these assumptions
is possible. Specifically, assuming only local communications
between neighboring users, an honest-but-curious model, and
knowledge of the privacy levels—which can be performed also
in a decentralized manner—a distributed approach is possible.
In such an implementation, user ¢ sends to all her neighbors the
signal {u; + Vi }ee(0,e(1))- Then, each user j receives the sig-
nal {u + Vi }ecpo,e(a,,))» trims it to {u + Vi }ecpo.e(a,, +1))» and
broadcasts it to her friends. An application of this variation is
left for future work.

B. Real Dataset: Facebook

In this section, we present an application of diffusing sen-
sitive data on a real network. Specifically, an “ego network”
[21] is a subgraph G = (V U {Alice}, £) of Facebook induced
by a single user, Alice, and her friends V. Fig. 7 plots such
an ego network, where the bottom-left node is the user whose
neighborhood is captured. The rest of the nodes represent Al-
ice’s friends, edges represent friendships between her friends,
whereas the edges between Alice and her friends are omitted
for clarity. We assume that Alice’s infection status is captured
by a single bit u € {0,1}. Then, Alice wishes to share this
information with her friends in a privacy-preserving way.

For each friend ¢ € V, the distance d; is calculated by a central
authority. Values {d; };cy are independent of the private data
u and can be computed without any privacy requirements. The
strength of the friendship between Alice and friend 7 is quantified
by the value of d; and can be computed using methods from the
social network literature such as the score functions suggested
in [17]. Here, distances d; are evaluated according to

dij =i +Tj; — 2Ty, )

where I' € R"*" is the pseudoinverse of the Laplace matrix L
of the network. Due to space limitations, we use the fact that
our technique allows postprocessing of the responses ¥;; and,
thus, is applicable for private bits.

Initially, Alice executes Algorithm 1 in order to gener-
ate a single sample {w. : € € [¢, €]} of the stochastic pro-
cess {V; : € > 0}, where € (respectively, €) is a lower (respec-
tively, upper) bound of the quantity min;cy €(d;) (respectively,
max;ey €(d;)). Function e(-) : R, — R is a decreasing func-
tion, which converts distances d; to privacy levels ¢; = €(d;). In
this example, we chose €(d) = exp(—3.3d + 4), which leads to
privacy levels within [.5, 15]. In practice, any decreasing func-
tion resulting in any range of privacy levels can be used. The
exact expression is considered a designer’s choice that balances
the users’ privacy needs and the accuracy of network-wide statis-
tics. Next, individual responses are generated during runtime.
Whenever user ¢ requests access to the sensitive data u, the
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Fig. 6. Two samples of the stochastic process generated by Algorithm 1. The
samples are private information; a malicious user ¢ can subtract the noise w4, )
from the received response y; and exactly infer the private data u.

Fig. 7. Ego network is the part of the Facebook network that is visible from a
fixed user A (ego), shown in the bottom-left corner of the plot. Each friend ¢ is
plotted at distance d;. The locations of the jumps of the two samples shown in
Fig. 6 are depicted by the blue and red circles. Although users residing within
consecutive circles receive identical responses y;, they are assigned different
privacy levels €(d; ) and, thus, have different confidence levels.

response y; is securely communicated to user i:

yi = o1y (u + wea,))

where Il is the projection operator on the set S.

Fig. 6 depicts two executions of Algorithm 1 with n =1,
whereas Fig. 7 plots the ego network centered around Alice.
In particular, Alice is shown on the bottom-left corner and each
friend ¢ is plotted at distance d; from her. The blue and red circles
mark the jumps of the stochastic process for the two samples
w?® and w™!. Counterintuitively, friends i lying within two
consecutive blue circles receive exactly the same response y;
although they are assigned different privacy levels €(d;). The
paradox is settled by noticing that the boundary circles are ran-
dom variables themselves. Therefore, users receiving identical
responses have different confidence levels.
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V. CONCLUSION

In this work, we considered the case of a network where
each user owns a private data v € R" such as her salary or
her infection status and wishes to share approximations of this
private data with the rest of the network under differential pri-
vacy guarantees. Specifically, we assumed that user ¢ requires
e(d;;)-differential privacy against user j, where €(-) is a decreas-
ing function and d;; is the distance induced by the underlying
network between users ¢ and j. In this context, we derived a
composite mechanism that generates the response y;; as user’s
J approximation of user’s ¢ private data. The accuracy of the
response ¥;; depends only on the allocated privacy level e(d;; )
and not on the size or other parameters of the network. An im-
portant property of our proposed mechanism is the resilience
to coalitions, where we considered a group of users combin-
ing their received responses for more accurate approximations.
Practically, this means that scenarios where an adversarial user
creates multiple fake accounts cannot weaken the privacy guar-
antees. Algorithms for sampling from this composite mecha-
nism were also provided. In particular, the complexity of these
algorithms is independent of the size of the network, which ren-
ders them scalable, and is dictated only by the extreme privacy
levels min,cy €(d;;) and max;cy €(d;;). Finally, we provided
two illustrative examples: one on a synthetic network where
users communicate their private GPS locations, and the other
where a user shares her infection status with her Facebook ego
network.

Concluding, reasons that users share their private data can
be either for social interaction or for allowing crowdsourced
statistics. In the first case, we view the proposed approach as
a “soft-access scheme” to users’ profiles, which substitutes the
existing privacy settings in a social network. On the other hand,
further work is required to address crowdsourced statistics. In
that case, for accurate statistics, there is a tradeoff between the
number of users residing far away and privacy level required
against them.

APPENDIX
A. Proof of Theorem 4

Theorem 4 is established in multiple steps. First, we fo-
cus on the discrete-domain process {V;,}/",, where ¢ <
.-+ <€, and, in particular, on the case of m = 2, with
€1 < €3 < V/2¢;, where the second inequality is due to tech-
nical reasons. Next, we prove the Markov property, which al-
lows m discrete privacy levels. Finally, we pass to the limit
and derive the continuous-domain process {V }.~q, as stated
in Theorem 4.

Proof for two privacy levels: We consider the stochastic
process V. supported on two privacy levels {e;, ez}, where
€1 < ey < V/2€. Allowing generalized functions, we assume
that the joint distribution of V, and V., has density

P(‘/;1 = .’ﬂ, V;g = y) = lFl,Fz (xay)

cg(w,y),

z,y € R"” 3)
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Density (3) should satisfy the following marginal distributions
and privacy constraints:

/ glx,y)d"y = e} Cre [l

/ g(z,y)d"z = 2 Cre vl

||ng(x7y) + Vil/g(x?y)”Q <eg(r,y)

L(y+1)
rTr (n+1)
V., and V,, should be Laplace distributed with parameters %

where C = . The first two constraints express that

and %, respectively. The last constraint enforces that the mech-
anism that releases (u + V., ,u + V;,) must be e;-private, and
thus, the mechanism’s log density needs to be e -Lipschitz. We
solve for densities g of the form

g(z,y) = £C1d(x — y)e Il

where ¢ : R” — R is a (possibly generalized) function satisfy-
ing

d(x — u)ef e~ lullz gny = ezl
R~

(w)d"u=1. 4)
Rn

The first equation in (4) is an n-dimensional convolution with
solution

M(s;e1)

Fo(s) = M(s:2)

®)

where M(s;e) = F {e"e~I#l2} (s), and s € R" is the fre-
quency. Solution (5) satisfies the second equation in (4) since

Su)d'u = Fo(s)],_y = oa0iel) _ g

R» M(O, 62)

Finally, we need to prove that, for ¢ given in (5), density g is
well defined, specifically

¢(z) >0 VzeR".

This is proven under the assumption that e; < /2¢;; this as-
sumption will eventually be removed. According to Lemma 7,
we get

_ Msie)  fa " -\ 2
PO = Misien) (62) Ry

1 +1 o0 &
€ k o2
2 k=0 1+

where p = ||s||2. The sum on the right-hand side is an infinite
series only when n is even, and, for e; < V2e, it converges
uniformly in s to the left-hand side. Lemma 8 can be used to
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invert the series:

_ (& R B\ &
w=(2) Z()
k=0
(617‘)12K"21(617’)}

(6)

where r = ||z||2, K () is the modified Bessel function of the
second kind, and * is the n-dimensional convolution. Since
% —1>0and Ky 1(r) > 0, density g is well defined. M

Next, we prove that the discrete-domain stochastic process
{‘/e,' }ie{l,m,m} is Markov.

Proof of the Markov property: Consider  the  discrete-
domain process {V.. },;6{1,“__,7,,,} supported on m nondecreasing
privacy levels {e,...,€,}, and the joint distribution that
satisfies the Markov property:
dP(Ve, = v;, Vi) =1, (vi,...,Um)

m

=dP(V,, =v))d [[P(V, =v|Vi,_, =vi1)
1=2

m

=1 o) [T ey @

o le; ('Uifl)

where I, (v) oc e<I”l2 is the n-dimensional Laplace distribution
with parameter ¢! and [, ., (v1,v9) is the density g from the
previous proof. Then, the joint distribution [.,  satisfies the
following properties.

1) Accuracy: Each coordinate V;, is optimally distributed,

that is, Laplace distributed with parameter ¢, L

P(V,, =uv;) = / ey (U1, v )do_;
Rr (m 1)
= le, (Ui)

where dv_; = dvy -+ - dv; 1 dvj 1 -+ - dvy,.

2) Privacy: The mechanism that releases {y; }7",, where
yi = u+V,,, is €y -private. Indeed, the mechanism can
be expressed as

Y1 u+ Ve,
Ym -1 U+ Vve,,, 1
ym u + ‘/Em
Zznzz V€f—1 - ‘/57‘,
=@u+V, )+
‘/Em -1 me

0
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Density [, , ., defined in (6) can be rewritten in the form

l€1:m (Ulv cee 7'Um)

m—1
= dP(Vy, = vn) [[ dP(Vi = vilVis1 = vi1)
i=1

where
biv1(vitr)

depends only on the quantity v., — v, , . Therefore, V,,
is independent of the differences V;, — V¢, . Thus, the
mechanism can be viewed as the composition of the €, -
private mechanism that releases v + V. postprocessed
by adding independent noise. Since differential privacy is
resilient to postprocessing [1], the overall mechanism is
€, -private. [ |
Finally, we derive the continuous-domain process {V; }~ ¢ by
passing to the limit as the m — oo, €, = 0, and € — oo. Specif-
ically, we derive closed-form expressions that lead to efficient
algorithms for sampling of the continuous-domain stochastic
process.
Proof of the continuous-domain process: In density (6), let
€1 =€ and e = (1 + 7)e, where 0 < 7 < 1. Then, we prove
that we can safely ignore high-order terms:

) (n+ 1T 72
¢e(x) < 6(x) + F {1+ZZ }+O( )

€"(n+1)
(2m)*

dP(V; = vi|Vig1 = vigp1) =

=d(z) + (er)lf%K%_l(er)TJrO(TQ)

®)

where r = ||z||2. We discretize a bounded interval [¢, €] by con-
~1

, . NK
sidering K + 1 points el = q'e, where ¢ = (g) , and de-
fine the random variable Z as follows:
K

Z:=V,-Ve=> Vi

i=1

-V

where the random variables {V_.;) } 2, form a discrete-domain
stochastic process introduced in (7). For large K, the step
7 =¢q — 1 becomes arbitrarily small, and thus, we use the
first-order approximation in (8) for each telescoping term
(Vi) = Vo)) ~ ¢,y . Finally, the random variable Z is dis-
tributed as

Z ~ 0o (Z)

—
[n))
—~
~.
=
[®)
~—
—
|
|3

Kzl<e<i>||zn2>r} +0(7)

where we let 7 — 0. This proves that we can approximate the
continuous-domain stochastic process by a first-order approxi-
mation of the discrete-domain process. |
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Equation (7) characterizes the stochastic process {V}¢=o-
The atom renders the stochastic process lazy; with high prob-
ability, the process is constant over sufficiently small intervals.
The linear term governs the statistics of the jump.

B. Proof of Proposition 5

We now provide the proof of Proposition 5 that characterizes
the jumps of the stochastic process {V }~ o and, thus, captures
the complexity of Algorithm 1.

Proof: Consider the first-order approximation of the back-
wards conditional distribution ¢, derived in (8), where 0 < €
and 0 < § < 1

PV, =2|Viise =y) = 1+ (n+1)7)"

€"(n+1)
(8 Ty

Let a, (z) denote the probability that the process performs n
jumps in the interval [e, e” €]. Equation (9) shows that, for suffi-
ciently small intervals [e, (1 + T)eJ, the process remains constant
with probability (1 + (n + 1)7) " ; therefore, a,, () is invariant
of €. Under the discretization introduced earlier, where ¢ < ¢
and € « e”e:

(er)lf%K%_l (6’/’)7’). )

ao(z) = P(0 jumps in [¢, e”¢]) = e~ (" T,

A limiting argument is used to compute a; (z):

K
Z P (0 jumps in [e, e(kfl)])
k=1

lim

“ (JU) - K —o0

P (1 jump in [e(kfl),e(k)]) P (O jumps in [e<k),ere])

=(n+ 1)x67<”+1>z.

A similar argument provides a recurrent equation and eventually

k
ax () = Me%nﬂ)ﬁ (10

k!

Therefore, for a bounded interval [¢, €], the number n of jumps
is characterized by distribution (10), which is the Poisson dis-

tribution with mean value (n + 1) In (g) |

C. Fourier Transform Pairs

In this section, we derive two Fourier pairs used in the proof
of Theorem 4. By convention, the following definition of Fourier

transform f L Fis used:

F{r}(s) =

where f, F': R" — R.
Lemma 7: The n-dimensional Fourier transform F of f :
R" — R:

(z)e o5 d"
Rn

flz) = eIl
FUe = Wp(r(n:l)l) (1+[s3) "

where s € R".
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Lemma 8: The n-dimensional Fourier transform F of f :
R" = R, f(z) = ||=[I'" % Ky 1 ([|2])). is

(27) %
FUN& =17
where € R", p = ||s||2, and Kj(z) is the modified Bessel
function of the second kind.

The integrals are formulated using spherical coordinates and,
then, symbolically evaluated with Mathematica 10.0. For a
nonautomated evaluation of the expressions, we refer the reader
to MathWorld [22] and references therein, and integral lookup
tables [23]. We remark that the Bessel function K}, (z) diverges
at z =0; for 0 < z < 1, it is K (2) = @ (%)k Therefore,
its Fourier integral converges as the limit of the Laplace trans-
form. This technicality is circumvented here by using lookup
tables.
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