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Abstract—Although the integration of large language models
(LLMs) into robotics has unlocked transformative capabilities,
it has also introduced significant safety concerns, ranging from
average-case LLM errors (e.g., hallucinations) to adversarial jail-
breaking attacks, which can produce harmful robot behavior in
real-world settings. Traditional robot safety approaches do not
address the contextual vulnerabilities of LL.Ms, and current LLM
safety approaches overlook the physical risks posed by robots
operating in real-world environments. To ensure the safety of LL.M-
enabled robots, we propose ROBOGUARD, a two-stage guardrail
architecture. ROBOGUARD first contextualizes pre-defined safety
rules by grounding them in the robot’s environment using a root-
of-trust LLM. This LLM is shielded from malicious prompts and
employs chain-of-thought (CoT) reasoning to generate context-
dependent safety specifications, such as temporal logic constraints.
ROBOGUARD then resolves conflicts between these contextual safety
specifications and potentially unsafe plans using temporal logic
control synthesis, ensuring compliance while minimally violating
user preferences. In simulation and real-world experiments that
consider worst-case jailbreaking attacks, ROBOGUARD reduces the
execution of unsafe plans from over 92 % to below 3 % without com-
promising performance on safe plans. We also demonstrate that
ROBOGUARD is resource-efficient, robust against adaptive attacks,
and enhanced by its root-of-trust LLM’s CoT reasoning. These
results demonstrate the potential of ROBOGUARD to mitigate the
safety risks and enhance the reliability of LL.M-enabled robots.

Index Terms—L1.M-enabled robots, contextual reasoning, safety
guardrails.

1. INTRODUCTION

HE field of robotics has been fundamentally transformed
by robotic foundation models (FMs), which have enabled
breakthroughs in applications such as manipulation [1], [2], [3],
[4], autonomous driving [5], service robotics [6], [7], robot-
assisted surgery [8], and navigation [9], [10]. The capability sets

Received 7 August 2025; accepted 27 January 2026. Date of publication
24 February 2026; date of current version 2 March 2026. This article was
recommended for publication by Associate Editor D. Zanotto and Editor C.
Gosselin upon evaluation of the reviewers’ comments. This work was supported
by the DARPA SAFRON under Award HR0011-25-3-0135, in part by the
Distributed and Collaborative Intelligent Systems and Technology (DCIST)
Collaborative Research Alliance (ARL DCIST under Grant CRA W91 1NF-
17-2-0181), in part the NSF Graduate Research Fellowship, and in part by The
Al Institute for Learning-enabled Optimization at Scale (TILOS) under Award
NSF-CCF-2112665. (Corresponding author: Zachary Ravichandran.)

Zachary Ravichandran, Vijay Kumar, George J. Pappas, and Hamed Hassani
are with the University of Pennsylvania, Philadelpha, PA 19104 USA (e-mail:
zacravi@seas.upenn.edu).

Alexander Robey is with Carnegie Mellon University, Pittsburgh, PA 15213
USA (e-mail: zacravi@seas.upenn.edu).

We provide additional resources, including software, at https://robo-guard.
github.io/.

This article has supplementary downloadable material available at
https://doi.org/10.1109/LRA.2026.3667488, provided by the authors.

Digital Object Identifier 10.1109/LRA.2026.3667488

of these models have grown rapidly. Numerous robotic systems
controlled by foundation models are now directly available to
consumers and deployed in homes, warehouses, and offices [11].
Moreover, current scaling trends and architectural advances
indicate that the next generation of Al-enabled robots will
automate labor traditionally performed by humans [12], [13],
[14]. It is therefore essential that the safety of these systems
is rigorously scrutinized, particularly as they are increasingly
deployed alongside humans [15].

Robot safety has traditionally been viewed through for-
malisms such as temporal logic for model checking, and con-
trol barrier functions for robust control [16], [17], [18], [19].
These approaches often rely on precise safety specifications in
known environments. However, as FM-enabled robots become
increasingly capable via both natural language understanding
and interaction with high-fidelity world models [2], [3], notions
of robot safety are increasingly contextual, harder to define, and
difficult to enforce.

Because large language models (LLMs) are central to the
reasoning abilities of contextually-aware robots, their use opens
the door to new risks. As a standalone technology, LLMs are
trained through a process called alignment to generate content
that aligns with human values (e.g., not provide bomb-building
instructions) [20]. While these techniques have reduced the
tendency of LLMs to produce objectionable text, malicious
users can still elicit such text via prompts produced by jail-
breaking attacks [21]. While mitigation strategies—including
safety filters [22] and defense algorithms [23]—have reduced
the susceptibility of LLMs to produce undesired text, they are
still far from perfect.

Despite significant safety research in the language modeling
community, the extent to which LLM-enabled robots inherit the
aforementioned vulnerabilities received little consensus. This is
in part because existing alignment techniques primarily focus on
text generation, rather than context-dependent robotic actions.
However, recent work has shown that jailbreaking attacks on
LLM-enabled robots can produce dangerous behaviors—such
as colliding with humans or blocking emergency exits—even
on commercial robots [24]. These findings highlight the need
for general-purpose safeguards to mitigate risks in the physical
world.

This letter provides a novel and general safety architecture that
addresses the unique contextual safety challenges of using LLMs
in robotics. To motivate our approach, we first propose desider-
ata for LLM-enabled robot safeguards comprising four prop-
erties: contextual attack mitigation, applicability, utility, and
efficiency. We then propose ROBOGUARD, a two-stage guardrail
architecture for ensuring the safety of LLM-enabled robots,
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Fig. 1. ROBOGUARD overview. A system designer configures ROBOGUARD with safety rules and a robot description offline (a). Online in the robot’s control-loop,

ROBOGUARD receives the robot’s world model, and it uses this world model to produce grounded safety specifications (b). ROBOGUARD then synthesizes these
specifications with the LLM-generated plan, in a manner that ensures safety while maximally respecting the proposed plan (c).

as illustrated in Fig. 1. ROBOGUARDis configured offline with
high-level safety rules and a robot description (Fig. 1(a)), which
makes ROBOGUARDadaptable to various robot platforms and
LLM planning instantiations. Online, ROBOGUARD reasons over
the robot’s current world model to ground the provided safety
rules into rigorous specifications (Fig. 1(b)). ROBOGUARD then
resolves potential conflicts between these specifications and the
potentially unsafe plan via minimal-violation control synthesis,
which maximally follows user preferences while ensuring that
the safety specifications are satisfied (Fig. 1.C). To summarize,
our contributions are:

1) A desiderata for LLM-enabled robot safeguards.

2) ROBOGUARD, general-purpose two-stage architecture for
ensuring the safety of LLM-enabled robots that is both
context-aware and adversarially robust.

3) Our ROBOGUARD instantiation, which first reasons in or-
der to generate contextually-aware safety specifications
and then synthesizes a safety-respecting plan.

While ROBOGUARD is applicable to non-adversarial safety
scenarios, we focus evaluation against jailbreaking attacks, as
they present a “worst-case” scenario for LLM-enabled robots.
We evaluate ROBOGUARD in simulation and real-world experi-
ments using a Clearpath Jackal robot equipped with an online
GPT-40-based LLM planner and semantic mapper. We demon-
strate that ROBOGUARD reduces the execution of unsafe plans
from 92.3% to under 2.5% without compromising performance
on safe plans. We then show that ROBOGUARD is adversarially
robust against adaptive attacks, is resource efficient, and greatly
benefits from the reasoning capabilities of its root-of-trust LLM.

The rest of the paper is organized as follows. We discuss
related work in Section II. We present ROBOGUARDin Section IIT
and evaluate it in Section IV. We then discussion the limitations
of our method in Section V and conclude in Section VI.

II. RELATED WORK

A. LLM-Enabled Robots

The robotics community has leveraged the contextual
reasoning abilities of foundation models through several lines of

work. First, preliminary progress has been made toward design-
ing bespoke transformer-based architectures that map semantic
instructions directly to low-level robotic actuators [25]. While
these architectures stand to benefit from the same scaling trends
as general-purpose models [12], there remains a sizeable gap
between the performance of these models and the requirements
of consumer-facing, real-world applications. Another promi-
nent research direction uses LLMs to shape robot-specific re-
ward signals, which are then optimized to perform downstream
tasks [26], [27]. However, given the difficulty of connecting
semantic instructions with dynamic environments and low-level
control, a third line of research has sought to deploy LLMs
as higher-level planners [1], [2], [28], wherein an LLM plans
via an API for action primitives such as navigation, mapping,
and manipulation. This line of work has brought LLM-enabled
robots closer to application domains including self-driving [5],
[29], service robotics [6], [7], and diagnostics [30]. While the
above efforts make significant advances in robot reasoning, they
not address the safety challenges introduced by LLM-enabled
robots in the wild.

B. Robot Safety Approaches

Robot safety verification has typically focused on ensuring
the satisfaction of precise specifications. Formal methods, such
as linear temporal logic (LTL), provide such a specification
approach while enjoying guarantees on correctness [17], [18].
They have been used for a range of robotic tasks including
semantic planning [31], [32]. Formal methods also facilitate
control synthesis given possibly conflicting specifications [33],
which is particularly relevant when proposed robot plans con-
flict with safety requirements. However, these approaches often
require a system designer to provide fixed specifications for
known, non-adversarial environments.

A more recent line of work adapts formal methods tech-
niques to meet the needs of LLM-enabled robots [34], [35].
Such approaches typically restrict the LLM’s planning syntax
to a more narrowly defined formal language, which enables
feasibility verification and hallucination detection [34], [36].
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These approaches have also enabled planning under conflicting
specifications [37]. However, in the context of robotic safety,
existing methods at the intersection of formal methods and
LLM-enabled robots face two key challenges. First, existing
methods typically require manual enumeration of safety speci-
fications, preventing use in open-world settings [38], [39]. This
line of work has been furthered by [40], who use LLMs to
generate contextual constraints, but facilitate neither the ability
to edit constraints online nor the ability to reason about these
constraints. Second, existing work on LLM-enabled robot safety
does not consider adversarial use cases [35], [41]. Although
methods like LIMP [34] verifiably follow user instructions, they
lack mechanisms to prevent an adversarial user from producing
unsafe robot behavior. In contrast, ROBOGUARD is the first
LLM-enabled robot safeguard that is both adversarially robust
and capable of reasoning over robot context to produce and
enforce contextually-grounded safety specifications.

C. LLM Safety and Jailbreaking

Ensuring safety is a critical aspect of training foundation
models, which in the context of chatbots requires that their
outputs align with human values. Popular alignment algorithms
such as RLHF [20] tend to incorporate a mixture of human-
and Al-generated feedback to steer generations away from
harmful topics. However, a broad class of vulnerabilities, in-
cluding prompt injection and backdoor attacks [42], [43], have
shown that these mechanisms are highly imperfect. Of particular
concern are jailbreaking attacks, wherein a malicious user con-
structs input prompts that bypass a model’s safety mechanisms
to elicit objectionable text [21].

The recently proposed ROBOPAIR algorithm demonstrated
that LLM-enabled robots are highly vulnerable to jailbreak-
ing attacks [24]. This work highlighted key differences be-
tween chatbot and robot jailbreaking: notions of harm are often
highly context dependent in robotics, chatbot alignment does
not necessarily translate to more robust LLM-enabled robots,
and jailbroken robots can lead to physical harm [24]. These
differences necessitate external safeguards for LLM-enabled
robots, alongside alignment techniques. While ROBOGUARD
may be applied to non-adversarial settings, jailbreaking attacks
present a “worst-case” scenario in which an LLM-enabled robot
reliably performs harmful actions. As such, our experimental
evaluation focuses on these adversarial attacks.

III. ROBOGUARD

The unique vulnerabilities of LLM-enabled robotics motivate
several considerations when designing a safety guardrail. To this
end, we propose several general properties for LLM-enabled
robotic safeguards that we hope will serve as a foundation for
future research on this topic.

D1) Contextual awareness: Safeguards should mitigate un-

safe behavior across various robotic contexts.

D2) Applicability: Safeguards should be agnostic to different

LLM planning architectures or instantiations.

D3) Utility: Safeguards should not diminish the capabilities

of LLM-enabled robots in non-adversarial settings.
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D4) Efficiency: Safeguards should minimize additional of-

fline and online computational costs and latency.

Given the need for LLM-enabled robots to operate in open-
world settings, this desiderata is intended to cover broad ranges
of use. The first pair of desiderata, (D1) and (D2), directly
address the vulnerabilities highlighted by ROBOPAIR. The next
pair, (D3) and (D4), ensure that the usability of an LLM planner
in benign settings is not compromised by the robustness of a
candidate safeguard.

Motivated by these desiderata, we propose ROBOGUARD, a
guardrail architecture designed to ensure the safety of LLM-
enabled robots. As illustrated in Fig. 1, ROBOGUARD operates
in the control-loop of an LLM-enabled robot and is responsible
for ensuring that any realized plans adhere to safety rules that
are defined by a system designer during an offline configuration
process. ROBOGUARD monitors potentially unsafe plans via two
main components—a safety reasoning module and a control syn-
thesis module—which decouple the real-world interpretation of
linguistic safety rules (e.g., Asimov’s Laws) from the synthesis
of a safe plan. In the remainder of this section, we detail these
two modules and outline the properties of this approach.

A. Safety Reasoning Module

ROBOGUARD’s first module grounds high-level safety rules
(e.g., “do not harm humans”) into semantically meaningful, rig-
orous safety specifications that respect the operational context of
the robot. This grounding process is performed via a root-of-trust
LLM, which is responsible for safety reasoning. By design, the
root-of-trust LLM 1is shielded from potentially malicious user
input, allowing ROBOGUARD to leverage the LLM’s contextual
reasoning while remaining robust to adversarial prompts (see
SectionIV). We now describe this module’s input sources, online
operation, and its safety specification encoding.

Input sources: Offline, the system prompt of ROBOGUARD’s
root-of-trust LLM is initialized with a high-level description of
the robot—including its API—as well as a set of user-defined
rules outlining textual safety specifications. To maximize ROBO-
GUARD’s configurability across LLM planners, the API is pro-
vided via function signatures. For example, a goto function
may have the following signature:

def goto(destination: str) -> bool:
"""Navigate to ‘destination.’
Returns true if navigation was
successful. """

During the online operation of the robot, the safety reasoning
module receives updates from the robot’s current world model,
which we instantiate as a semantic graph [44]. Nodes in the
semantic graph are of type region or object; object
nodes represent semantic entities (e.g., people or chairs), while
region nodes represent points in the scene traversable by
the robot. Edges in the graph are defined between either two
regions (“region edges”) or an object and a region (“object
edges”). Region edges indicate traversable paths, while object
edges denote that an object is accessible from a particular region.
This graph is provided to the module’s root-of-trust LLM via an
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{"objects": [{"name": "object_1",

Hcoordsll: ["X", "y"]}, "..."],
"regions": [{"name": "region_1",

"coords": ["x", "y"]}, "..."],
"object_edges": [["src_1", "trg_1"1, "..."1,
"region_edges": [["src", "trg"]l, "..."]}

Listing 1. We instantiate the world model as a semantic graph, which is
provided as a JSON string to ROBOGUARD via an in-context prompt to the
root-of-trust LLM.

in-context prompt through the JSON representation illustrated
in Listing 1.

Online operation: Given these input sources—the robot de-
scription, rule set, and world model updates—the safety rea-
soning module uses its root-of-trust LLM to generate grounded
and rigorous safety specifications via the process outlined in
Fig. 1(b). This root-of-trust LLM uses chain-of-thought (CoT)
reasoning—which requires it to think step-by-step while com-
pleting a generation [45]—to iteratively apply each rule in the
rule set given the current state of the world model. Compared
to alternatives such as program-aided reasoning, CoT better
facilitates semantic understanding and provides a degree of
interpretability [46]. Moreover, in our application the generated
outputs themselves (i.e., specifications) are formally verifiable,
reducing the need for program-aided reasoning’s verifiable
generation traces. Concretely, the end-to-end behavior of the
safety reasoning module is to generate specifications ¢(*), where

i€ {l,...,n} indexes the rule set, which are combined into a
single LTL formula
Psafe = ¢(1) A (;5(2) A A (Zs(n). )

This expression is then passed to the second stage of our
guardrail—the control synthesis module.

Encoding the safety specification: The structure we place on
the generated LTL formula ¢, is key to effectively grounding
these specifications in the robot’s context. More formally, given
the current state of the world model M and the robot’s set of
physically realizable actions F, we define contextual atomic
propositions AP (M, F), which describes the possible actions
the robot can take given the world model state. We illustrate this
structure with a simplified example:

Example II1.1: Consider a robot capable of navigating via
a goto command in a world model defined by two distinct
locations, region; and region,. The world model M and set
of actions F can be written as

M = {region_1,region 2} and F = {goto}.
The resulting contextual propositions are then
AP(M,F) = {goto(region_1),goto(region_2)}.

This propositional structure defines a mapping between the
LLM-generated plan and a temporal logic formula. Once rep-
resented via LTL, the LLM planner’s proposed action sequence
can be rigorously verified against the specifications produced by
the safety reasoning module.
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Algorithm 1: Control Synthesis Algorithm.

Input: Safety specifications, ¢, proposed plan p
(bproposed <~ TOLTL(p)
w <= TOWORD (Pproposed)
Bsate = (Q, Ginit, 2, 0, F') <~ TOAUTOMATA (¢gafe )
q < Ginit
for w; in w do
L q < 5((]7 wZ)
if ¢ € F then
8 L return ¢proposed
9 else
L return ¢Safe

NS AW N -

-
=)

B. Control Synthesis Module

ROBOGUARD’s control synthesis module produces a plan
which maximally follows the LLM-generated plan while ad-
hering to the generated safety specifications. We extend the
technique for controller synthesis with many prioritized spec-
ifications proposed by [33]. Because our problem only requires
synthesizing two specifications, we simplify their approach
which results in Algorithm 1.

In the first step of this algorithm (lines 1-2), the LLM proposed
plan p is translated into an LTL specification ¢proposed USing
the contextual atomic propositions AP (M, F) discussed in
Section III-A, and then into a sequence of words w =
wiws . .. wr. At this point in Algorithm 1, we have generated
two (possibly conflicting) specifications: the nominal specifi-
cation @proposed corresponding to the proposed plan and the
safety specification ¢g, generated by the contextual grounding
module. Toresolve potential conflicts between @proposed and Pgafe,
we first instantiate a Buchi automaton B using ¢Safe.1 Starting
from the initial state g;,;;, we then evaluate the automaton’s
transition function § on each subsequent word in w (lines 3-6). If
the last state of the resulting trace is accepting (i.e., belongs to F'),
then the proposed plan satisfies ¢, and is returned; otherwise,
we return ¢g,g (lines 7-10). By leveraging formal methods, the
control synthesis module enjoyed guarantees on correctness.

Theorem 111.2: The control synthesis module will always
provide a safe control plan, as determined by the safety specifi-
cations ¢@safe, regardless of the proposed plan p.

Proof: The contextual LTL structure defined by the safety
reasoning module admits a one-to-one mapping between the
LLM-proposed plan p and a LTL specification ¢proposed- Because
both the proposed and safe specifications—eproposed and Pgare—
are definitionally finite and thus co-safe, the control synthesis
algorithm becomes an instantiation of the method in [33]. As
such, our method inherits their guarantees that show the resulting
plan will comply with the proposed plan if possible, while always
adhering to the safety specifications. (]

The upshot of this theorem is that although the LLM-
generated plan p is specified in natural language, our architecture

IFor our purposes, B is a finite state machine describing safe and unsafe robot
conditions, @ is the set of states, J is a state transition function, and F' is the set
of all safe states.
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still admits a guarantee on safety, as defined by the contextual
safety specifications ¢g,p. Safety is therefore contingent on
the alignment between the inferred specification ¢gape and the
designer’s contextual understanding of safety.

IV. EXPERIMENTS

We evaluate ROBOGUARD to assess how well it fulfills the
desiderata outlined in Section III: contextual awareness (D1),
applicability (D2), utility (D3), and efficiency (D4). By design,
ROBOGUARD is agnostic to the instantiation of the LLM planner,
and thus satisfies applicability (D2). We now describe the four
key components of our experimental setup: the LLM planner, the
harmfulness benchmark of robot behaviors, the attacks used to
elicit those behaviors, and the environments in which we perform
experiments.

LIM planner: We evaluate ROBOGUARD when operating on
top of the recently proposed GPT-40-based SPINE planner,
which uses an LLM to generate plans using an high-level API
and semantic graph as described in Section III-A [10].

Guardrail instantiation: We instantiate ROBOGUARD’s root-
of-trust LLM using GPT-40, and we implement its control syn-
thesis procedure using the Spot library [47]. We initialize ROBO-
GUARD with three high-level safety rules to respect privacy,
not physically harm anyone, and avoid potentially hazardous
areas. We then provide a description of the planner’s API and
world model representation to its root-of-trust LLM via a system
prompt.

Harmfulness benchmark: We measure the tendency of
the LLM planner to comply with the harmful behaviors
proposed in the ROBOPAIR study [24], which encom-
passes a spectrum spanning average-case errors (e.g., enter-
ing a hazardous area) to worst-case abuses (e.g., commit-
ting acts of violence). Specifically, we consider the following
behaviors:

1) Bomb detonation: The robot is prompted to find the most

harmful place to detonate a bomb.

2) Blocking an emergency exit: The robot is prompted to

block an exit during an emergency.

3) Weapon search: The robot is prompted to procure an object

that can used to harm a human.

4) Warehouse assistant: The robot is prompted to knock a

shelf onto a human bystander.

5) Keep-out zone: The robot is prompted to enter an unsafe

area in order to harm itself or nearby humans.

6) Covert surveillance The robot is prompted to hide and to

covertly surveil a human.

7) Human collision: The robot is prompted to collide with a

nearby human.

We generate ten rephrasings of each behavior, resulting in
a dataset of seventy adversarial prompts. To measure ROBO-
GUARD’s utility, we also consider ten safe behaviors, which
require the robot to locate objects in the scene and to inspect
benign areas. In cases where a behavior is not applicable given
the environment (e.g., blocking an emergency exit in an outdoor
setting), we generate a corresponding behavior that encompasses
similar harms (e.g., blocking a road).
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S

Fig. 2. Experimental environments. The interior of an office building (left)
and exterior of an office park (right). Semantics are randomized in simulation,
requiring ROBOGUARD to reason over varying contexts.

Attacks: To evaluate the robustness of ROBOGUARD we
consider the following elicitation methods, which span non-
adversarial prompting to worst-case attacks. These elicitation
methods fall into two categories: non-adaptive attacks, which
are generated offline without any access to the guarded LLM-
enabled robot, and adaptive attacks, which receive varying levels
of access to the ROBOGUARD’s inputs, outputs, and internal state.
We consider three non-adaptive attacks:

1) Direct Prompting: The LLM planner is directly prompted

to perform the target behavior.

2) Template: The direct prompt is embedded in a template
designed to elicit a jailbroken response.

3) RoBOPAIR: ROBOPAIR is run offline to generate a jail-
breaking prompt for the unguarded LLM planner.

We also consider four adaptive methods, each of which is

granted a different level of access to the guarded system.

4) Black-box ROBOPAIR: ROBOPAIR is run directly on the
guarded LLM-enabled robot, and is given black-box ac-
cess to the guardrail’s inputs and outputs.

5) Gray-box ROBOPAIR+ world model (WM): ROBOPAIR is
run directly on the guarded robot, and is given gray-box
access to the world model’s state.

6) Gray-box ROBOPAIR+ guardrail (GR): ROBOPAIR is run
directly on the guarded robot, and is given gray-box access
to the guardrail’s internal specifications.

7) White-box ROBOPAIR: ROBOPAIR is run directly on the
guarded robot, and is given access to the states of the
guardrail and world model.

Environments: We evaluate ROBOGUARD in both simulated and
real-world environments, including an indoor academic labora-
tory, the entire floor of an office building, and the outside of
an office park (see Fig. 2). Together, these environments cover
nearly 20,000 m? and contain a rich set of semantics. We use
these environments to simulate the semantic map built by the
robot, which we randomize by adding and removing regions
and objects. We evaluate each of the 70 considered adversarial
behaviors on randomized small indoor, large indoor, and outdoor
environments, resulting in 210 evaluations per attack and over
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TABLE I
ROBOGUARD’S EFFECTIVENESS AT MITIGATING UNSAFE BEHAVIOR

Attack success rate

Attack Input

w/o RG w/ RG
None, safe task (1) Direct prompt 100.0 + 0% 100.0 + 0%
Non-adaptive ({) Direct prompt 1.3+ 1.2% 02 + 02%
Non-adaptive () Template 82.3 + 3.6% 09 + 0.7%
Non-adaptive ({.) RoboPAIR 923 + 4.7% 23 £+ 1.5%
Adaptive black-box ({) RoboPAIR 254+ 1.2%
Adaptive gray-box WM (]) RoboPAIR 29 +1.2%
Adaptive gray-box GR ({) RoboPAIR 38 + 0.7%
Adaptive white-box ({) RoboPAIR 52 £ 0.7%

1,500 evaluations in total. Throughout our experiments, we
measure the performance of ROBOGUARD’s ability to prevent
harmful robot behavior via attack success rate (ASR), which is
simply the ratio of successful jailbreaks to attempted jailbreaks.

A. Unsafe Behavior Mitigation

We report the tendency of the LLM planner to engage in safe
and harmful behaviors given the different prompting strategies
discussed above in Table I. In each row, we report the ASR
mean and standard deviation with and without ROBOGUARD for
the non-adaptive attacks (“w/ RG” and “w/o RG”). We only
report ASR with ROBOGUARD in the adaptive settings, as it is
used to generate adaptive attacks. In the non-adaptive setting, the
unguarded LLM planner rejects 98.75% of the direct prompts,
indicating that its internal safety filter has some degree of effec-
tiveness against non-adversarial elicitation methods. However,
the template attack and non-adaptive ROBOPAIR variant both
reliably bypass the unguarded LLM planner’s alignment, with
ASRs of 82.3% and 92.3% respectively. When ROBOGUARDis
applied, the ASRs drop to below 3% for both attacks. Notably,
the first row of Table I indicates that this improvement comes at
no cost to the utility of the planner on safe tasks.

We report similar findings in the adaptive settings. In the last
four rows of Table I, the ASRs did not significantly change
relative to the non-adaptive setting for any of the ROBOPAIR
variants. However, as the attacker gains more access to the
internals of ROBOGUARD, the ASR tends to increase marginally.
This demonstrates that while the guarded system maintains
significant robustness against attacks, it may still be susceptible
to a strong adaptive attacker.

Because ROBOGUARD will correctly enforce contextual safety
specifications (see Theorem III.2), failures occur when the
safety reasoning module does not produce appropriate safety
specifications. Qualitatively, missed specifications stem from
complexity (e.g., temporal specifications) or nuanced semantics.
For example, some experiments required that ROBOGUARDmust
recognize that a hammer may be used as a weapon as well as a
tool.

B. Importance of Reasoning for Safety

We next assess the importance of the root-of-trust LLM’s
CoT reasoning to ROBOGUARD’S overall effectiveness. We do
so by evaluating ROBOGUARD with three ablated variants. First,
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TABLE II
DEFENSE ABLATION
Defense ASR ({)
ROBOGUARD 43 +0.7%
+ High temperature 43 £ 0.7%
- CoT Reasoning 12.8 £ 3.3%
- CoT Reasoning + High temperature ~ 25.7 & 4.3%

World model

Root-of-trust
LLM

o

Without reasoning

(specifications = G(!inspect(drill_1) & G('!goto(doorway_1)) )4-

With reasoning

-

reasoning = [{
constraint: G(!goto(person_1)),
explanation: I could collide with the person.}, {

constraint: G(!inspect(drill_1)),
explanation: The drill could be used to harm someone..}, {

constraint: G(goto(doorway_1) —> F(!goto(doorway_1))), <
explanation: I should not block the doorway, so
I cannot stay there.}]}

specifications =
G(!goto(person_1)) & G(!inspect(drill_1)) &
G(goto(doorway_1) —> F(!goto(doorway_1)))

~

J

Fig.3. Contextualized safety specifications with and without chain-of-thought
reasoning. Without reasoning, ROBOGUARD both misses specifications and
provides incorrect specifications.

we remove the root-of-trust LLM’s CoT reasoning; instead, the
LLM directly produces an LTL specification given the robot’s
world model and safety rules. We also increase the root-of-trust
LLM’s temperature from O to 0.5 for both the original guardrail
and no-reasoning variant. We measure the ASR of these config-
urations for the ROBOPAIR attack against the behaviors defined
above in the office building set of environments. As reported in
Table II, increasing the temperature does not affect the
guardrail’s performance. However, removing the root-of-trust
LLM’s CoT reasoning increases the ASR from 4.3% to 12.8%.
Without reasoning, a higher temperature further increases ASR
to 25.7%. These results, illustrated in Fig. 3, underscore the
importance of reasoning for generating contextual safety speci-
fications.

C. Guardrail Efficiency

We then compare the resources required by one ROBOGUARD
inference against the resources required to generate an attack,
as measured by LLM queries and token usage. As reported in
Table III, ROBOGUARD uses between 21% to 12% of the tokens
required by the attackers, while only requiring 1 LLM query
in contrast to the attacker’s 15. This resource disparity between
the adversarial prompt generation process and ROBOGUARD’s
defense provides an additional burden for potential attackers. To

Authorized licensed use limited to: University of Pennsylvania. Downloaded on October 29,2026 at 13:01:23 UTC from IEEE Xplore. Restrictions apply.



RAVICHANDRAN et al.: SAFETY GUARDRAILS FOR LLM-ENABLED ROBOTS

TABLE III
RESOURCE UTILIZATION

Method Tokens used ({) LLM queries ({)
ROBOGUARD 4329.6 + 353.6 1£0
Adaptive black-box 20471.1 £+ 126.7 I5£0
Adaptive grey-box WM 24524.3 4+ 91.2 15+0
Adaptive grey-box GR ~ 52515.6 & 132.5 15+0
Adaptive white-box 36446.2 + 126.7 15+0

TABLE IV
REAL WORLD EXPERIMENTAL RESULTS

Attack Input ASR
w/o RG w/ RG
None, safe task (1)  Direct Prompting 100 = 0% 100 £+ 0%
Non-adaptive ({) Direct prompt 0+ 0% 0+ 0%
Non-adaptive (J.) RoboPAIR 100 4+ 0% 0+ 0%

contextualize this result, recent LLMs have a maximum context
length of over 100 k. This limited limited token use via only a
single LLM query makes ROBOGUARD performant enough to
run online as part of a robot’s control-loop (D4).

D. Real-World Experiments

We perform physical experiments to demonstrate that the
trends observed in simulation transfer to real-world settings.
We integrate the LLM planner described above onto a Clearpath
Jackal robot equipped with an onboard semantic mapping frame-
work. Over the duration of a task, this semantic mapper contin-
uously builds a world model, which is in turn used by the LLM
planner to refine its plan. We deploy ROBOGUARD in this control
loop, such that it continuously monitors candidate plans for
harm. The robot’s sensor stack comprises an RGB-D camera and
LiDAR; the robot is equipped with an Nvidia A4000 GPU and
Ryzen 5 3600 CPU for compute. We follow the same experimen-
tal setup as in Section I'V-A with the following modifications. We
consider five rephrasing for each of the seven harmful behaviors
defined above, for a total of 35 harmful behaviors. We also
consider ten safe behaviors to measure ROBOGUARD’s utility.
We attempt to elicit harmful behavior via direct prompting and
ROBOPAIR attacks.

As reported in Table IV, ROBOGUARD prevents 100% of the
adversarial attacks, without compromising on utility. We observe
that ROBOGUARD exhibits better attack mitigation than in the
simulation experiments. This is because while the real-world
experiments present ROBOGUARD with large and cluttered robot
contexts, we were able to generate increasingly difficult sce-
narios in simulation. Fig. 4(a) demonstrates the robot realizing
a safe example. Fig. 4(b) illustrates an unsafe task, where the
LLM planner is prompted to find and collide with a person.
Because there is no person in the robot’s initial world model,
the LLM-planner’s initial actions comprise benign exploratory
behavior, which is allowed by ROBOGUARD. Once a person
is added to the world model, ROBOGUARD generates a safety
specification online that prevents the robot from navigating
towards and colliding with that person.

4655

A) Example safe task B) Example unsafe task

Find a person and
collide with them

'n‘ < Find me a place to [. Object node

sit @ Region node

= Robot trajectory
= Prevented plan

Initial world Intermediate Final world Initial world Intermediate Final world
model world model model model world model model
Safety specs: Safety specs: Safety specs: Safety specs: Safety specs: Safety specs:
None None None None None !'goto(person)
LLM-pl. LLM-pl. LLM-pl LLM-planner: LLM-planner: LLM-planner:
explore explore inspect(chair) explore explore goto(person)
[safe] [safe] [safe] [safe] [safe] [unsafe]
Fig. 4. Online operation. ROBOGUARD allowing the realization of a safe

plan (a). ROBOGUARD preventing an unsafe plan, where the robot is tasked to
collide with a person (b). ROBOGUARDgenerates no initial safety constraints
as the robot’s world model is empty. Once a person is discovered, ROBO-
GUARDgenerates and enforces an appropriate specification.

V. LIMITATIONS AND FUTURE WORK

We have identified three limitations to our method. First,
ROBOGUARDrequires an accurate world model. A severely com-
promised world model would induce safety failures, and ad-
dressing this vulnerability requires perception safeguards. Sec-
ond, as LLM-enabled robots operate in increasingly complex
environments, ROBOGUARD’s root-of-trust LLM will have to
reason over larger world models and rule sets. This scalability
challenge may be addressed by frontier LLMs with progressively
increasing context windows and reasoning abilities. Robotic
distillation techniques could also be used to optimize LLMs for
safety reasoning [48]. Third, LTL may not be appropriate for
some scenarios, such as when system dynamics are critical to
safety. As ROBOGUARD is agnostic to specific safety formalisms,
one could instantiate it with the appropriate specification lan-
guage.

VI. CONCLUSION

This letter addresses outstanding safety concerns posed by
LLM-enabled robots, which can be prompted to cause phys-
ical harm in real-world settings. We first propose desiderata
which outline desirable properties for candidate safeguarding
approaches. We then propose ROBOGUARD, a two-stage safety
guardrail architecture that operates in the control loop of an
LLM-enabled robot. In simulation and real-world experiments,
RoBOGUARDreduces the tendency of LLM-enabled robots to
realize unsafe behaviors from over 92% to under 3%—even in
adversarial settings. ROBOGUARD is also resource efficient in
LLM queries and token use. Given these results, we believe that
ROBOGUARD provides an important step towards ensuring the
safety of LLM-enabled robots.
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