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Confidence meets control — verifiably safe systems with conformal prediction.

INTRODUCTION
he design of autonomous systems, which are be-
coming increasingly learning enabled, has attract-
ed much attention within the research community.
Research in this area promises to enable many fu-
ture technologies, such as autonomous driving, in-
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telligent transportation, and robotics. In recent years, great
progress has been made in the design of learning-enabled
components (LECs), for example, with neural networks for
perception tasks, such as object detection [1], [2], localiza-
tion and state estimation [3], [4], and trajectory prediction
[5], [6], [7]; for decision-making tasks, such as motion and
behavior planning [8], [9]; and for low-level control [10], [11],
[12]. However, the integration of LECs into safety-critical
autonomous systems is limited by their fragility and can
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result in unsafe behavior, for example, inaccurate and non-
robust object detectors in self-driving cars. The fragility
of LECs is the result of highly nonconvex learning prob-
lems, distribution shifts from training to the deployment
domain, and a lack of model robustness [13], [14]. Unfortu-
nately, these safety challenges are further amplified by the
complexity of modern autonomous systems that operate in
uncertain and dynamic environments, where traditional
approaches for localization and mapping may fail to pro-
vide guarantees, for example, simultaneous localization
and mapping techniques [4], [15] or Kalman/particle fil-
ters [16], [17], [18].

For these reasons, we require verifiable frameworks for
the integration of LECs into the perception—action loops of
autonomous systems, ultimately resulting in safe learning-
enabled autonomous systems (LEASs). Toward this goal,
this survey focuses on designing formal verification and con-
trol algorithms for LEASs with practical safety guarantees using
conformal prediction (see “Summary”). By practical, we mean
that these algorithms 1) are applicable and scale to complex
LEASs, 2) come with formal guarantees, and 3) are easy to
understand and extend, even for a novice in the field.

Conformal prediction is a lightweight statistical tool for
uncertainty quantification, originally introduced by Shafer
and Vovk in [19] and [20], and has recently attracted atten-
tion within the machine learning community; for example,
see [21] and [22] for up-to-date tutorials. In this survey, we
use conformal prediction for designing safe controllers, for
integrating online monitors into the perception—action
loops of LEASs, and for performing offline verification
(see Figure 1).

The main objective behind conformal prediction and
uncertainty quantification can be summarized as follows.

Uncertainty quantification with conformal prediction: Given
K + 1independentand identically distributed (or exchange-
able) random variables R?, R® ... R®, conformal predic-
tion aims to quantify the uncertainty of R based on
R® . R®, Formally, given a failure probability § € (0, 1),
we want to construct a probabilistically valid prediction
region C: R* — R so that

Prob(R® < C(RY,...,R¥) > 1—3s. )

The variable R? for i € {0, ..., K} is usually referred to as
the nonconformity score. In regression, it may be defined as
the prediction error R? := | y? — u(u®)|, where a predictor
u attempts to predict an output ¥y based on an input u®.
A small (large) nonconformity score thus indicates a good
(poor) predictive model. A larger part of our discussion will
be on constructing informative nonconformity scores for
verification and control. In practice, with (1) we aim to find
a probabilistic upper bound of a test datapoint R” from a
calibration dataset RY,...,R®. Conformal prediction

provides a simple and efficient procedure to compute an
upper bound C(RY, ..., R®) that is valid with a confidence
of 1— 4. For simplicity, we will often simply use C in the
remainder and omit the function arguments R, ..., R,

Goals
In this survey, we leverage the conformal prediction guar-
antees in (1) to achieve the following four objectives:
1) designing verification algorithms for LECs to reason
about input-output properties of LECs
2) designing control algorithms for LEASs that come
with probabilistic safety guarantees
3) designing offline verification algorithms for LEASs
to verify safety requirements of LEASs
4) designing online verification algorithms for LEASs
that predict system failures with high confidence.
Before starting with the main parts of this survey article,
we refer the reader to “Spectrum of Formal Verification and
Control Techniques,” in which we formally distinguish

Summary
We present recent advances in formal verification and
control for autonomous systems with practical safety
guarantees enabled by conformal prediction, a statistical
tool for uncertainty quantification. This survey is particu-
larly motivated by LEASs, where the complexity of LECs
poses a major bottleneck for applying traditional model-
based verification and control techniques. To address
this challenge, we advocate for conformal prediction as a
lightweight alternative and demonstrate its use in formal
verification, systems and control, and robotics. Conformal
prediction is appealing because of its simplicity (it is easy
to understand, implement, and adapt), generality (it re-
quires no assumptions on learned models and underlying
data distributions), and efficiency (it is real-time capable
and accurate).

This survey provides an accessible introduction to con-
formal prediction for nonexperts interested in applying it
to autonomy problems. We particularly show how confor-
mal prediction can be used for formal verification of LECs
and the design of safe control as well as offline and on-
line verification algorithms for LEASs. We present these
techniques within a unifying framework that addresses
the complexity of LEASs. Our exposition spans simple
specifications, such as robot navigation tasks, to com-
plex mission requirements expressed in temporal logic.
Throughout the survey, we contrast conformal prediction
with other statistical techniques, including scenario optimi-
zation and probably approximately correct-Bayes theory,
highlighting advantages and limitations for verification and
control. Finally, we outline open problems and promising
directions for future research.
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offline and online approaches to verification and control
and discuss computational bottlenecks.

Related Survey Articles
Survey articles on the topic of conformal prediction were
presented in [19], [21], and [22]. However, the material in

these articles is presented through the lens of a statistician
and without the reference to the use of conformal predic-
tion in formal verification and control that we use.

There exist various survey articles at the intersection of
machine learning, formal verification, and control that are
related to the topic of this survey. The authors of [33] survey
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FIGURE 1 Formal verification and control of LEASs. In this survey, we show how to design offline verification algorithms and how to inte-
grate online monitors obtained via efficient statistical abstractions into the control design.

Spectrum of Formal Verification and Control Techniques

The control community distinguishes between open-loop
and closed-loop controllers. An open-loop controller com-
putes a sequence of control inputs offline before the system
is deployed. On the other hand, a closed-loop (or feedback)
controller computes control inputs from online information
while the system is operating. Open-loop controllers are usu-
ally not used for systems that require the controller to be robust
against uncertainty and noise. Instead, a combination of offline
(often referred to as planning) and online control is used [S1],
[S2], [S3]. At each control level, the designer has to carefully
trade off the computational complexity of the control problem
to be solved with the model fidelity (abstract versus concrete
physical models) as well as the task complexity (high-level
specifications versus motion primitives). In safety-critical con-
trol, another tradeoff arises between the type of formal safety
guarantee one is interested in (for example, deterministic,
probabilistic, or robust) and the model fidelity as well as task
complexity. Another distinction can be made between model-
based control design, for example, model predictive control
[283], [24], [25] or robust control [S4], and data-driven control
techniques, such as data-driven model predictive control [11],
[S5] or scenario optimization [26], [27]. In many ways, however,
these lines are (and have always been) blurred. See [S6] and
[S7] for more references and a detailed discussion.

Although it is less familiar to the control community, but
well known within the formal methods community, and one can
make similar analogies in verification. Broadly speaking, veri-
fication aims at checking the correctness of a system against
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FIGURE S1 Overview of selected formal verification and control
techniques.

a system specification expressed in a mathematical logic, for
example, in predicate or temporal logics (see “LEC Specifica-
tions in Predicate Logic” and “LEAS Specifications in STL”).
Offline verification (which we simply refer to as verification
in the remainder) aims at verifying the system as a whole by
exhaustively checking all possible system behaviors. For this
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statistical methods for the system identification of linear
systems with finite sample guarantees. Utilizing such
system identification methods, the same authors present a
survey article on statistical learning theory for control
design in [34]. In contrast to [33] and [34], however, our focus
is more broadly on formal verification and control design of
complex LEASs. This includes reasoning over LECs, for
example, for perception and prediction and dynamic and
uncertain environments, and it requires the use of formal
specification languages and design techniques. In this
regard, we point the reader to the brief survey in [35], in
which the need for formal methods in verifiable autonomy
is stressed and grand challenges are discussed. As in [33]
and [34], we are interested in obtaining finite sample guar-
antees, but here by using conformal prediction, which can
provide both marginal and calibration conditional coverage
guarantees (details follow in the next section). Also related
to our article is the survey in [36], which reviews learning-
based Hamilton-Jacobi reachability techniques for safe con-
trol design. By contrast, here we are concerned about
dealing with the complexity of LECs within LEASs and the
associated verification and control challenges. The authors

purpose, automated verification tools were developed, such
as model checking [S8], [S9] or theorem proving [S10], [S11].
Motivated by the computational challenges that these methods
face, especially when applied to LEASS, statistical verification
techniques were proposed as an efficient alternative that allows
checking a 1— 6 fraction of the system behaviors [S12], [254].
In online verification, by contrast, one has already observed a
partial execution of the system, for example, a partial trajectory
of a car navigating traffic, and our task is to check if all possible
future behaviors satisfy the specification [28], [29], [30]. Online
verification is often also referred to as runtime verification. In
online verification, the verification answer can be inconclusive,
for example, neither satisfied nor violated. Predictive online ver-
ification algorithms instead predict future system behaviors and
can thus provide verification answers more reliably and quickly
[31], [32]. Ultimately, as for control design, a combination of of-
fline and online verification should be used in practice.

In Figure S1, we present an incomplete (and potentially bi-
ased) set of verification and control techniques. We list these
techniques according to their scalability and verifiability prop-
erties. We specifically delineate between techniques that can
(or have been) applied to LEASs. Conformal prediction falls
into this category.

REFERENCES

[S1] C. Belta, A. Bicchi, M. Egerstedt, E. Frazzoli, E. Klavins, and G. J.
Pappas, “Symbolic planning and control of robot motion [Grand Chal-
lenges of Robotics],” IEEE Robot. Autom. Mag., vol. 14, no. 1, pp. 61—
70, Mar. 2007, doi: 10.1109/MRA.2007.339624.

of [37] provided a detailed survey of formal control synthe-
sis techniques for safety-critical autonomous systems, how-
ever, without a focus on using statistical methods for LEAS
as we do. The survey article in [38] focuses on learning-
enabled predictive online verification techniques using
conformal prediction, similar to the section “Online Verifi-
cation of LEASs with Conformal Prediction” in this survey.
Our focus is again broader in scope, considering offline and
online formal verification as well as control design tech-
niques for LEASs. Additionally, the online predictive verifi-
cation techniques presented here are different in flavor than
the ones surveyed in [38] (the details are in the section
“Online Verification of LEASs with Conformal Prediction”).
Finally, we mention [39] and [40], which are survey articles
on simulation-based approaches for autonomous system
verification. We note that [39] provides a short survey advo-
cating for a data-centric approach as we do, but that we pro-
vide an in-depth treatment of the topic with a strong focus
on techniques and algorithms, along with providing formal
guarantees via the use of statistical tools. In contrast to [40],
which is similar in scope to what we present, the reader will
find a different and complementary set of techniques and

[S2] N. Matni, A. D. Ames, and J. C. Doyle, “A quantitative framework for
layered multirate control: Toward a theory of control architecture,” IEEE
Control Syst. Mag., vol. 44, no. 3, pp. 52—94, Jun. 2024, doi: 10.1109/
MCS.2024.3382388.

[S3] J.-P. Laumond, Robot Motion Planning and Control, vol. 229. Ber-
lin, Heidelberg, Germany: Springer-Verlag, 1998.

[S4] K. Zhou and J. C. Doyle, Essentials of Robust Control. Upper Sad-
dle River, NJ, USA: Prentice Hall, 1998.

[S5] J. Berberich, J. Kéhler, M. A. Mdller, and F. Aligéwer, “Data-driven
model predictive control with stability and robustness guarantees,”
IEEE Trans. Autom. Control, vol. 66, no. 4, pp. 1702-1717, Apr. 2021,
doi: 10.1109/TAC.2020.3000182.

[S6] F. Dorfler, “Data-driven control: Part one of two: A special is-
sue sampling from a vast and dynamic landscape,” IEEE Control
Syst. Mag., vol. 43, no. 5, pp. 24-27, Oct. 2023, doi: 10.1109/MCS.
2023.3291624.

[S7] F. Dérfler, “Data-driven control: Part two of two: Hot take: Why not
go with models?” IEEE Control Syst. Mag., vol. 43, no. 6, pp. 27-31,
Dec. 2023, doi: 10.1109/MCS.2023.3310302.

[S8] C. Baier, B. Haverkort, H. Hermanns, and J.-P. Katoen, “Model
checking continuous-time Markov chains by transient analysis,” in
Proc. Int. Conf. Comput. Aided Verification, Berlin, Heidelberg, Ger-
many: Springer-Verlag, 2000, pp. 358-372.

[S9] E. M. Clarke, “Model checking,” in Proc. Int. Conf. Found. Softw.
Technol. Theor. Comput. Sci., Berlin, Heidelberg, Germany: Springer-
Verlag, 1997, pp. 54-56.

[S10] Y. Shoukry, P. Nuzzo, A. L. Sangiovanni-Vincentelli, S. A. Ses-
hia, G. J. Pappas, and P. Tabuada, “SMC: Satisfiability modulo convex
optimization,” in Proc. 20th Int. Conf. Hybrid Syst.: Comput. Control
(HSCC), 2017, pp. 19-28.

[S11] M. Sheeran, S. Singh, and G. Stalmarck, “Checking safety prop-
erties using induction and a sat-solver,” in Proc. Int. Conf. Formal
Methods Comput.-Aided Des., Berlin, Heidelberg, Germany: Springer-
Verlag, 2000, pp. 127-144.

[S12]H. L. S. Younes and R. G. Simmons, “Statistical probabilistic mod-
el checking with a focus on time-bounded properties,” Inf. Comput.,
vol. 204, no. 9, pp. 1368-1409, 2006, doi: 10.1016/j.ic.2006.05.002.

DECEMBER 2025 < IEEE CONTROL SYSTEMS 75

Authorized licensed use limited to: University of Pennsylvania. Downloaded on October 29,2026 at 13:02:28 UTC from IEEE Xplore. Restrictions apply.


http://dx.doi.org/10.1109/MRA.2007.339624
http://dx.doi.org/10.1109/MCS.2024.3382388
http://dx.doi.org/10.1109/MCS.2024.3382388
http://dx.doi.org/10.1109/TAC.2020.3000182
http://dx.doi.org/10.1109/MCS.2023.3291624
http://dx.doi.org/10.1109/MCS.2023.3291624
http://dx.doi.org/10.1109/MCS.2023.3310302
http://dx.doi.org/10.1016/j.ic.2006.05.002

Empirical Quantiles as Linear Programs
Following [S13], we can overapproximate the empirical quan-

tile of the nonconformity scores R",...,R® atlevel 1— & by
the solution of the following linear program:

K
g :=argmin > ((1—38)e/ + dei) (S1a)
q =1
subjectto e/ —ei =R"—q,i=1,..,K (S1b)
ef,er>0,i=1,..,K. (Stc)

The intuition for (S1) is as follows. The variables e/ and e; to-
gether with the constraints (S1b) and (S1c) represent deviations of
R from the variable g from above and below. The objective func-
tion (S1a) penalizes points above g with weight 1— 6 and points
below g with weight 8. Minimizing this weighted sum of deviations
forces the solution to “push” just enough nonconformity scores R
above and below g to enforce that Quantiles—s (R, ..., R¥) <q".

From Lemma 1 and (2), we recall next that oo has to appear
in the empirical quantile Quantiles-s(R",..., R%, ). However,
in practice, we cannot encode oo in the linear program (S1).
Nonetheless, note that it holds that

Quantile (R, ...,R®, «) = Quantile(R"", ..., R¥)
-5 (A+1/K)(1-8)

algorithms in our survey article, for example, conformal
prediction guarantees and compositional verification and
control (recall Figure 1).

Unlike the coverage guarantees in (1) that we pursue
here, risk metrics have appeared as an alternative to cap-
ture distinct properties of a random variable, for example,
the tail behavior of a random variable that encodes the loss
of a system. The use of risk metrics in robotics was advo-
cated for in [41], and their use in verification and control
was surveyed in [42] and [43].

CONFORMAL PREDICTION IN A NUTSHELL

Let R?,...,R® be K +1 independent and identically dis-
tributed random variables that follow a distribution R, that
is, those that are such that R?, ..., R® ~ R. We note that the
theory of conformal prediction also holds, and in fact was
originally invented, for exchangeable random variables
R©,..,R®! For simplicity, and as not needed in this
survey article, we avoid explicitly stating the underlying
probability space of R, ..., R,

Vanilla Conformal Prediction

Based on a simple quantile argument, we can compute a
probabilistic prediction region as in (1); for example, we can
compute an upper bound C for RO from calibration data

'The random variables R, ..., R®), are exchangeable if the joint distribution
of RO, ..., R¥ is equivalent to the joint distribution of R, ..., R®® for any
permutation 0 on {0, ..., K}. Itis easy to see that independent and identically
distributed random variables are exchangeable, but not vice versa.
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if (1+1/K)(1—-6)<(0,1) so that we can simply replace 1-46
by (1+1/K)(1-95) in (S1).% If we do exactly this, we obtain
Quantile1-s(R™,...,R®, x) < q". Indeed, one can show that
equality, that is, Quantile+-s(R",..., R, o) =q’, holds if (1— )
K ¢ N; see [45] for a proof.

This linear program naturally lends itself to an optimization
approach when we would like to optimize the empirical quantile
(and thus the upper bound C) over a parameter, for example,
when we would like to minimize Quantiles—s(RY", ..., R, )
over a design parameter a that the nonconformity scores
R, ...,RY) depend on. A practical example would be when
we aim to minimize the size of prediction regions; see the
section “Control Synthesis for LEASs With Conformal
Prediction.”
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RW, ..., R® that holds with high confidence. We proceed as
follows: for a given failure probability & € (0,1), we obtain
the upper bound C:R* — R as

C(RY, ..., R¥):= Quantile;_s(RY, ..., R¥, &) )

which is the (1 — §)th quantile [formally defined in (S2)] over
the empirical distribution of the values R",..., R® and oo,
where oo is added as a correction to obtain finite sample
guarantees. While the definition of the (1—6)th quantile
Quantile; s(RY, ..., R®, «) in (S2) appears difficult to parse
at first, it turns out that we can efficiently compute
Quantile-s(RY, ..., R®, ). Therefore, define R**V:=o0
and assume, without loss of generality, that R, ..., R® are
sorted in nondecreasing order, that is, by reordering. We
now obtain C=R®¥ with p:=[(K+1)(1-5)], where [-] is
the ceiling function; that is, C is the pth smallest nonconfor-
mity score. Effectively, the quantile computation in (2)
amounts to computing the pth-order statistic of R, ..., R®
and is thus related to order statistics [44]. This computation
can be formed efficiently using standard sorting algorithms,
which usually have O(KlogK) time complexity. For our
purposes, the strength of this result lies in the freedom of
choosing a suitable nonconformity score—we will encoun-
ter various examples in this survey. In “Empirical Quantiles
as Linear Programs,” we further illustrate that the empirical
quantile can be approximated by a linear program. This will
be useful later in the case where the nonconformity scores
are parameterized by a free parameter over which we want
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Proof: Conformal Prediction
We define the (1— 8)th quantile of a random variable Z as

ng_r;tile(Z) =inf{zeR|Prob(Z <2z)>=1-6}.

We then define the (1— 8)th quantile of R, R™, ... R® via
the random variable Zo~ X880/ (K +1), where Sgo is the
Dirac distribution centered at R?”. With a slight abuse of nota-
tion, let hence the (1— 8)th quantile of R, R™, ..., R be

Qu;argtile(R“”, R, ..., RWy .= Qu1ar;tile(zo) )
Similarly, let the (1—8)th quantile of R™,...,R%) « be

Qu1a_r;tile(R‘”, .0y R®) o) = Quir}tile(zm) (S2)

With Z ~ (21880 +8.) /(K +1).

FACT 1
Following these definitions, note the following. If

R®> Quantile(R®, R",...,A%) =q

then we can change R to arbitrary values without
changing Quantile;_s(R®,R™,...,R¥) as long as
R©>gq; that is, for M>q we have that Quantilei_s(R,
R™M. ..., R®)=Quantilei_s(M,R",...,R¥). This implies that

to optimize. Let us summarize our results so far before pro-
viding more explanations and insights.

Lemma 1 (Marginal Coverage [19], [20])
Let R?,...,R® be K+ 1 independent and identically dis-
tributed random variables. Then, it holds that the probabi-
listic prediction region in (1) is valid by the choice of C in (2).
For the interested reader, we provide a proof of this
result in “Proof: Conformal Prediction.” This proof is
inspired and mainly taken from [46]. We remark that it can
further be shown that the probabilistic prediction region is
tight; that is, we have the following;:

1

0) 1) (K) _
Prob(R” < C(RY,..., R¥)) 1=+

under mild assumptions on R®, R, ..., R%, that is, that
the joint distribution of R, R, ..., R® is continuous [47].

How many calibration data are needed? We may now ask
how many data are needed to be able to compute a non-
trivial upper bound C with (1) and 2). If [ (K + 1) (1 - 8) | > K,
we note that C attains the value of a trivial and uninforma-
tive upper bound C =.? To obtain a nontrivial upper

*Note that computing Quantile; s(R?, ..., R¥), «) is equivalent to selecting the
p:=[(K+1)(1 - 8)]th smallest value among R", ..., R**Y, where R**? = cc.
Correspondingly, if p > K, then the pth smallest value among R?,..., R&*Y
is RE+D = o0,

R©> Quantilei-s(R?,R™,...,R¥) is equivalent to R® >
Quantile1-s(R", ..., R%, ). Consequently, it holds that

RO< Qu:alrgtile(R‘”, ..,R% ) s RO< ngr}tile(R(O),R(”, ...,R%).

FACT 2

Let z take one of the values of R®,R™M, .. R®, and let the
pth-order statistic correspond to this value.? Then, it holds
that Prob(Zo <z)=p./(K+1). By definition, we know that
Quantile1-5(Zo) is equivalent to the minimum value z from
R© RM  R¥ such that Prob(Zo<z)>1—4. This implies
that p, is such that p./(K +1)>1—§, and since we also desire
the minimum p;, that p. =[(K + 1) (1— 8)|. Hence, we know that
R© < Quantiles-s(R®, R, ..., R¥) is equivalent to R® being
among the [(K + 1) (1— &) |th smallest values of R, R™, ... R,

PUTTING IT ALLTOGETHER

From Facts 1 and 2, it follows that R <Quantile1-s(R", ...,
R%), ) is equivalent to R® being among the [(K +1)(1—8)]th
smallest values of R®,R", .. ,R®. As R® RM .. R® areinde-
pendentand identically distributed, the latter (and thus the former)
holds with a probability of atleast [(K +1) (1= 8)]/(K +1)>1-4.

2f there are ties, let p; be the largest possible value; for example, let pz := 3
forz:=5and R":=1,R®:=R® :=5 R®:=7.

bound, we hence require that [(K+1)(1—-6)|<K. From
here, it is easy to see that

1-6
>+ Y
K= 1)
provides such a lower bound on the number of data
required to obtain a nontrivial upper bound C.

Marginal Coverage Guarantees

We note that the guarantees in (1) are “marginal” over the
randomness in the test and calibration datapoints
RO, RW,...,R® as opposed to being conditional on the
calibration datapoints R", ..., R®. In other words, Prob(-)
captures randomness in the draw over all random vari-
ables R”,RY,...,R®. Formally, the probability measure
Prob(:) in (1) is a K+ 1 product measure of the probability
measure associated with R; see [48]*

*We are using the standard terminology here from the conformal predic-
tion community, not to be confused with a marginal distribution of a set of
random variables.

*We choose a simplified notation here to not overcomplicate the matter and
make the survey accessible to a larger readership. Specifically, we use the
notation Prob() in a liberal way throughout the article, where Prob(-) can
capture randomness over either the test data R ~ R or both test and cali-
bration data R”, RY, ..., R®¥ ~ R. The only exception to this rule is when we
discuss calibration conditional guarantees, where we use Prob(:) to cap-
ture randomness over calibration data R"”,..., R® ~R.
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How can we now empirically validate marginal guaran-
tees of the form (1) to show that the theoretical guarantees of
conformal prediction indeed align with experimental obser-
vations? We do so by performing the following experiment
N times: we sample one test datapoint R© and K calibration
datapoints R",...,R® from R. For each experiment, we
check if R” <C(RY, ..., RY) is satisfied. We then compute
the empirical coverage, which is the ratio between the
number of times R© <C(RY, ..., R®) is satisfied and N. As
N — oo, we expect (and will observe) that the empirical cov-
erage converges to 1— 8. Formally, for RY, R\, ..., R{ ~ R
with n e {1, ..., N}, we compute the empirical coverage as

1(R<°> <C,)

EC:= 2 )

with C,:=CRY,...,R¥) denoting the nth experiment and
where 1(RY <C,) is the indicator function that evaluates
to 1if RY <C, and 0 otherwise.’

Let us think of a practical example to get some intuition
of how we can interpret the marginal guarantees in (1).
Assume that we have designed a control algorithm for a
robot and that R®, R, ..., R® denote the performance of
the robot over K +1 independent runs under the designed
controller. In this sense, (1) gives us guarantees for the con-
trol algorithm that hold on average over the K+1 runs
rather than for an individual run of the robot.® This is a
common characteristic of statistical techniques with finite
sample guarantees, and similar (yet slightly different)
interpretations can be found in other statistical (learning)
techniques that provide calibration conditional coverage
guarantees, which we discuss next.

Calibration Conditional Coverage Guarantees
In the aforementioned robot example, we would ideally like to
obtain conditional guarantees of the form Prob(R 0 <
CRY,...,R®)|RY, ..., RY) that tell us more about an indi-
vidual run of the robot” It is known that such conditional
guarantees cannot be obtained in this setting without addi-
tional assumptions. However, it is known that this conditional
probability is a random variable that follows a beta distribu-
tion centered around 1 — § if the distribution of R is continu-
ous, with decreasing variance as K increases. See [49] and [21,
Section 3.2] for details or [50] for newer results and a sum-
mary. Formally, if the distribution of R is continuous, then
Prob(R” <C(R™

R(K)) | R(l)r ceey R(K)) ~ Beta(ﬂlr ﬁz) (4)

*To compute the empirical coverage (3) in practice [similar to the condi-
tional empmcal coverage (5)], we have to observe the realizations of
RO RM, . ~R. foreach nefl,..., N}.

Spec1f1cally, we can obtain an equwalent interpretation as Prob(R©” <
CRY,...,RON=E@A R <CRY,..., RVy)).

"The nonconformlty scores R(O) R“) ., R® are generally treated as
random variables that we would like to reason about. With the statement
Prob (R <C(R ®,...,R®Y|RY, ..., R
tions of RV, ..., ®

X)) we condition over observed realiza-
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where Beta (1, B2) is a beta distribution with parameters
B1=K+1—|(K+1)8]and B>:=|(K +1)5]. This result tells
us that, by increasing the size of the calibration data K, we
can reduce the variance in our conditional coverage.

How can we empirically validate conditional guaran-
tees of the form (4)? We do so by performing the following
experiment N times: we sample ] test datapoints R(lo), e R}O)
and K calibration datapoints R, ..., R® from R. For each
experiment, we compute the ratio between the number of
times RY, ..., R\ satisfying R;O) <C(RY,...,R®) and ]. We
then plot the histogram of these ratios of the N experi-
ments, which will resemble Beta (1, 82) as N, | — oo. For-
mally, for RY,R{,...,R{P~R with ne{l,..., N} and
j€ll,..., ]}, compute the conditional empirical coverage as

]l(Rn] — ’1)

CEC, = Z ; ®)

j=1

and plot the histogram of CEC, over the N experiments.
For a more detailed discussion of the effects of increasing/
decreasing the parameters K, N, and ], we refer the reader to
[21, Appendix C].

This was a lot already! In “Robot Navigation Under
Sensor Uncertainty,” we illustrate everything that we have
learned so far in a simple academic example. For the con-
trols engineer, this example provides a first connection
between conformal prediction and dynamical systems.

How to Select Nonconformity Scores

In the previous example, we selected a particular noncon-
formity score to quantify sensor uncertainty. Indeed, the
choice of the nonconformity score is essential in obtaining
accurate uncertainty estimates. While this choice gives us
engineers great flexibility, it also raises the question of how
to select it optimally to solve a given problem. Unfortu-
nately, there is no general rule on how to do so. What we
present in this survey are choices of nonconformity scores
that have worked well and have appeared in the literature.
We will provide literature pointers whenever needed.

Full and Split Conformal Prediction

There are two prominent variants of conformal prediction
that differ in the way in which the nonconformity score is set
up. In this survey, we will only use split conformal predic-
tion. Nonetheless, we next briefly explain full conformal pre-
diction and illustrate its computational challenges in practice.
Therefore, assume that we are given a dataset of input-output
pairs u®, y(i)) ~9D for ie{0,...,L+ K}, where L, K>0. We
assume scalar inputs and outputs for simplicity.

In split conformal prediction, we split the dataset into a
training dataset of size L and a calibration dataset of size K.
Specifically, we 1) train/construct a predictor x:R — R using
only the training data u®, y(i)), where ie{K+1,..., K+ L},
and 2) define a nonconformity score R? that measures the
prediction error between the predictor x and the calibration
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data (u?, y(i)), where i€{l,...,K}. For instance, a naive
choice could be

RO =1y~ ()|,

From the dataset splitting, it is easy to see that the
nonconformity scores R® computed over i € {0, ..., K} are
independent and identically distributed so that we obtain
Prob(R” <C(RY,...,R®)>1-6 by Lemma 1. This guar-
antee can be rewritten in the form

Prob(y" e Y ) =1-5
where the prediction set Y (u®) C R is defined as
YO ={yeR|ly - u@?)|<CRY,..., RO)).

In other words, the set Y/ (u”) contains the test output
y© with a probability no less than 1— 8. Additionally, note
that the set Y (u”) is easy to compute in closed form.

Full conformal prediction, on the other hand, is compu-
tationally more expensive but does not require dataset split-
ting. For now, fix the pair (1, y) € R* and train/construct a
predictor pw,y : R — R using the augmented dataset consist-
ing of the pair (1, y) and the full dataset @®, y”), where
iefl,...,K+L}.? Similar to what we did before, define the
nonconformity scores

o ., )
Ry =1y~ s O,
Let us now assume that u=u and y =y. Then, note
that RE&m,y«») computed over i €{0,..., K+ L} are not inde-
pendent and identically distributed. Luckily, from the sym-

metry in REZ‘M“”)/ one can check that RE:?(D),yw)) are
exchangeable so that we can still invoke Lemma 1; that is,

Prob (R Eg)«n/y(% <C (RE}I)(m,y(n)), ey Rg()“),y“”))) >1-6.
This guarantee can again be rewritten in the form
Prob(y" e Y ) =1-5
where the prediction set Y/ (u”) C R is now defined as
. 1 (K)
Y ={y e Rlly - uuon@®| < (R, ..., R& )}
Importantly, the set M/ (1”) is no longer easy to compute
as it requires us to train/construct a new predictor uu©,)
for each potential output y € R. This is why, in this survey,

we focus on split conformal prediction. The interested
reader can learn more about this in [51].

5We here assume that the training of .y is deterministic and a symmetric
function of the training dataset; that is, swapping datapoints within the
training dataset does not change zw,).

Different Variants of Conformal Prediction

Various extensions of the vanilla conformal prediction
framework were presented over the last two decades. While
it is not within the scope of this article to review all of these
extensions, we next present a selection of results that we
believe are of great interest to the reader.

Calibration Conditional Conformal Prediction

As we noted before, calibration conditional guarantees of
the form Prob(R® <C([RY,...,R®)|RY, ..., R¥) cannot be
obtained. However, the authors of [49] present a conformal
prediction variant that provides calibration conditional
coverage guarantees of the form

Probx(Prob(R® <CRY,...,R¥)=1-8)=1-5 (6

where 8€(0,1) is a user-defined failure probability over
the calibration data. We intuitively interpret the statement
in (6) as “with a probability no less than 1 — g over the draw
of calibration datapoints R",...,R®, it holds that R?” <
C(RY, ..., R™) with a probability no less than 1— & over the
draw of a test datapoint RO Consequently, the outer prob-
ability measure Probk(') is defined over the randomness in
RY, ..., R®, while the inner probability measure Prob (") is
defined over the randomness in R?. If € (0, 1) is chosen
to be very small, then one can approximately obtain calibra-
tion conditional guarantees. We next summarize how to
compute the prediction region C: R* - R in (6) with calibra-
tion conditional conformal prediction.

Lemma 2 (Calibration Conditional Coverage [49])

Let R?,...,R® be K +1 independent and identically dis-
tributed random variables. Then, it holds that the probabi-
listic prediction region in (6) is valid by the choice of

C= Quantﬂel_s;f\/ln(le/ﬂ) RY, ..., R o).

To summarize this result: if we are interested in calibra-
tion conditional guarantees of the form (6), then we can
simply use a slightly modified version of the vanilla con-
formal prediction algorithm. In fact, instead of computing
the empirical quantile at a confidence level of 1—5, we
compute the empirical quantile at a corrected confidence
level of 1-6+4/(In(1/B))/2K. We remark that Lemma 2
was derived in [49] using Hoeffding’s inequality, a popular
concentration inequality. As such, there is a close connec-
tion to concentration inequalities (see the section “Other
Uncertainty Quantification Techniques” and also see “Cal-
ibration Conditional Conformal Prediction and Hoeffd-
ing’s Inequality” for more details). Nonetheless, this result
shows that calibration conditional guarantees can be
derived by computing an empirical quantile.

There are two other variants of calibration conformal
prediction that do not use Hoeffding’s inequality and
improve upon Lemma 2. One variant is stated next.
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Rohot Navigation Under Sensor Uncertainty
COnsider a robot described by discrete-time double-

integrator dynamics xe+1=f(x;,u), where Xx::=(ps, V1)
denotes the 2D position p: and velocity v:. There are
two unknown locations r:=(nx,ny) for /€{1,2} that fol-
low uniform distributions r ~U([1.5,2.5]%[0.5,1]) and
r»~U(2.5,3.5]x[4,4.5]). To estimate their location, we as-
sume to have noisy sensors s;= (S, Siy) ~ £L(,0.025), where
L denotes the Laplace distribution. The distributions of
and s are unknown, but for calibration purposes we as-
sume to have access to K calibration samples from the sen-
sors (s{,sY) along with ground truth locations (r{, r5)) for
ie{1,...,K}.

less than 1-6:=0.95; that is, for precision €:=0.6 we
want that
Prob (max (1 ps — il |p1s — r5l) <€) > 1= 6. (S3)

Furthermore, the robot should arrive at location (5,5) with
precision 0.2 at time T :=20; that is, | pr —(5,5)"| < 0.2.

SENSOR CALIBRATION
We define the nonconformity score

(i) — @ _ 0
R™:= max(lsi” —ri’l)-

Following Lemma 1, we know that Prob(maxic .z (s —

TASK r?]) <C)=1-6, and consequently we also know that
At test time, the robot should reach the locations r{” and
rY at times 5 and 15, respectively, with a probability no Prob(|s” - r?|<C,vie{1,2)=1-6§
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FIGURE S2 Empirical validation for the example here in “Robot Navigation Under Sensor Uncertainty.” (a) Histogram of the con-
ditional empirical coverage CEC, over all N experiments. (b) Histogram of the nonconformity score R"” over K := 1,000 calibration
datapoints (for one of the N experiments). (c) Histogram of the conditional empirical coverage of (S3) over all N experiments.

Lemma 3 (Calibration Conditional Coverage [49])

Let R?,...,R® be K +1 independent and identically dis-
tributed random variables. Then, it holds that the probabi-
listic prediction region in (6) is valid by the choice of

C= Quantilel_“\/ w78 |, 2/ (RY, ..., RY, o).
K K

This variant, compared to the first, is beneficial for small &.
The last variant requires optimizing over an incomplete
beta function to obtain the corrected confidence level that
achieves (6). We refer the interested reader to [49] and [51].

Throughout this survey article, we will use conformal
prediction with marginal coverage guarantees, as per
Lemma 1. However, we emphasize that all proposed algo-
rithms can be modified to provide calibration conditional
coverage guarantees; for example, as per Lemma 2.
Although the marginal and calibration conditional
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guarantees in (1) and (6) are semantically different, [49]
shows that one can convert (1) into (6), and vice versa.

Extensions of Conformal Prediction

Our exposition was naturally biased by the goals that we
pursue with this survey, and we only scratched the surface of
the results from almost two decades of active research. For
the interested reader, we summarize some of these results
that we find important and potentially useful within formal
verification and control in additional sidebars. In “Hetero-
skedasticity and Conformal Prediction,” we present differ-
ent ways in which one can deal with heteroskedasticity in the
underlying data distribution.’ For instance, in the example in
“Robot Navigation Under Sensor Uncertainty,” one could

“Heteroskedasticity happens when the variability of a variable depends on
another independent variable.
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for sensor reading sfo) and unknown ground truth location r,‘O’.

To perform an empirical validation of the previous state-
ment, we conduct N:=500 experiments for calibration set
sizes of K €{100,500,1,000}. The obtained empirical cover-
age EC in (3) was 0.96, 0.958, and 0.948, respectively. We also
computed the conditional empirical coverage CEC, in (5) with
J :=500. We plot the histogram of CEC, in Figure S2(a), along
with the histogram of the nonconformity scores of the calibra-
tion data from one experiment in Figure S2(b).

CONTROL SYNTHESIS
We solve the optimization problem

T—1
min > 0.4u?+0.6||pr—(5,5)"|

t=0
subjectto  Xxe+1=f(xt,ur), vVie{1,...,T =1},
—1<u<1,vte{o,..., T -1},
max(| ps = s || pr1s —s8[) <e-c,
lpr—(5,5)"|<0.2.

Note that a feasible solution ensures that (S3) is satisfied.
To see why, note that by the triangle inequality we have that

(0)

los=r21<llps— 0+ 59~ 2]

<e~C+max(|s® = 9], - 0.

The same upper bound can be derived for the expres-
sion |pis—rY|. Since we know that Prob(max(|s'” —r!,
182 — r?)) < C)=1- 8, we can conclude that (S3) is satisfied.
Importantly, we want to remind the reader that the obtained
guarantees are marginal; that is, in this case, the probability
measure Prob(-) is defined over the randomness of test and
calibration data {(r{", r?), s{', s¥)}/.

For validation of the open-loop control policy, we com-
pute the conditional empirical coverage of the constraint
max(|ps — "], [ p1s —rs)]) < € [in the same way CEC, is
defined in (5)], and we plot the histogram in Figure S2(c).
Finally, we show three robot trajectories under the controller
in Figure S3.

Final Area

(a)

(b) (©)

FIGURE S3 Three robot trajectories for this example in “Robot Navigation Under Sensor Uncertainty.”

imagine that the variability of the sensor measurements
depends on the location of the regions of interest; that is, the
farther away a region is from the robot, the larger the mea-
surement error will be.

In “Conformal Prediction Under Distribution Shift,” we
further discuss how to deal with the case where the data-
points R, R, ..., R® are not independent and identically
distributed (and not exchangeable). There may be various
reasons why our data may not be independent and identi-
cally distributed in practice; for example, consider the sim-
2real gap of a system where the design conditions are
different from the test/deployment conditions.

Other Uncertainty Quantification Techniques

There is a plethora of statistical techniques used for formal
verification and control. In this section, our aim is to provide
some context and show how conformal prediction relates to

these techniques. However, exploring connections between
these techniques and providing guidelines for when to use
which technique are still active research areas; see, for exam-
ple, [54]. To begin with, we can divide these techniques into
two broad categories: techniques for 1) uncertainty quantifi-
cation, for example, to quantify the approximation error of a
neural network, and 2) solving optimization problems under
uncertainty, for example, in solving chance-constrained
optimization problems (CCOPs).

Techniques for Uncertainty Quantification

Pursuing the same goal as in conformal prediction, concen-
tration inequalities provide bounds for random variables
that hold with high probability [55], [56]. Well-known
bounds are obtained by Markov’s and Chebyshev’s inequal-
ities. However, these require knowledge of the random
variable’s first- and second-order moments, respectively.
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Heteroskedasticity and Conformal Prediction
COnsider a setting in which inputs u are drawn from some dis-

tribution D., for example, u~ D.. Consider also outputs y
that are drawn from some conditional distribution 9Dy, that is,
a distribution that depends on input u. We can write more com-
pactly (y,u) ~ D :=Dyu X Dy. As a consequence, the variance
of the output y may vary greatly as a function of u, a phenomenon
referred to as heteroskedasticity. To capture such effects, we
desire prediction regions C. that depend on the sampled input
u; that is, we desire Prob(y € Cu|u)=1— 8, where Prob(-|u) is
a conditional probability. However, such guarantees are known
to be impossible to obtain without further assumptions, such as
a finite input space [S14]. The good news is that there are ef-
ficient algorithms that provide marginal probability guarantees
while capturing the effects of heteroskedasticity. Conformalized
quantile regression (CQR) is one such algorithm, originally pre-
sented in [S15]. CQR builds on the success of quantile regres-
sors [S16], [S17], here estimators §+-s of the 1— & quantile of the
random variable y. CQR follows a two-step procedure: 1) finding
estimates §s/2(u) and §1-s5/2(u) for the corresponding quantiles
of y, and 2) computing the nonconformity score

RO = max (G2 (u”) ~ y, " = Gr-s/2(u")

over a calibration dataset (y®,u®)~ O for ie{1,...,K}. Then,
for a test point (y@,u®) ~ O Lemma 1 guarantees

Prob(y© €[gs2(u”) — C, Gr-s2(®) +C)=1-8  (S4)

Particularly popular are concentration inequalities for
sums of independent and identically distributed random
variables that do not require knowledge of first- and sec-
ond-order moments. The motivation here is that the sum of
random variables approximates the mean of the random
variable if properly normalized, that is, for T ,S9/K,
where S, ..., 5% are independent and identically distrib-
uted bounded random variables. The Chernoff-Hoeffding
inequality provides bounds for sums of Bernoulli random
variables, whereas Hoeffding’s inequality does so for sums
of bounded random variables. We briefly discuss Hoeffd-
ing’s inequality and show how it relates to the first variant
of calibration conditional conformal prediction from
Lemma 2 in “Calibration Conditional Conformal Predic-
tion and Hoeffding’s Inequality.”

Closely related is also the Dvoretzky—Kiefer-Wolfowitz
(DKW) inequality, which can provide a bound on the cumula-
tive distribution function of a random variable in terms of an
empirically estimated cumulative distribution function (see
“Calibration Conditional Conformal Prediction and DKW
Inequality”). We note that these concentration inequalities
provide calibration conditional guarantees, while split and
full conformal prediction provide marginal guarantees.

Finally, the Clopper—Pearson bound (discussed in more
detail later) can be used to construct confidence bounds for
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where C:=Quantilei—s(R",...,R®, ). Note specifically that
the prediction region in (S4) depends on the input.

One other method is locally adaptive conformal predic-
tion, in which we first train a predictor x that predicts an
output y from an input u. We then define the nonconformity
score R :=|y" — "] /o u?), where o (u®) >0 measures
the variability in |y — x(u®)], for example, a neural network
that was trained to estimate |y® — x(u®)]. Lemma 1 directly
gives us

Prob(|y® — uu®) | <Co?)=1-5 (S5)
where again C = Quantilei-s(R",...,R%), ). If o (u") is a good
approximator of the prediction error, we expect that the term
Co (u") in (S5) will capture the effects of heteroskedasticity.
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a sequence of Bernoulli random variables. However, we are
primarily interested in real-valued random variables that
capture quantitative information, such as robustness.

Techniques for Solving Optimization Problems
Under Uncertainty
Scenario optimization was initially proposed to approxi-
mately solve semi-infinite optimization problems, such as
those arising in robust control [26], [27], [57]. Effectively, sce-
nario optimization solves CCOPs by 1) collecting a finite
number of samples from the uncertain parameters of the
CCQOP, 2) solving an approximate deterministic problem
using these samples, and 3) providing statistical guarantees
for constraint satisfaction of the original CCOP in the form
of calibration conditional coverage guarantees. Scenario
optimization mainly applies to CCOPs with convex cost and
constraint functions, but has recently been extended to the
nonconvex setting [58]. Very recently, the authors of [54] and
[59] revealed close connections between scenario optimiza-
tion and conformal prediction. Specifically, they show how
to set up a scenario optimization problem that recovers
marginal conformal prediction guarantees.

Another technique for solving CCOPs is distributionally
robust optimization [60], [61]. Here, the main idea is to
1) define an ambiguity set (that is, a set of distributions)
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Conformal Prediction Under Distribution Shift
The conformal prediction guarantees in Lemma 1 rely on

the assumption that the random variables R, ..., R® are
independent and identically distributed (or exchangeable). In
practice, this assumption may not always hold, which is one of
the major challenges. For instance, in autonomy applications,
calibration data may only be available in the form of simulation
data. While this data may come from high-fidelity photoreal-
istic simulators in many applications, such as in autonomous
driving and robotics, reality will always be different from these
simulators. Another example is that the system may encounter
different scenarios when deployed, for example, traffic scenar-
ios or weather conditions.

One way to address this challenge is by using robust con-
formal prediction [52]. There, one assumes that R, ...,R®
are again independent, but not identically distributed in the
sense that R® ~Ro while R™,...,R® ~ R, where Ro is a
test distribution. Under the assumption that the calibration
and test distributions R and Ro are “close,” the calibration
data can still be used to bound R“. Specifically, assume that
Dt(Ro, R) <€, where D:() is any f-divergence and €=0. It
then holds that

Prob(RO<C)>1-6

where the constant C is now instead computed as

C= Qumtile(ﬂ“ﬁ ..., R (S6)
where the tightened confidence level § is defined as
§=1-g '(1-8n) (S7)

and obtained by solving the set of convex optimization problems

Sni=1-g((1+X)g ' (1- )
9(B) ::inf{z e [O,1]|,Bf(%)+(1— B)f(t—g)Se}
g7'(v):=sup{Be[0,1]lg(B) <}

The reader is referred to [52] for more information. Robust
conformal prediction provides valid guarantees without being too
conservative when the distribution shift is small. However, large
distribution shifts can result in conservative prediction regions
C, potentially even with C = o, for example, when 1—§ =1. The
authors of [S18] presented a form of robust conformal prediction
that uses the Lévy—Prokhorov metric instead of an f-divergence,
including the co-Wasserstein and the total variation distance as a
special case. Recent work in [S19] also considers distribution shifts
measured in the 1-Wasserstein distance. Finally, we mention work
on adversarially robust conformal prediction [S20], [S21], [S22].

If we instead focus on the input—output setting in “Het-
eroskedasticity and Conformal Prediction” but with covariate

distribution shifts, then we can obtain nonconservative guar-
antees via weighted conformal prediction [46], [S23]. There-
fore, consider that (y®,u®) for ie{1,...,K} are drawn from
some calibration distribution D = D,, X Dy, while (y©, u©) is
drawn from some test distribution Do = Dyu X D,. Note that
the conditional distribution 9, remains the same, while only
the covariate distribution can shift as D, # D.. The idea is that
one can use a weighted version of conformal prediction when
the covariate likelihood ratios w (u) :=dp (u)/dp (u) are known,
where p(u) and p(u) are the probability density functions
arising from D, and D., respectively. By defining the weight
function 7" :=w@®/Ewu?)+ww?), we compute
the weighted quantile for the nonconformity score R(u®, y) as

Cwi= Quirgtile(n(u“))R(u(", y ), LW )R WX, y*)

from which it follows that Prob (R(u‘, y©) <Cw)>1-6. A gen-
eralization of weighted conformal prediction appeared in [S24],
enabling conformal prediction for sequential feedback-loop co-
variate shifts as common in autonomous systems.

An important form of a distribution shift can be observed
for time series in which the distribution of the nonconformity
score RY changes at each time t&{1,2,...}, for example,
where RY ~ D, for some arbitrary distribution 9. In such
cases, we can use a version of adaptive conformal predic-
tion for which we present a basic discussion next; see [S25],
[S26], [S27], [S28], [S29], and [53] for details. The idea here is
to obtain a prediction region C*" adaptively at time t so that
X{Z¢Prob(R*" <C™") /T converges asymptotically to 1—&
as T — oo. In fact, this region is now computed as

C**":= Quantile(R",...,R)
1=38t+1

where the variable d:+1 is not necessarily equal to § and in-
stead adapted online. One such choice (following [S26]) can be

0 ifR"<C"

Str1=0t+7y(6—e) with e:= {1 otherwise

where y >0 is a learning rate. Note that adaptive conformal
prediction is the least restrictive, since no assumptions were
made on the distributions 9;. As such, we can capture large
distribution shifts and rapidly changing distributions. However,
this comes at the cost of weaker asymptotic guarantees. Finally,
we note that we later obtain prediction regions for time series by
instead assuming to have access to trajectory calibration data.
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that contains the underlying distribution of the CCOP with
confidence no less than 1— B, and 2) solve a robust version
of the CCOP using this ambiguity set. The ambiguity set is
usually selected so that solving the robust CCOP is easier
than solving the original problem. For instance, one popu-
lar way is to draw samples from the uncertain parameters
of the CCOP and construct Wasserstein distance sets
around them [62]. Similar to scenario optimization, calibra-
tion conditional coverage guarantees can be obtained for
the constraint satisfaction of the underlying CCOP. To the
best of our knowledge, there are currently no known con-
nections between distributionally robust optimization and
scenario optimization or conformal prediction. However,
the work in [63] presents initial results for using conformal
prediction to obtain ambiguity sets that can be used within
the distributionally robust optimization framework.

Recent approaches explored the use of conformal pre-
diction for solving CCOPs [45], [64], [65]. The idea here is to
1) replace the chance constraint of the CCOP by a determin-
istic constraint that involves the empirical quantile over
samples from the uncertain parameters of the CCOP, 2)
rewrite this deterministic constraint in a more tractable
way (for example, via complementarity or mixed-integer
linear constraints), and 3) solve this reformulated problem
and conformalize the solution using a second set of sam-
ples from the uncertain parameters of the CCOP. There are
notable differences to scenario optimization and distribu-
tionally robust optimization as this approach 1) involves a
second set of samples and 2) cannot a priori guarantee con-
straint satisfaction of the underlying CCOP to a desired
confidence level. Nonetheless, such approaches can pro-
vide a posteriori guarantees on the constraint satisfaction
in the convex as well as in the nonconvex setting. Further-
more, empirical evidence suggests that this approach is
more sample efficient than scenario optimization, where
the bounds on constraint violation scale with the dimen-
sion of the decision variable [64]. More detailed compari-
sons should be conducted in future work.
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Finally, we mention probably approximately correct
(PAC)-Bayes theory, which is a technique for solving super-
vised learning problems, such as classification or regres-
sion problems [66], [67], [68], [69]. PAC-Bayes theory
considers randomized predictors via distributions over
parameters from a family of parameterized predictors.
PAC-Bayes theory then derives calibration conditional cov-
erage guarantees on the error of the predictor, for example,
by using Hoeffding’s inequality. Importantly, starting from
a given prior distribution of parameters, PAC-Bayes theory
provides error bounds that can be optimized over. The
authors of [70] present PAC-Bayes generalization bounds
for conformal predictors that provide efficient prediction
regions. In the remainder of this survey, we illustrate the
benefits of using conformal prediction as a simple, general,
and efficient technique for uncertainty quantification
applicable to formal verification and control.

LEC VERIFICATION WITH CONFORMAL PREDICTION
In this section, we show how to use conformal prediction
for verifying the correctness of LECs, such as for comput-
ing the input-output properties of neural networks. The
presented techniques are a straightforward application of
conformal prediction, and our main goal is to ease the
reader into the topic and to illustrate conformal predic-
tion’s simplicity and efficiency. The main technical sec-
tions, presented hereafter, will then present techniques for
control design as well as offline and online verification of
LEASs. To set the stage, we use u:R"™ — R™ to denote an
LEC, for example, a feedforward neural network. Note that
this is the most general description of an LEC possible.

Challenges in LEC Verification

The verification of input-output properties of LECs has
been well studied in the computer science community over
the past decade. The goal is to verify (or disprove) that the
output of an already-trained LEC satisfies an output prop-
erty ¢ouw for all inputs that satisfy an input property ¢in.
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Calibration Conditional Conformal Prediction and Hoeffding’s Inequality

Let SM,...,8% be independent and identically distrib-
uted random variables that have bounded support. For
simplicity, we here assume that 0<S®" .. S® <1, For
X:=S"+ ...+ 8™, Hoeffding’s inequality tells us that

2
Probk (X —E(X) < t)21—exp<%>

where E(X) is the expected value of the random variable X.
Note here that the probability measure Probk() is again
taken over the randomness of S,...,S%). To explore con-
nections with conformal prediction, let us again consider
a test datapoint S and assume that S©,S™ . S® are
independent and identically distributed. Note also that
EX)=2(E(S?)=KE(SY). If we now set 3:=exp(—2t?/K),
we then obtain

ProbK<X—K]E(S‘°))S4/%>21—ﬁ.

If the random variable S” is chosen to be the indicator
function of an event related to the nonconformity score R,
we can draw a connection with calibration conditional con-
formal prediction in Lemma 2 and (6). Particularly, for the

choice of S”:=1(R”<C’), where C’ is some user-defined
constant, we obtain E(S) = Prob(R® < C’)? so that

ProbK(Prob(R“’) <C)= % —/ '”g’éﬁ) ) >1- 4.

This choice of S that leads to the guarantee in (S8)
now reveals a connection with (6). This is not surprising
since, as we mentioned before, Lemma 2 was derived us-
ing Hoeffding’s inequality. To compare (S8) with (6), fix 3
and C’ in (S8) and set 1-6:=X/K —/(In(1/8))/2K so that
§:=1-X/K + y(In(1/B)) /2K . By plugging this & into (6), we
C = Quantilexx (R, ..., R®, x). For (S8) and (6) to give similar
guarantees, we expect that C’ ~ C. We recall that C = R”,
where p:=[(K+1)X/K] and R**":=cc. For simplicity, as-
sume that R, ..., R® are not the same. Then, close inspec-
tion reveals that R?~" < C'<C=R".,

Finally, we remark that this comparison concerns the first vari-
ant of calibration conditional conformal prediction in Lemma 2. A
comparison with the variant in Lemma 3 is not immediate.

(S8)

“Note that the expected value of an indicator function of an event is equiva-
lent to the probability of that event.

Calibration Conditional Conformal Prediction and DKW Inequality

Let R® RM . R¥ again be independent and identically
distributed random variables. The DKW inequality [S30],
[S31] guarantees that

ProbK(supFn(r) —F(r)< t) > 1 —exp(—2Kt?)

reR

if exp(—2Kt?) <0.5. Here, F(r):=Prob(R® <) is the cumula-
tive distribution function of R, while £,(r):= 2K 1(R? < r)/K

is the corresponding empirical cumulative distribution function.
Setting B:=exp(—2Kt?) and fixing r :=C’, we hence get

PI’ObK(PrOb(R(O) <C)=FR(C)—y/ 'ngé'g) )z 1-B.

Formally, we want to verify that ux(u)F ¢ou holds for all
inputs u € R™ that satisfy u F ¢, where F is the satisfac-
tion operator; that is, u = ¢ means “the input u satisfies the
property ¢i.”"” Equivalently, we can write

VueR™ uk ¢in = u()E dou. (7)

“One may be interested in more general properties ¢ that are defined over
inputs and outputs of x simultaneously; for example, one may be inter-
ested in verifying Vu € R"™, (u, u(u)) F ¢. However, the if-then form in (7) is
expressive enough in practice and is commonly used within the community.

Noting that F,(C’) = X/K, we can make similar arguments
as in “Calibration Conditional Conformal Prediction and
Hoeffding’s Inequality” to establish a connection between
calibration conditional conformal prediction and the DKW
inequality.
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As a concrete example, consider an input set Cin € R™
and an output set Cou ©R™ for which we want to verify
that #(Cin) € Cour With #(Cin) '={y € R"|Ju € Cin, u(u)=y}.
This specific example points to an important problem
regarding the reachability of u.

Computational Bottlenecks in Model-Based Approaches

To address this goal, model-based approaches (often also
referred to as optimization-based approaches) were proposed
that use a mathematical description of the LEC, usually with a
focus on feedforward neural networks; see [71] and [72] for an
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overview. However, these model-based verification tech-
niques are challenging to solve as the underlying verification
problem is NP-hard. A sound verification algorithm provides
a positive answer only if (7) is true, while a complete verifica-
tion algorithm provides a positive answer if and only if (7) is
true. Popular complete verification algorithms are based on
mixed-integer linear programming [73], [74], [75], [76] or satis-
fiable modulo theory solvers [77], [78], [79]. Computationally
more efficient sound, but noncomplete, verification algo-
rithms were also proposed, for example, using semidefinite
programming [80], [81], bound propagation [82], [83], and
abstract interpretation techniques [84], [85], [86]. While com-
plete verification algorithms are subject to scalability chal-
lenges in practice, noncomplete methods are usually
conservative because of the use of overapproximations and
hence restrictive. We have already mentioned that these chal-
lenges of model-based approaches will only amplify when
attempting to verify LEASs, which use complex LECs.

Efficient Statistical Verification of LECs

In what follows, we apply conformal prediction to navigate
the tradeoff between scalability and conservatism while
additionally being able to deal with uncertainty, for exam-
ple, noise affecting the input of an LEC. We will obtain prac-
tical algorithms that can compute input-output properties
in real time and with high confidence. In doing so, we give
up on the soundness of our verification algorithms and
instead obtain probabilistically sound verification algo-
rithms. A probabilistically sound verification algorithm for
(7) provides a positive answer only if (7) is true with a prob-
ability not less than 1— 5. We are thus interested in

U~ Dy, = Prob (u(u)E pouwr) =1—38 )]

where Dy, is a distribution with support over the input set
Cin ={ueR"|ukF ¢n}. Indeed, the data in verification
problems are not always deterministic—for example, in
image classification or state estimation, where stochasticity
has to be taken into account. Verification problems are thus
not always expressed in the form of (7) and one instead for-
mulates them in the form of (8).

Remark 1

So far, our exposition has focused solely on computing
input-output properties of an LEC x. However, LECs are
usually evaluated on input-output data, for example, to
predict states from measurements in state estimation or to
predict labels from images in image classification. We note
that (8) can easily be modified to capture requirements in
such settings. That is, let

(u,y) ~ D= Prob((u(u), yE)=1-6

where inputs and outputs (1, y) ~ D are drawn from some
distribution 9, which usually arises from an underlying
data-generating distribution, and the output property ¢,
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which is now defined over the output y and the output of the
LEC u(u). For instance, an output property ¢ =|u@) -yl <e
expresses that the prediction error |z (u) — y| is not larger
than € > 0.

In verification problems that are not deterministic, for
example, when the underlying data are stochastic as in
Remark 1, the distribution Dy, arises naturally as part of
the problem formulation. However, as mentioned before,
we can also obtain probabilistically sound verification
algorithms for (7) by instead solving (8) for a carefully con-
structed distribution Dy, for example, by uniform sam-
pling over Cin. When dealing with verification problems of
the form (8), we hence advise the reader to carefully inves-
tigate when Dy,, arises naturally from the problem formu-
lation and when Dy, is constructed. We will encounter
both cases, sometimes mixed, in this survey. While the
verification problems in (7) and (8) are stated for LECs, we
will later extend them to apply to LEASs.

Finally, we emphasize two distinct advantages of such
statistical approaches over model-based verification tech-
niques. First, model-based verification techniques face var-
ious challenges in the presence of uncertainty (inducing
more conservatism and/or computational complexity),
while statistical techniques elegantly reason about stochas-
tic uncertainty. Second, model-based techniques are model
dependent and often tailored to specific types of neural
networks, while statistical techniques apply to any contem-
porary black-box LEC. We argue that this is an important
property when using algorithms from a fast-paced field,
such as machine learning.

Probabilistically Sound LEC Verification

We now illustrate how to obtain probabilistically sound
verification algorithms for input-output properties of LECs
using conformal prediction. The key idea will be to define
nonconformity scores that are in accordance with the
input-output properties at hand. Throughout this section,
we make the following assumption.

Assumption 1

We have independently sampled a calibration dataset of K
inputs from the distribution Dy, that is, we have access to
samples u? ~ Dy, forie{l,..., K}.

We proceed by presenting solutions to problems of
reachability and general verification of LECs. Specifically,
in the former case, the set Cout :={y € R™|y F ¢out} is explic-
itly given (for example, a polytope in R™), while in the
latter case, only knowledge of ¢ou is available.

Reachability of LECs

Assume that we are given an input set Cin CR"™ and an
output set Cour € R™. Then, we can directly define the non-
conformity score

RO :=dist(uu?), Cou) ©)
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FIGURE 2 Empirical validation for Example 1. (a) Histogram of the conditional empirical coverage CEC, over all N experiments. (b) His-
togram of the bound C, over all N experiments. (c) lllustration of 1,000 test datapoints.

where we recall that u® ~ Dy, for i€{0,1,...,K}, and
where dist(u(u?), Cou) measures the distance between the
output 4w and the output set Cou.'' As before, the dis-
tribution Dy, is assumed to have support over Cin, and
Dy, can either arise as part of the problem formulation or
by sampling the input set Cin. By applying Lemma 1, we
directly obtain the following result.

Corollary 1

Given an output set Cour ©R™ the distribution Dy, with
support over an input set Cin CR™, and a test input
u® ~ Dy, we have that

Prob (dist (u(u®), Cowt) <C)=1-6

where C:=Quantile;-s(R"”,...,R®, ) with R? being
defined in (9).

By the definition of the signed distance function, we
obtain a positive verification answer if C <0.'? In this case,
the absolute value of C indicates how robustly the reach-
ability specification is satisfied. Note that this is a sufficient
condition, which means that our algorithm is inconclusive
if C=0. In this case, we can instead define the nonconfor-
mity score R”:=—dist(u(u"), Cou) with which we can
compute C such that Prob(—dist(u?), Couw) < C)=1-38.
We now obtain a negative verification answer if —C > 0.

We note that the distance dist(u(u"), Cou) may not be
easy to compute if the set Cow has a nontrivial geometric
structure. If the output set is instead parameterized as
Cout = {y € R"|how(y) < 0} for some function how: R™ — R,
we can select the nonconformity score R? = hou(u(u"))
and proceed in the same way as done previously. Let us
illustrate Corollary 1 with a simple example.

A common choice to measure the distance between a point y and a set C
is the signed distance dist(y, C):=infycc|y —y'| if y & C and dist(y, C) =
—infy ermcly — y|| otherwise.

2Corollary 1 implies Prob(C <0= z(u"”) € Cou) =1-8.

Example 1

Consider a robot described by the initial state
u:=(pi, pt, 60, vo), where p§ and p} denote the 2D position,
6o denotes the angle, and vy denotes the translational
velocity. The unknown model of the robot follows a dis-
crete-time unicycle dynamics with constant translational
and rotational velocity and additive noise on the position
following the normal distribution N(0,0.01%) We want to
predict pio and pY, from the initial state u, where pio and
ply are the robot’s position 10 time steps ahead. We thus
train a simple feedforward neural network x to obtain pre-
dictions y = u(u) = (pfo, plr).- How can we now check if the
model u gives reasonable predictions? We first fix an input
distribution Dy, = U([0,1))*x N(0,0.1%) x TN(1,0.1%?,
where U is the uniform distribution, N is the normal distri-
bution, and 7N is the normal distribution truncated at [0, 2].
Using prior physical knowledge of the robot, we postulate
that the safe set Cout:= {p:= (p*, p¥) € R* | hou(p) < 0} with
hout(p) == (p* — 13.5)* + (p¥ — 0.5)> — 3 contains pio and pl,
for example, (po, py) € Cour. We set the failure probability to
8:=0.05 and use the nonconformity score R" := hou (2 (1))
as discussed before, where u?~D,,. Following Corol-
lary 1, we know that Prob (houw(u?)) <C)=1-5. We
conduct N =500 experiments for calibration set sizes of
K € {100, 500, 1,000}. Again, we first verify statistical valid-
ity empirically and compute the empirical coverage EC
according to (3), as 0.962, 0.964, and 0.96, respectively. We also
plot the conditional empirical coverage CEC, according to (5)
with ] := 500 in Figure 2(a). To check the quality of the learned
model u, we compute 21-1C. /N, which is the average of the
bound C, over all N experiments, where we recall from (3)
and (5) that C,:= C(RY,...,R¥). For K e {100, 500, 1,000},
we obtain the values —0.51, —0.75, and —0.81, respectively.
We can thus conclude that the model ux reasonably cap-
tures the reachable set of the unicycle dynamics, which was
postulated as Cou, at the confidence level of 1 — 6. In Figure
2(b), we also plot the histogram of C,, over all N experiments.
Finally, we illustrate 1,000 test datapoints in Figure 2(c).
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General Verification of LECs

We can verify other input-output properties as long as
we can encode them as real-valued functions, that is,
any performance function that is defined over the
output of the LEC. In the remainder, we focus on the case
where @out is expressed in predicate logic over outputs of
the LEC u by its generality. For a survey on formal
specifications for the verification of LECs, we refer the
reader to [89]. To give a motivating example, consider
the specification

Pout = ((u1(u) 2 0) = (u2(u) < 0))
A((2(u) 2 0) = (u1(u) < 0))

which expresses mutual exclusivity of the two outputs u1
and > of u. As we do not want to distract the reader from
the main developments of this survey, we refer the reader
to “LEC Specifications in Predicate Logic” for more details
on how predicate logic specifications over ux can formally
be defined. Given a predicate logic specification ¢ou over
4, this sidebar also instructs how one can construct a

LEC Specifications in Predicate Logic
We begin by defining the syntax of predicate logic over u
as

¢::=True|h| ¢’ | A"

where h:R™ — R is a constraint function to impose constraints
of the form h(u(u)) =0, ~¢" denotes the negation of a predi-
cate logic specification ¢’, and ¢’ A ¢” denotes the conjunc-
tion of the predicate logic specifications ¢” and ¢”. This syntax
defines a set of rules according to which predicate logic speci-
fications can be constructed. The notation ::= means that the
left-hand side in (S9), where ¢ is a free variable, is assigned to
be one of the expressions from the right-hand side (separated
by vertical bars). In other words, the expressions True and h
are predicate logic specifications that we can denote by ¢’ or
¢”. We then recursively construct new predicate logic speci-
fications using negations and conjunctions. We can further
define disjunction, implication, and equivalence operators as

(S9)

PV i=a(2¢" Ag")
¢, = ¢” = ﬁ(ﬁ, Vv (])”
B o8 =@ = A =)

(disjunction operator)
(implication operator)
(equivalence operator).

To formally determine if a predicate logic specification as
defined in (S9) is satisfied, we define the Boolean semantics as

A= True iff holds by definition,

L) E iff h(u()) =0

() F ﬁ¢ iff p(u) ¥ ¢,

1) =@ A" iff () E ¢ and u(u) E ¢”.

Finally, we can define quantitative semantics p?:R™ — R
that will reduce checking u(u) F ¢ to instead checking the
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real-valued performance function p?: R"™—~R that
enjoys the following soundness property:

p? () > 0= u(u) F pou.

We note that larger values of p?*(u(u)) are beneficial as
they indicate robustness against perturbation in u; see [87]
and [88]. For the previous mutual exclusivity property,
one obtains

% (u (1)) = min (max (— w1 (1), — p2 (1)),
max (—ua(u), — u1(u)))

and it can easily be verified that the soundness property
holds, which we leave as an exercise for the reader.
To now verify LEC specifications in predicate logic, we
can define the nonconformity score
R(i) [

PP (u (1) (10)

from which we get the following result using Lemma 1.

positivity of p?(u(u)).2 Formally, we define the quantitative se-
mantics as

True(ﬂ (U

P (uu
(
(

(u(u))
—P“’( )
=min(p? (1)), p* (1))

):
):

P ()=
Pq"”’"(,u u))

Itis known that these semantics are sound [87], [88]; that is,
that it holds that u(u) E ¢ holds if p?(u(u)) > 0. Predicate logic
additionally allows one to include existential (3) and universal
(V) quantifiers over the input u, which we mention here but
omit from our presentation for the sake of simplicity.

To give more intuition, we consider an academic example
via the specification ¢ :=(h1V h2) A =hs. The conjunction A is
the parent operator that connects to the expressions hV hz
and —hs. Following the semantics, we know that

1) E ¢ iff u(u)E hiVhzand y(u) E —hs.

For h1Vh2 and u(u) E —hs, we also know that

1) E hyVhe iff w(u)E hior u(u) E he
K1(u) E —hs iff w(u) ¥ hs.

From this, we conclude that u(u) F ¢ if and only if
*  hy(u()) =0 or hza(u(u)) =0 and
* h(uw)<o.

2ln the main text of this survey article, we refer to p? also as a performance
function.
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Corollary 2

Given an output property ¢ou with sound performance
function p?:R"™ — R, the distribution Dy, with support
over the set Cin:={ueR" |[uF ¢} CR™ defined by an
input property ¢, and a test input u(°)~D¢m, we have

Prob(—C < p*(u(u®))) = 1-6.

where C:=Quantile; s(R"”,...,R®, ) with R? being
defined in (10).

Lemma 1 gives C such that Prob (—p?(u(u?)) <C)>1-3,
from which the preceding result is derived by simple
manipulation. We then conclude that the algorithm pro-
duces a positive verification result if C < 0.

Limitations of Statistical Techniques

Corollaries 1 and 2 are powerful and enable verification
of arbitrary LECs. However, we want to remind the
reader that the coverage guarantees obtained via confor-
mal prediction are marginal in the sense that the proba-
bility measure Prob(:) in Corollaries 1 and 2 is defined
jointly over the randomness in the test and calibration
datapoints u? ~ Dy, for i €{0,...,K}. The ideal result, by
contrast, would be that the probability measure Prob() is
only defined over the randomness in the test datapoint
u® ~ Dy- This limitation is unavoidable with statistical
techniques; for example, it is also present with calibration
conditional coverage guarantees obtained via calibration
conditional conformal prediction (see the section “Dif-
ferent Variants of Conformal Prediction”) or scenario
optimization.

More Properties

Other examples of input-output properties are checking
probabilistic prediction sets for classification tasks (see
[21]) or estimating function properties of u, such as Lip-
schitz constants (see [90]), and extreme values, among
others. To provide one last example, consider that we
want to estimate the extreme value of x4 when n,:=1;
that is, we want to estimate u*:=supuec.u(u). By defin-
ing the nonconformity score RY:= 4 (u"), we can obtain C
such that Prob(u(u”)<C)=1-6. So far, our mental
model has been to fix a failure probability é € (0,1) and
apply conformal prediction. However, this approach
would not make much sense here, as we are interested in
the largest value of 4 u?). We thus reverse our approach
and select the smallest &€ (0,1) that satisfies
[(K+1)(1-68)]< K. This choice, as discussed before,
guarantees that R + 0 while finding C that is equal to
the largest value of 4 u®). Our intention with this para-
graph was to illustrate that conformal prediction can be a
versatile tool. To estimate extreme values, we note that

BCorollary 2 implies Prob(C < 0 = xu)F $ou) =1-36.

there exist specialized techniques, such as extreme value
theory; for example, see [91].

State Estimation

Before concluding this section, we refer the reader to
“Conformalizing the Kalman Filter,” which shows how
state estimators, such as the Kalman filter, can be veri-
fied. We note that the algorithm proposed in the sidebar
indeed applies to arbitrary state estimators. Our goal
with this example is to show that conformal prediction
can complement well-established algorithms within con-
trol and estimation theory, such as the Kalman filter,
which may not provide guarantees if certain assump-
tions break.

CONTROL SYNTHESIS FOR LEASS WITH
CONFORMAL PREDICTION

On an abstract level, LEASs are dynamical control systems
that use learning-enabled controllers, either learned in an
end-to-end fashion or as a composition of object detection,
state estimation, trajectory prediction, decision making,
and low-level feedback control layers. We can model LEASs
as discrete-time stochastic dynamical systems

(11a)
(11b)

Zt+1 =f(Zt, U, Ut)

Y= p(Zr, wWi)

where we follow the convention that z; € R™, u; € R™, and
y+ € R"™ describe the system’s state, control input, and mea-
surement at time t, while v; € R"™ and w: € R™ describe
generic disturbances and sensor noise, respectively. We
assume that v; and w: follow distributions 9, and D.,
respectively. Assume also that we sampled the initial
condition zo from a distribution .. The functions
fR"XR"xR"™-R" and p:R"xR"™ -~ R"™ model the
dynamics and the sensors of the system, respectively. We
note that the model in (11) is restricted to discrete-time
models but is otherwise fairly general.
The control input u; is assumed to be a function of past
measurements {y/s}:=o, for example,
ur =z ({ysk-o) 12)
which can reduce to a state feedback controller 7 (z:) in the
simplest case. We recall that the system in (11) is learning
enabled when 7z contains LECs, for example, a reinforce-
ment learning controller or a combination of a model pre-
dictive controller with learning-enabled state predictors as
we mostly consider in this section.

Objective

Our next goal is to design a learning-enabled controller z
that satisfies a given property with high confidence. This is
in contrast to later sections on online and offline verifica-
tion of LEASs with conformal prediction, where 7z can be
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Conformalizing the Kalman Filter
Let Zi11=f(z:,v) be a dynamical system, where z e R™
and v: € R™ are the state and the disturbance at time ¢t
respectively. Let y: = p(z:,w:) € R” be measurements, where
w: € R™ is sensor noise. The functions f: R™ x R™ x R™ — R™
and p:R™xR™ -~ R™ model system dynamics and sen-
sors. We assume that the input u:=(zo, v:, w:) of the dynami-
cal system follows a distribution © from which a trajectory
Z = (20, z1,...) is generated. For calibration purposes, we as-
sume that we have available K inputs u? sampled from O
along with the corresponding trajectories z. We note that
knowledge of calibration trajectories z? is a strong assump-
tion at this point, which we will comment on further in the sec-
tion “State Estimation and Perception.”

State estimators use past and present measurements
{ys}s—o to compute an estimate Zz: of the state z: at time t.
Popular techniques are based on Kalman or particle filtering
(see [18] for an overview). However, recursive state estimators,
such as the Kalman filter, are only valid under restrictive as-
sumptions on the system, while the particle filter is computa-
tionally prohibitive in practice. Specifically, the Kalman filter is
an optimal state estimator that minimizes the expected mean-

an arbitrary controller of the form (12) that may not be
guaranteed to satisfy the required property, hence motivat-
ing us to verify (11) under 7.

Autonomous systems often operate in dynamic and
uncertain environments. The state z: of the system in (11)
hence consists of physical states x: € R™ and environment
states e;€R™, for example, describing uncontrollable
agents, such as pedestrians or objects of interest. To make
this distinction explicit, let us write the LEAS in (11) as

fx(x ty ut)

[Xt+l] _
Cr+1 - fe(et/ Ut)
Y= (xt, Ct)

where we note that we, at least for now, decoupled the x and
e subsystems. This assumption will help us to illustrate the
main ideas while being able to provide strong guarantees.
In the section “Safe Control in Dynamic Environments,”
we will explain how this assumption can be relaxed. Fur-
ther note that only the x system is controllable by the input
ui, while only the e subsystem is affected by the distur-
bance v:. We assume to know the function f,: R x R"™ — R™,
that is, the system dynamics, while the function
fe:R™*x R"™ - R™ that describes the environment is not
known. In fact, we do not need to assume Markovian
dynamics for the e subsystem and can instead assume that
the sequence (e, ..., er) follows an unknown discrete-time
random process, for example, (e, ..., er) ~ D.. Therefore, we
consider the system
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square estimation error if 1) the functions fand p are linear, and
2) the random variables v: and w; are Gaussian. In practice,
these assumptions rarely hold, motivating us to conformalize
the Kalman filter. Consider, therefore, the nonconformity score

= ma([ 202020 20])

which we evaluate over the calibration dataset, for example,
over ground truth information z? for i e {1,...,K}. Having de-
fined this nonconformity score, it is easy to see that

Prob(| 2 -z”| < c,vte {1,...,T})=1-6

by the choice of C:=Quantilei-s(R",...,R%, ). We specifi-
cally note that the use of the max operator in the definition of
the nonconformity score enables us to get simultaneous cover-
age of | 2 — 2% | for all times t € {1, ..., T} with high probability.
However, using the maximum in this way may let time(s) where
the estimation error is large dominate. We will later discuss in
the section “Statistical Abstractions of Dynamic Environments”
how to address this subtlety and present a normalized version
of this nonconformity score.

Xt+1 =f\’(xt/ Mt) (133)
(Eo,..., ET)NDQ (13)
Y= (Xt, Et) (13C)

and assume to have access to trajectories of finite length T
from D., where T > 0 is some finite task horizon.

Assumption 2

We have independently sampled a calibration dataset of K
trajectories from the environment in (13b); that is, we have
access to samples e := (e,..., ef) ~ D for i e {1,..., K}.

Finally, note that we here assumed an ideal sensor with
Yt = (x4, e1); that is, we have access to x: and e; at time ¢.
Later, in the section “State Estimation and Perception,” we
will relax this assumption and consider dealing with per-
ception and estimation uncertainty.

We are interested in designing safe controllers, for
example, controllers that achieve the satisfaction of con-
straints formulated in terms of x and e. For most of this sec-
tion, we are interested in solving the following problem.

Problem 1

Given the system in (13), a safety constraint c¢: R™ X R™ - R
over states x; and e;, and a task horizon T > 0, design con-
trol inputs uo,..., ur-1 such that x; satisfies c for all times
with a probability no less than 1 — &, for example, such that

Prob(c(xy,e:) =0, Ve {l,..., T} =1-6.
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The safety constraint ¢ is enforced pointwise in time. In
the section “Temporal Logic-Constrained Control,” we will
consider a more general setting where we enforce trajec-
tory-wise constraints, for example, temporal logic specifi-
cations ¢ defined over the trajectories x and e. We also note
that the task horizon T'is finite. While this assumption does
exclude us from expressing asymptotic properties, such as
stability and forward invariance, it still allows for express-
ing a broad range of properties in practice. Similar assump-
tions can commonly be found in the learning-based control
and formal verification literature.

In what follows, we consider a compositional approach
to design 7. Indeed, conformal prediction is particularly
suited for compositional reasoning and control design, as
will become evident in this section. The high-level idea
here is to construct efficient statistical abstractions of LECs,
for example, those used for state estimation and prediction,
which can then be used for control design; recall Figure 1.

Statistical Abstractions of Dynamic Environments
To safely control the system in (13), we need to reliably
quantify the future behavior of the environment.

Environment Prediction

At each time t, we need to predict future states (e:+1,...,er)
from past and present observations (e, ...,e:). We denote the
predictions of e. for future times 7 >t by é;;. One can
think of the predictor at time t as a function g : RV — RT~0n
such that

ey ..., ery) = uleq, ..., e1).

Popular prediction models are recurrent neural net-
works [92], long short-term memory networks [5], [93], [94],
transformers [95], or more traditional autoregressive mov-
ing-average models [96]. These models may achieve vary-
ing accuracy on different prediction tasks, which we will
account for by quantifying the uncertainty of these predic-
tions via statistical abstractions. Finally, we remark that
prediction models have to be trained on datasets that are
independent of the calibration dataset from Assumption 2.

The idea for computing statistical abstractions of the
environment is to use trajectory predictors and conformal
prediction in combination. We hence start by computing
predictions of the trajectory predictor over the calibration
dataset. Specifically, we compute the predictions

(éil}rl\tr ceer égi)\t) = Il‘t(e(()i)/ ceer eﬁi))
for all times f = 0 from the calibration data i € {1, ..., K}.
Uncertainty Representation via Statistical Abstractions
So far, we have been using the terminology of a statistical

abstraction rather abstractly. Formally, a statistical abstrac-
tion of the environment is a set E € R™ such that

Prob((ey,...,er) € E)=1-6.

Ideally, one would like to compute a statistical abstrac-
tion E that is minimal according to some quantifiable
metric. However, such minimal sets E can generally be dif-
ficult to compute and may be nonconvex. Here we are moti-
vated from a practical point of view and having in mind
that we want to use these sets downstream.

Once we have obtained such a statistical abstraction, we
will be able to use it for control design. For this purpose, we
are interested in two slightly different statistical abstrac-
tions that enable the design of an open-loop and a closed-
loop controller that solve Problem 1 with different
information available. For open-loop control, we only have
information available at time ¢t = 0, and we will compute a
statistical abstraction of the form

Prob(|e:—éo|| < Ce, VT €11,..., T = 1-6 (14)
where Cqo indicates the 7-step-ahead prediction error for
predictions é.0 made at time t = 0. For closed-loop control,
we use the information available atall times t € {0, ..., T — 1}
to make one-step-ahead predictions 7 =t + 1. Specifically,
we will compute statistical abstractions of the form

Prob (|| er+1— 11| < Cranp, VEE{0,..., T—1})=1-6 (15)

where Ci.1 indicates the one-step-ahead prediction error
for predictions é;+1; made at time f.

We note that there are different ways in which we can
compute abstractions of the form (14) and (15). We will now
present two such approaches: one naive approach that is
intuitive but potentially conservative, as presented in a
similar form in [97], [98], and another nonconservative
approach, as originally presented in [99].

Naive Approach

In this approach, we naively compute a probabilistic pre-
diction region for each error |lec — é-|| (or [|er+1— ér+14||) and
combine these into guarantees of the form (14) [or (15)]
using Boole’s inequality."* We define

@)

R =]~ (16)
as the nonconformity score, and then compute
Cei:= Quantile;—5(RY), ..., RY),, o) (17)

where §:=35/T is a tightened failure probability that is
such that 6§ <4. By using & instead of §, we make a

“For a countable set of events Ai, A, ..., Boole’s inequality states that the
probability that at least one of the events is true is upper bounded by the
sum of the probabilities of all individual events being true, for example,
that Prob (UiZ14;) < Z{Z,Prob(A)).
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correction that will enable us to obtain guarantees of the
form (14) and (15). Let us summarize these results.

Theorem 1

Given a test trajectory e® ~ D,, the statistical abstractions
in (14) and (15) are valid by the choice of C in (17) with
§:=8/T and the nonconformity score (16).

Proof

Let us show that the abstraction in (14) is valid by the choice
of Cqi, while the proof for the abstraction in (15) fol-
lows similarly. From Lemma 1 and the definition
of the nonconformity score R(T?t, it follows immediately
that Prob(| ec—éq || <Cw0)=1-6 holds for each

T e {l,...,T} individually. We consequently know that

Prob(|lec — é-pf| > Crj0) <45. Applying Boole’s inequality

gives us
T T 5

Prob (3t > 0 subject to |ler — éxpp| > Cep) < D.85=D. T=

i=t i=t

so that we can finally conclude that

Prob(|lex — é«o|| < Ceo, VT €{1,...,T)) =1-6
by which we have shown that (14) holds. O

As a consequence of using the tightened failure probabil-
ity & instead of §, this naive approach requires more data as
now [(K+ 1) (1 —8)] < K has to hold to obtain nontrivial C,
for example, C.; that are not co. Another consequence is that
the statistical abstractions will be conservative since

. 1 K
Quantile; -5 (Ri\z, . R(T\f), 00)
> Quantile1-5<R(Tl|2, . R(Tlft), 00)-

Specifically, we will notice the conservatism when the
distribution of R,“ has a long tail. This motivates our
second approach, as presented next.

Single Nonconformity Score Approach

To avoid using the tightened failure probability § and com-
bining T conformal prediction instances via Boole’s
inequality, we define a single nonconformity score that
enables us to reason over multiple prediction errors simul-
taneously. We obtain the open-loop abstraction in (14) by
the nonconformity score

o — 8,

RE= max o | (18)
where the choice of constants oo > 0 will be crucial to
obtain tight abstractions, as we will discuss later. We then
proceed by computing

Cor = Quantile; - ,s(R oLy -

- oL, ). 19)
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Almost equivalently, we obtain the closed-loop abstrac-
tion in (15) by the nonconformity score

RY = max o He(i) —8® ||
e Ty 1| €1 t+1)t

(20)

where we again use constants a:+1; > 0 and then compute

Ccr = Quantile;—5(RY, ..., RE, ). 1)
Next, we state the main result up front, again utilizing
Lemma 1, which is followed by a discussion of the choice of

the constants a-p > 0 and a1 > 0.

Theorem 2

Given a test trajectory e® ~ D, and positive constants
a0 > 0 and a1 > 0, the statistical abstractions in (14)
and (15) are valid by the choices of

Crjo:= CoL/ atepo,
Crse:= CeL/otrr1t

where Cor and Cc follow from (19) and (21) with the non-
conformity scores in (18) and (20), respectively.

Proof

Let us show that the abstraction in (14) is valid by the
choice of Cq, while the proof for the abstraction in (15)
again follows similarly. From Lemma 1 and the defini-
tion of the nonconformity score Rg)L, it immediately fol-
lows that

)

Prob( max_ omo - eﬂo |< CT|0) >1-6
which, since o+ > 0, is equivalent to

Prob (

T|0‘<C‘r\0/a‘r|0, vrell,.. T})El—é

by which we have shown that (14) holds with Cqo:= Cov/0+p.
O
While Theorem 2 holds for arbitrary positive constants
a0 and a:+1, we obtain informative, for example, noncon-
servative, abstractions only if these constants are computed
intelligently. Let us focus on the nonconformity score R(&
in (18) that results in the abstraction (14) to get some intu-
ition. Why do we not simply select am =1 for all
t€{l,...,T}? The reason is that the prediction errors
[le? — Ai’w" have different distributions; for example, the pre-
diction error for = =T typically has the largest 1 —§ quan-
tile and would hence dominate the max operator in Rg)L. In
other words, the upper bound C.p from Theorem 2 would
be the same for each time 7 €{1,..., T}, which could be
tight for 7 = T but may be loose for = <T.
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To overcome this challenge, one simple idea is to select
ar|o such that it normalizes the prediction error, that is,
such that o ||e(fi)—é,i‘)0|| lies within the interval [0, 1]. To
achieve this (approximately) in practice, we sample an
additional dataset of M trajectories from the environment
in (13b) so that we have access to ¢?:= (¢{, ..., ef) ~ D, for
i€{K+1,..., K+M}."” We can now compute the normal-
ization constants for (18) and (20) as

O = 1 - - (22a)
| el — Y] |
e i SV VI R
. 1
Aptfp = 00 (22b)
max €i+1 7 Crynp

i€ (K+1,...,K+M)

We note that the computation of a0 and a;+1 is highly
efficient, but is not necessarily incentivizing any form of
optimality. Instead, we can cast the problem of finding the
parameters a:p and o:+1 as an optimization problem in
which we minimize the 1—6J quantile over the dataset
e:=(e,..., ey~ D, for ie{K+1,... K+M), following
the ideas of [99]. We refer the reader to “Normalization
Constants via Mixed-Integer Linear Complementarity Pro-
gramming” for details. Finally, we provide an example that
illustrates the two approaches that we presented to com-
pute statistical abstractions.

Example 2

We construct open-loop statistical abstractions as in (14)
for pedestrians modeled by a distribution e ~ D, that is
implicitly defined by the optimal reciprocal collision
avoidance (ORCA) simulator [101]. We consider the cur-
rent time t:=0 and a mission horizon of T=20 time
steps, requiring us to make predictions for times
T €{1,...,20}." First, we train a long short-term memory
network that takes social interaction between pedestrians
into account; see [7] and [102] for details. In the remainder,
we set the failure probability to §:=0.05 and compute
three different types of statistical abstractions using 1) the
“naive approach,” 2) the “single nonconformity score
approach” with normalization constants as in (22a), and 3)
the “single nonconformity score approach” with normal-
ization constants as in “Normalization Constants via
Mixed-Integer Linear Complementarity Programming.”
We refer to these three methods as UB, SNSA-CF, and
SNSA-LCP, respectively.”

>We remark that this dataset could simply be the dataset that was used to
train the predictor x. However, we emphasize that the dataset cannot be
the calibration dataset from Assumption 2, which would result in depen-
dent nonconformity scores.

“We assume that 20 time steps of observations are already available as
inputs for the predictor, but we keep t:= 0 nonetheless for notational con-
sistency. We also discretized the original signal at a rate of 8 Hz so that we
have a total of 5 s of data, with observations and predictions of 2.5 s each.
7UB stands for union bound, while SNSA stands for single nonconformity
score approach with extensions CF and LCP for closed-form and linear
complementarity programming, respectively.

Computing Normalization Constants. We first com-
pute the normalization constants for SNSA-CF and SNSA-
LCP by using M =50 trajectories sampled from .. The
average computation times over 500 experiments for
SNSA-CF and SNSA-LCP are 0.00016 and 0.08291 s, respec-
tively. While the normalization constants for SNSA-LCP
provide tighter statistical abstractions (details and plots are
provided next), they require larger computation times. We
also remark that the computation times for SNSA-LCP may
increase drastically when increasing T or M [recall the opti-
mization problem in (510)].

Statistical Validation. We conduct N :=500 experi-
ments for calibration set sizes of K =596 and test set sizes
of J:=500. We plot the conditional empirical coverage of
ez — éxp| = Cop [defined in the same way CEC, is defined
in (5)] for all three methods in Figure 3(a)."® As expected, it
can be seen that UB is overly conservative, while SNSA-CF
and SNSA-LCP provide exact coverage around 1 —§ confi-
dence. The average conditional empirical coverage of
llex = éxp|| < Cepo is 0.994, 0.946, and 0.946 for UB, SNSA-CF,
and SNSA-LCP, respectively.

Comparing All Three Methods. For one experiment, we
illustrate the pedestrian trajectory alongside the predic-
tions and the statistical abstractions in Figure 3(b). In
Figure 3(c), we also plot the average value of |e: — e for
each time 7, which can here be interpreted as the volume of
the abstraction. We see again that UB has the largest cover-
age because of the induced conservatism, while SNSA-CF
and SNSA-LCP provide valid statistical abstractions with
smaller volumes. We also note that SNSA-LCP has the
smallest volume, which comes at the cost of increased com-
putation times for the normalization constants (as dis-
cussed previously). Finally, we show 2D plots of the
statistical abstractions, along with the test trajectories at
times 7 € {3, 6,9} in Figure 4. We again see that SNSA-CF
and SNSA-LCP tightly cover a 1 — § fraction of the test data.

Shaping the Geometry of Statistical Abstractions

In both methods (naive and single nonconformity score),
we have fixed the spatial shape of the abstraction to
ez — éxp|l. In other words, for (14) [and similarly for (15)], the
abstraction will be a ball of radius Co centered around the
prediction é.o. This choice may lead to conservative
abstractions when e:—é.0 is not symmetrically distrib-
uted. One such example is when the environment consists
of multiple agents, for instance, when e;: == (e, ..., ern) for
N different agents, and some agent predictions have more
uncertainty than others. Following a similar idea as in (18)
and (20), we can define a nonconformity score that uses the
maximum prediction error |e:, — é:x|| overall n € {1,..., N}
agents [103]. We discuss this approach in more detail at the
end of the next section. Another idea was presented in

5The computation of Cup for UB follows (17), while the computation of Cxp
for SNSA-CF and SNSA-LCP follows Theorem 2.
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Normalization Constants via Mixed-Integer Linear Complementarity Programming

Let us focus on the computation of the normalization con-
stants o(0; the constants a:.1: can be computed similarly.
We cast the problem of finding a0 as the optimization problem

«Mmin_ Quantile _s(R¥Y . RK*M) o) (S10a)
subject to R? = max_do le? &% |, vie {K+1,... K+ M)
Te(, ...,

(S10b)
T
Z A7)0 = 1 (S10C)
=1
0= 0,vT €{1,..., T} (S10d)

We note that the equality constraint in (S10b) computes
the nonconformity score R” defined in (18) over the addi-
tional dataset i € {K+1,...,K+ M}, while the cost function in
(S10a) minimizes the 1—48 quantile over R¥*), . RKM o,
Finally, the inequality constraint in (S10d) enforces positive
normalization constants, while the equality constraint in (S10c)
enforces a normalization budget, avoiding that a0 =0 for all
7 e€{1,...,T}, which would be a trivial solution. In fact, this con-
straint enforces that a0 > 0 forall T € {1,...,T}; see [99, The-
orem 1]. The optimization problem in (S10) is always feasible
since any set of parameters ayo, ..., 7)o that satisfy constraints
(S10c) and (S10d) is a feasible solution of (S10).

Given the optimization problem (S10), how can we now solve
this problem in practice? Remembering “Empirical Quantiles as
Linear Programs,” we note that Quantiles—s(R**", ..., RK™™, )

[104], where quantile regressors are trained and calibrated
for each agent, motivated by the success of conformalized
quantile regression (CQR), as discussed in “Heteroskedas-
ticity and Conformal Prediction.”

More generally, and not within a multiagent context, we
can use learned kernel density estimators, for example,
estimators p(e:) of the probability density function of
e: (these estimators may even be conditioned on
eo,...,ei-1). We then obtain the statistical abstraction
{ere R™|—p(e:) = C}, where C is the empirical quantile of
the nonconformity score R”:=—p(e’); for example, see
[105], [106], [107], and [108]. Such approaches capture com-
plex spatial shapes and multimodality in the distribution
of e;. However, computing the set {e: € R™|—p(é:) < C} can
be computationally challenging. Conceptually similar to
the work in [99], which we summarized in “Normalization
Constants via Mixed-Integer Linear Complementarity Pro-
gramming,” the authors of [109] integrate the shape of the
abstraction directly into the loss function when training a
neural network. However, this may result in abstractions
with complex shapes that are not amenable for downstream
formal verification and control. Hence, one may instead be
interested in obtaining efficient shapes, for example, by
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in (S10a) can be written as a linear program following (S1),
hence making the optimization problem (S10) a bilevel opti-
mization problem. To address this issue, we rewrite the inner
optimization problem into a set of equivalent linear complemen-
tarity constraints using the Karush—Kuhn—Tucker conditions of
the inner optimization problem. Finally, we use a standard re-
formulation of the max operator into a set of equivalent mixed-
integer constraints [100], making the optimization problem
(S10) a mixed-integer linear complementarity program. The
authors of [99] also showed that the integer constraints can be
removed without losing optimality (see [99] for details). We pro-
vide a numerical evaluation of the statistical abstraction that is
obtained in this way in Example 2.

The presented approach follows a two-step procedure
requiring two independent datasets on which we solve the
optimization problem in (S10) and apply Theorem 2. Recent
work in [70] enables the use of PAC-Bayes theory to obtain
generalization bounds without splitting datasets. Theoretical
connections between the size of the prediction regions and
the generalization properties of the underlying predictor were
established in [S32].
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fitting convex shapes, such as ellipsoids or polytopes, to the
error |lec — é.|; see [65]. Other work looked at the problem
of multivariate regression; see [110]. More generally, mini-
mum volume abstractions (also referred to as prediction or
covering sets) for multimodal distributions were consid-
ered in [65], [111], and [112].

Other Techniques for Statistical Abstractions

in Dynamic Environments

Constructing statistical abstractions in dynamic environ-
ments has received a lot of attention recently. The authors of
[113] propose an alternative approach by learning and cali-
brating copulas, which are cumulative distribution functions
of e1,...,er that have a marginal representation of e; for each
te{1,...,T}. The authors of [114] showed how to construct
statistical abstractions of dynamical systems with aleatoric
and epistemic uncertainty. In [53], adaptive conformal pre-
diction techniques (recall “Conformal Prediction Under Dis-
tribution Shift”) are combined with nonconformity scores
similar to (18) and (20) to obtain abstractions of the form (14)
and (15) that adapt to “difficult-to-predict” trajectories. All of
the aforementioned approaches require calibration datasets
of multiple trajectories as per Assumption 2. This limitation
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was addressed in [115] within a single trajectory approach
under the assumption that samples of e; converge to a sta-
tionary distribution and are “approximately” independent
when sufficiently separated in time. To compute statistical
abstractions, our exposition has focused on deterministic tra-
jectory predictors x. Without much change, we can incorpo-
rate stochastic trajectory predictors, for example, generative
and probabilistic predictors, such as diffusion models,
Kalman filters, or decision transformers. The authors of [116]
and [117] present a nonconformity score that takes multiple
predictions into account by computing the minimum dis-
tance between these predictions and the ground truth value.
Such an approach can capture multimodal behavior, for
example, robots that may turn left or right.

Safe Control in Dynamic Environments

We can now design a control sequence uq, ..., ur-1 that
solves Problem 1. Motivated by the statistical abstractions
in (14) and (15), we define the uncertainty sets

BT‘[ = {ér (S R”e ||| er— é‘r‘f " < C‘L’“}'

In the remainder of this article, we follow [98] to design
a receding horizon control strategy in which we solve an
optimization problem at each time ¢ to obtain the control
input u;.

The Optimization Problem

The optimization problem will use all information available
at time t and output a sequence of control inputs s, ..., ur—1;
and states x;+1y, ..., x7). We then apply the first control input
u = uy to the system. Specifically, for a prediction horizon
of H > 0, consider the optimization problem

(u,‘,?,iur},m] (x,u) (23a)
subject to Xcr1r = fu (Xt Uzpt), telt..., T—1} (23b)
Xt = Xt (230)
Z){reliﬁr:“c (xep, 80) =0, tef{t+1,...,t+H (23d)
U € U xerr € X, teft..,T—1} (23e)

where J:R"T*DxR™T . R is a user-defined cost func-
tion that is defined on the state and input trajectories
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FIGURE 3 Experimental results for Example 2. (a) Histogram of ||e: —

&:10[|< Cuio, VT €{1,...,T} over all N experiments. (b) Conformal

prediction regions. (c) Average area of the prediction regions. CP: conformal prediction.
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X = (X0, .0, Xt, X1ty ..., X1)) @nd 1w = (Uo, ..., Ur—1, U, ..., UT-1r),
that is, over past and future states and control inputs. The
sets U CR™ and X € R™ are input and state constraints
that we can add to our problem. While the cost function as
well as the dynamics, state, and input constraints in (23a),
(23b), and (23e) are standard in finite-horizon optimal con-
trol problems, the safety constraint in (23d) is new and
arises as the dynamic environment e is uncertain. In fact, it
is a robust safety constraint that enforces that the constraint
c at time 7 is enforced for all environment states within the
abstraction B.. This, in turn, will guarantee that
Prob (c(x+y,e:) = 0) = 1 — 8. However, the robust safety con-
straint makes the optimization problem (23) a bilevel opti-
mization problem. If the constraint function c is Lipschitz
continuous in its second argument, with Lipschitz constant
L, we can instead use a computationally more efficient
reformulation as
c(xXet,lr11) = LCo, TE {t+1,...,t + H}. (24)
It is easy to verify that satisfaction of the constraint in
(24) is a sufficient condition for satisfaction of the constraint
in (23d); see, for example, [98, Theorem 2] for intuition. For
convenience, we summarize this optimization problem as

TG (25a)
subject to xo+1r = fr (Xa|t, Urlr), telt.., T—1} (25b)
i = (250)
c(xelt, €a) = LCqy, Te{t+1,...,t+H} (25d)
e € Uxes € X, velt,...,T-1}. (25¢)

Open-Loop and Closed-Loop Controllers

Having formulated the optimization problems in (23) and
(25), we obtain a simple and easy-to-understand open-loop
controller at time =0 if we set H = T.

Theorem 3

Given a test trajectory e ~ . and the statistical abstrac-
tion (14), then a solution u: = 1. of the optimization prob-
lem (23) [or (25) if c is Lipschitz continuous] at time t:=0
with H:=T is such that

Prob (c(x,e”) >0, vt (1,...,T) =1-6.

The proof of this result follows immediately and is intu-
itive by the construction of the statistical abstractions in
(14). While this result provides a solution to Problem 1, The-
orem 3 assumes that the optimization problem in (23) [or
(25)] is feasible at time t:= 0. This may not always be the
case, especially for long task horizons T, inaccurate trajec-
tory predictors u, or distributions D. with larger variance
which may lead to large values of C:p, rendering the con-
straint (23d) [or (25d)] more restrictive. Another direct con-
sequence of this is that the open-loop controller may be
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conservative. As motivated in the beginning, a better
approach is a receding horizon control strategy.

Theorem 4

Given a test trajectory e ~ D. and the statistical abstrac-
tion (15), then the solutions u::=uy of the optimization
problem (23) [or (25) if ¢ is Lipschitz continuous] at times
te{0,...,T—1} with H > 0 are such that

Prob (c(x,e’) >0, vt {l,...,T) =1-6.

Proof
By assumption, the optimization problem (23) [or (25)] is
feasible at each time t € {0, ..., T — 1} resulting in the control
input u:=uy. As the control input is recomputed and
applied iteratively, only the constraint (23d) [or (25d)] for
T =t +1, for example, one-step ahead, becomes relevant. In
fact, from constraint (23d) [or (25d)] and the statistical
abstraction (15), it then follows that Prob (c(x:+1y, €:+1) =0,
vte{0,...,T—1}) =1 - 6. This implies that Prob (c(x:+1, e:+1)
>0, vte|{0,...,T—1}) =1 -6, proving the main result. [
The result in Theorem 4 is more subtle than that in The-
orem 3 as it only requires statistical abstractions for one-
step-ahead predictions, for example, abstractions of the
form (15). The intuition of the proof is that the control input
u; is computed and applied to the system iteratively at each
time t €{0,...,T — 1}, enforcing that at the next time t+1
the constraint Prob(c(xt+1, €+1) =0)=1—6 holds. This
insight motivates greedy control strategies by selecting
small prediction horizons H, as long as the optimization
problem remains feasible (more on this next). Additionally,
this motivates versions of the optimization problem in (23)
[or (25)] that incorporate the knowledge that prediction
regions C;; for 7 > t+1 will be updated until v=1t+1,
which is the time when Cr: becomes relevant for obtaining
the guarantees in Theorem 4. In other words, instead of the
constraint in (23d), we can enforce

minc(x.,e:) =0, te{t+1,...,t+H}

20 € Bepp

By = (e € R™ || & — &0 | < Cafe-1)

without losing the guarantees in Theorem 4. Note that here
we simply used the uncertainty set B instead of B by
using Crr-1 instead of Cq. In practice, the set Crr-1 is
expected to be less conservative than C.. Similarly, instead
of the constraint in (25d), we can enforce

¢ (X, cff) = LCrfe—1, TE{t+1,...,t + H}.

Recursive Feasibility

Theorem 4 assumes that the optimization problem (23) [or
(25)] is feasible at each time t € {0,...,T — 1}. Recursive fea-
sibility ensures that a feasible optimization problem at the
initial time t:=0 implies feasibility of the optimization
problem for all future times t> 0. Standard receding
horizon control approaches with time-invariant state
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constraints enforce recursive feasibility using terminal con-
straints and costs (see, for example, [24] and [118]. How-
ever, enforcing recursive feasibility of the optimization
problem (23) [or (25)] is challenging as the constraint set
depends on the a priori unknown predictions é.;. While
deriving a full solution to this issue is an open problem,
recursive feasibility can be enforced in this setting for
shrinking horizon control schemes; see [119] for details. In
a shrinking horizon control scheme, we solve the optimi-
zation problem (23) [or (25)] at time t:= 0 with H =T, and
then continue solving (23) [or (25)] iteratively at times
t > 0 by shrinking the task and prediction horizons T and
H, respectively. In practice, recursive feasibility can also
be achieved by adding slack variables to the constraints in
(23d) [or (25d)].

We next illustrate the difference between open-loop and
closed-loop controllers with an example taken from [98],
and we refer to [98], [103], and [120] for more case studies.

Example 3
The case study in [98] considers a mobile robot, modeled
using bicycle dynamics, that has to avoid three pedestri-
ans, modeled by a distribution e ~ D, that is implicitly
defined by the ORCA simulator [101]. Statistical abstrac-
tions of the form (14) and (15) are obtained using a long
short-term memory network and the “naive approach”
from the section “Statistical Abstractions of Dynamic
Environments.” For one experiment, Figure 5 shows the
results of the open-loop controller (bottom) and the
closed-loop controller (top). The statistical abstractions
are shown in green and are safely avoided in both cases.
As the abstraction in the closed-loop case is updated iter-
atively, the robot trajectory is less conservative than that
in the open-loop case. We refer the reader to [98] for a
detailed empirical analysis of the statistical validity of
the approach.

Before moving on to the next section,
we discuss how the presented approach
can be generalized to environments that
consist of multiple agents and to the case
where there is interaction between the x
and e subsystems.

444
Al

Dealing With Multiple Agents v
The environment state e; may have L
structure that we can leverage to obtain Y
more accurate and informative predic-
tion sets and to improve efficiency in
solving the optimization problem (23).
One such case is that in which the envi-
ronment consists of N uncontrollable
dynamic agents, for example, remote-
controlled robots or humans. In this
case, the environment state is described

by the vector e::=(et,...,e1n), where e, from [98].

denotes the state of agent n. Correspondingly, let us
denote by é. the prediction of e, for example, the
state of agent n at time 7, made at time t. With minor
modification of the nonconformity scores (18) and (20),
we define the nonconformity scores

@ .

_ 0 _ A0
Ror: (r,n)ﬂl,lfl.’.l,?"))i(l,...,N) Qzjo,n " €rn — €xjon " (26)

0 . (i) 5(0)
R At+1|t,n " Civin — eH—l\t,n

L = max
(t,n)€{0,...,T-1}x{1,...,N}

| @7)

for the open-loop and the closed-loop controllers. Com-
pared to (18) and (20), we additionally take the maximum
over all individual agent prediction errors. The normaliza-
tion constants o, > 0 and at+1r,, > 0 can be found fol-
lowing the same idea as discussed before. Similarly to
Theorem 2, we then obtain the statistical abstractions

Prob (|| ez,n — exjon | < Crjo,n,
v(t,n)e{l,..., T} x{1,..,N)=1-§
Prob (| et+ 1,0 — et+1jtn | < Cretn,
v(tn)elo,..,T—-1}x{1,...,.N})=>1-6

where Cqpon:= Cor/aeon and Ciryipn = Cer/trs1n  with
CoL = Quantilel_g(Rg)L, ...,R%?,oo) and Ccr:= Quantile; s
(RY,...,RE), ) using the nonconformity scores (26) and
(27), respectively. Following this construction, we then use
the structured uncertainty sets

Bﬂ[ = {é‘[ e R™ | vn e {1, ‘..,N}, ” ér,n - ér| tn " < Cf\t,n}

within the optimization problem (23). The structure that is
now present in B, usually simplifies solving (23), as the
constraint ¢ is defined in terms of individual agent states in
practice, which allows rewriting the constraint (23d).

FIGURE 5 The top (bottom) three figures show the closed-loop (open-loop) robot tra-
jectory as black triangles at times 4, 8, and 15. The actual pedestrian trajectories are
indicated by black stars. The trajectory predictions are indicated by red, blue, and
yellow stars with the corresponding uncertainty sets shown in green. Figure taken
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Dealing With Agent Interactions

So far, we have considered the system in (13), where the
behavior of the environment ¢ does not depend on the
behavior of the control system x and hence not on the con-
trol input u. In some applications, however, there may be
interaction in the sense that the distribution 9. of the envi-
ronment e depends on the trajectory x such that e ~ D.(x).
For instance, in robot navigation, the environment state e;
may follow the dynamics e:+1 = fo(er,vs) + ge(er,x1), where
the function g.:R™ X R"™ — R™ models (social) interaction,
such as repulsive forces for collision avoidance [121], [122],
[123], [124]. In such cases, the interaction term g.(e:, x:) is
usually small when the safety constraint c imposes conser-
vative safety margins, such as a self-driving car being
forced to take conservative control actions that result in
socially acceptable trajectories that do not change the
behavior of pedestrians. In these situations, we do not
expect our control guarantees to degrade dramatically.
Indeed, we can measure the effect of, and even compensate
for, interaction-induced shifts in the distribution of D..
Consider the scenario where calibration trajectories
e, ...,e® are sampled from a nominal distribution D., as
per Assumption 2, while the test trajectory ¢ is sampled
from the distribution D, (x) that models interaction with x.
For instance, the distribution O, may describe the dynam-
ics er+1 = fe(er,v1), while the distribution D, (x) may describe
the dynamics e:+1 = fe(e,vi) + ge(er,x1). For this scenario,
the authors of [125] provide a lower bound of 1—6 — § for
the statistical coverage, where § is a function of, and mono-
tonically increases with, the Kullback-Leibler (KL) diver-
gence between O, and D.(x). An alternative approach
would be to construct robust statistical abstractions when
the f-divergence between O, and D.(x) is upper bounded
(or known) by using robust conformal prediction, see
“Conformal Prediction Under Distribution Shift.” If the
interaction-induced distribution shift is difficult to mea-
sure, adaptive conformal prediction can be used to design
interaction-aware controllers, as for example, in [126], [127],
and [128].

Temporal Logic-Constrained Control

So far, we have considered constraint functions ¢ that were
enforced pointwise in time. Such constraints can enforce
safety, for example, avoiding collisions with other agents at
all times. We may, however, be interested in enforcing more
complex trajectory-wise safety and performance constraints,
such as repeatedly tracking a specific agent or tracking agents
that enter forbidden areas. Such constraints can be expressed
as temporal logic specifications over the outputs x and e of
the LEAS. We here use signal temporal logic (STL), which
extends predicate logic, introduced in “LEC Specifications in
Predicate Logic,” by additionally reasoning over temporal
properties. We refer readers not familiar with STL to “LEAS
Specifications in STL” for more details and examples. We are
now interested in solving the following problem.
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Problem 2
Given the system in (13) and an STL specification ¢ over the
trajectories of x and e, design control inputs uo,..., ur-1
such that x satisfies ¢ with a probability no less than 1 -5,
such that
Prob((x,e) E ¢) =1-6. (28)

It was shown in [103] that Problem 2 can be solved in two
different ways by using the Boolean semantics or the quan-
titative semantics associated with the specification ¢ (see
“LEAS Specifications in STL” for details). We summarize
the Boolean semantics-based control approach next, hereby
closely following [103].

Mixed-Integer Linear Encoding
STL specifications can be encoded as constraints within a
mixed-integer linear program [129], [130]. The idea is to
introduce a binary variable zb €0, 1} and a set of con-
straints over (x, e) such that z; = 1 if and only if (x, ) F ¢.
Since the environment e is stochastic, this encoding
cannot be used here. Instead, we introduce a binary vari-
able z$ € {0,1} and a set of constraints over x and the sta-
tistical abstractions such that z§=1 implies that
Prob((x, e) F ¢)= 1— 6. This encoding provides sufficient
conditions, and we remark that necessary conditions
cannot be derived here because of the nonuniqueness of
statistical abstractions.

Recall that an STL specification ¢ is recursively built
from predicates u using Boolean and temporal operators.
We thus derive constraints encoding ¢ recursively.

Predicates

For each predicate x in ¢ and for each time 7 = 0, we intro-
duce a binary variable Z/;It €{0,1}. If T <t, then we have
observed the value of e. already, and we set Z’;“ =1 if
U(xe, e:) = 0. If T > t, then we would like to constrain 2’,’“
such that z4, = 1 implies Prob (u(x., e-) = 0) = 1 —§, while
ziy =0 implies Prob(u(x.y, e) <0)=1-8. We achieve
this objective by using the Big M method to define the con-
straints

—min u(xa, €) < M(1 - Z7) (29a)
ee Bt
m%x,u(xr\f, &) S Mz, —e (29b)
e€ Bt

where M and € are sufficiently large and small positive
constants, respectively (see [100] for details on how to select
M and €). The minimization of u(x.y €) over ée& By
accounts for all states within the statistical abstraction 8.
Note that the integration of the constraints in (29) into an
optimization problem that aims to compute oy, ..., ur—1
results in a bilevel optimization problem. The inner optimi-
zation problems minge g, 4 (X<,€) and maxee s, (X<, €) can
be reformulated using its Karush-Kuhn-Tucker conditions
when 4 is a linear function; see [103] for details.
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LEAS Specifications in STL

Temporal logics, for example, linear temporal logic [S33]
or STL [S34], are used to express complex system speci-
fications. STL is a predicate logic equipped with additional
temporal operators to reason over the temporal behavior of
system trajectories. An STL specification ¢ is constructed
from atomic constraint functions h:R™ — R that impose con-
straints of the form h(z:) = 0. We also define the Boolean pred-
icate u:R™ - {True,False} as u(z:)=True if h(z) =0 and
MU(zi) = False otherwise. We define the syntax of STL over z as

¢ =Truelul-¢'| ¢ A¢" |9 Uip” (s11)

where U, denotes the until operator with time interval / € Rxo,
while the other operators were already discussed in “LEC
Specifications in Predicate Logic.” Intuitively, the until operator
¢'Ui¢p” encodes that ¢’ has to be true from now on until ¢”
becomes true at some future time within the time interval /. We
can further define eventually and always operators as

F¢ =T U¢" (eventually)
Gi¢'=-F~¢" (always).

Intuitively, the eventually F¢" (always Gi¢") operator en-
codes that ¢’ has to be true at some time (for all future times)
within the time interval /. This intuition carries over into the
semantics. Formally, to determine if an STL specification as
defined in (S11) is satisfied, we define the Boolean semantics

@z, F True  iff
@0 F u iff
@O E-¢  iff
@) E ¢ A" iff
@t E ¢ U iff

holds by definition,

h(z)=0

ZHE¢

(z,t) F ¢ and (z,t) = ¢”

3" e (t®/)n N subject to (z,t”) £ ¢” and
vt €[t t"1nN, (z,t') E ¢

Note that (z,t) E ¢ indicates that the trajectory z satisfies ¢
at time step t. By convention, we use z = ¢ when t = 0.
To give a simple example, consider the specification

¢:=Gp~(Flx-el<er(le-All<e=Flx-e|<e)

Boolean and Temporal Operators

Boolean and temporal operators can recursively be encoded
using the constraint encoding from [129] and [130], as we
illustrate next.

For the negation ¢ = —¢’, we introduce a binary variable

Z,‘, {0, 1} such that z,‘[ =1 if and only if z,|, 0. For this,
we simply enforce the constraint
th =1- Zfir (30)

For the conjunction ¢:=¢" A¢", we introduce a binary
Varlable z,‘[ {0,1} such that 2T|, =1 if and only if
,‘, = z,‘[ = 1. We achieve this by enforcing the constraints

which expresses that the system x should repeatedly (with
period /1) track agent e, while x should immediately (within
the time interval I2) track e whenever e enters the forbidden
region A.

We again define quantitative semantics p?(z,t) that reduce
checking (z,t) E ¢ to checking the positivity of p?. Let

Pl t)=o0
pH(z,t)= h(Zr)
j"’ (z,0):=—p?(z,1)
‘“"’ (z,0)= mln(P""(Z t), 0% (z,1)
p“WQOftQ%MWMM@t)wmmM(LM)

As before, we use p?(z) when t =0 by convention.

STL specifications are defined over trajectories z with in-
finite length. In practice, however, one is often interested in
bounded STL specifications, which are STL specifications
where the time interval / in the STL syntax is bounded. In this
survey, we limit ourselves to bounded STL specifications. To
check satisfaction of a bounded STL specification ¢, for ex-
ample, to check that (z,t) E ¢, only a signal z of finite length is
required. The length of this signal, denoted by T, can recur-
sively be computed as

TTrue

T#:=0
=T
T = max(T*, T¥)
T9U9" = max{ln N} + max(T?, T%).
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28 < 2%y (31b)

For the temporal until operator, we follow a similar pro-
cedure. Specifically, note that we can rewrite the until oper-

ator ¢ = ¢'Upu¢” as

+b
o _ N
Zojp = V

T =71+a

_¢n T/ _¢r
(Z‘r'|t A /\ ZT'“).
=t
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The conjunction and disjunction operators in (32) can
then be encoded via the constraints (30) and (31) (for dis-
junctions, note that ¢' vV ¢" = (¢’ A 7¢")).

For an STL specification ¢, this encoding now ensures
that Prob((x,e) F ¢) =16 if Z&, = 1. We next summarize
this result and refer the reader to [103] for the proof.

Theorem 5

Given an STL specification ¢ over trajectories x and e and a
recursive encoding Z&t via the constraints in (29)-(32), then
Z&, =1 implies that (x, e) F ¢ holds with a probability no
less than 1 — 8. For example, it holds that

Prob((x,e) E ¢) = 1—8. 33)

Control Synthesis

We can now solve Problem 2 by computing a sequence of
control inputs uy, ..., ur-1: as the solution of the optimiza-
tion problem

(u:u,l.,r,l,iﬂ,w) J G ) (34a)
subject to  Xcs1p = fe(Xep, tzp), TE{t,...,T—1} (34b)
Xt =Xy (340)

2 =1 (34d)

encodings (29)-(32) (34e)
Hf\teqx{, XT+1|[6X, TE{t,,T_].} (34f)

Similar to Theorems 3 and 4, we can now derive open-
loop and closed-loop controllers. We summarize these
results, which follow from Theorem 5, next.

Theorem 6

Given a test trajectory e® ~ O, and the statistical abstrac-
tion (14), a solution u; = u.o of the optimization problem
(34) at time t:= 0 is such that

Prob((x,e) E ¢) =1—6.

Theorem 7

Given a test trajectory e®~ D, and the statistical abstrac-
tion (24), then the solutions u::=uy of the optimization
problem (34) at times t € {0,..., T — 1} are such that

Prob((x,e) E ¢) =1-6.

We remark that recursive feasibility for the closed-
loop controller in Theorem 7 is a more delicate yet inter-
esting problem compared to recursive feasibility in
Theorem 4. A detailed discussion is beyond the scope of
this survey article, and we hence refer the interested
reader to [103].
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Control Synthesis Using Quantitative Semantics
In our previous exposition, we solved Problem 2 using the
Boolean semantics associated with ¢. However, Problem 2
can also be solved using the quantitative semantics
p? : R™ x R™ — R. Indeed, [103] shows that one can design
controllers such that Prob (p?(x, e) > 0) = 1 —§, by which it
follows that Problem 2 is solved. Importantly, one can now
choose to maximize p?(x,e). While controllers obtained
this way are more robust, they are at the same time also
computationally more demanding,.

Finally, we invite the interested reader to find illustra-
tive simulation examples in [103].

State Estimation and Perception

Up until now, we assumed to have knowledge of the state
z¢ = (x4, er) via perfect sensor measurements y: = z;. Auton-
omous systems, however, are complex systems that operate
in uncertain environments where the states x; and e; cannot
be observed directly. These states are usually estimated from
noisy sensor measurements  y:=p(z, wi), Where
p:R" x R"™ — R™ is the sensor model and w: ~ D is sensor
noise. A common way of obtaining state estimates is via state
estimation algorithms [18]. However, as discussed in “Con-
formalizing the Kalman Filter,” state estimation algorithms
are either computationally prohibitive (for example, the par-
ticle filter) or only valid under restrictive assumptions on the
system (for example, the Kalman filter). This motivated us to
conformalize the Kalman filter when applied to systems for
which no guarantees can be obtained directly. Many of these
classic state estimation algorithms require knowledge of the
system dynamics f, for example, the f; and f. dynamics of
the x and e subsystems, and the sensor model p. However,
such knowledge is often difficult to obtain in practice; for
example, mathematical models for the motion of pedestrians
or for camera sensors are not available. This limitation has
further motivated recent work on learning-enabled percep-
tion and state estimation algorithms when using complex
camera, lidar, and radar sensors [131], [132]. Using ideas simi-
lar to those presented in “Conformalizing the Kalman
Filter,” we can conformalize even such complex perception
and state estimation algorithms.

Statistical Perceptual Abstractions

The complexity of learning-enabled perception and state esti-
mation algorithms has led to the introduction of more general
statistical abstractions, here broadly referred to as perceptual
abstractions. However, there is another reason why one
should be interested in more general abstractions than the
ones obtained in “Conformalizing the Kalman Filter.” To see
why, note that the observations y: = p(x, e:) depend on x:
and hence also on the control inputs uo, ..., ui-1." However, if

¥Conformalizing the Kalman Filter” assumed access to a trajectory cali-
bration dataset, for example, trajectories of the autonomous system driven
by the control inputs uo,...,ur.
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the control inputs uo, u;-1 depend on the statistical abstrac-
tion, which is likely to be the case and the reason why we
design an abstraction in the first place, then the nonconfor-
mity scores evaluated over the calibration dataset are not
independent as before. As a consequence, the statistical
abstraction is no longer valid. Another way of thinking about
this is that changing the sequence of control inputs leads to a
distribution shift in the distribution of the nonconformity
score. To address this challenge, various authors introduced
different notions of perceptual abstractions; for example, see
[133], [134], [135], [136], and [137].

In what follows, let the state z € R™ be unknown. For a
perception and state estimation algorithm that computes
an estimate Z(y) of zfrom a measurement y = p(z, w) where
w ~ Dy, a perceptual abstraction is a set-valued function
P:R"™x R™ - 2% such that z € P(y, 2(y)).” As can easily
be seen, constructing perceptual abstractions is challeng-
ing because of the complexity of the system, the sensors,
and the learning-enabled perception and state estimation
algorithms. This challenge motivates the definition of sta-
tistical perceptual abstractions, for which it holds that

Prob(ze P(y, z(y))) = 1-6.

Such guarantees can be obtained with conformal pre-
diction for compact domains Z € R™ in the state space
when we are able to generously sample multiple calibration
datasets from Z. Theidea is to construct a grid of Z and to
perform a conformal prediction step for each grid point.
Specifically, we construct an e-net Z of Z, where € >0 is
a gridding parameter; i.e., we construct a finite set Z so
that foreach z € Z thereexists z; € Z suchthat ||z — z| <e.
For this purpose, gridding or randomized algorithms can
be used that sample from Z [55]. We can now apply a con-
formal prediction step for each grid point z; € Z. That is,
we compute the nonconformity score

R = 2(y)) — 2l (35)
over a calibration dataset y}i) =p(zj w(i)) for ie{l,..., K},
where w? is independently sampled from 9., for exam-
ple, w”~D,. For a test datapoint yﬁ-o) =p(zj, w") with
w" ~D, we immediately know that

Prob([2(y") —z| <C)=1-6 (36)

by the choice of C;:= Quantile;5(R",...,R}", x0). We note
that (36) quantifies uncertainty of the uncertain estimate
2(%0)) as we fixed the state z; a priori.

To revert this argument and obtain a prediction region

for an unknown state z € Z from an estimate z(y), where

“The definition of a perceptual abstraction can be extended to include
sequences of measurements instead of one measurement.

Yy =p(z, w) is a noisy measurement with w ~ D., we have
to ensure that (36) holds for all states z € Z (instead of only
zj € Z). To do so, the authors of [138] use the properties of
the e-net Z along with assumptions on the continuity of
the sensor map p and the estimate z. Specifically, if p and 2
have Lipschitz constants £, and .L;, respectively, then for
any state z € Z it holds that

Prob(|2(y) — z||< sup C; + (L, L: +1)€) > 1-6.
j

Variations of statistical perceptual abstractions were
obtained in [133], [134], [135], [136], and [137] using similar
reasoning via combinations of e-nets and statistical tech-
niques, such as Hoeffding’s inequality. Statistical percep-
tual abstractions enable the design of robust control
techniques that take perceptual uncertainty into account.
While initial progress was made, as for example, in [136],
[137], [138], [139], and [140], the design of controllers with
end-to-end safety guarantees is a challenging and open
problem. Finally, we note that existing work assumes that
ground truth information of z; is available in the form of
calibration data. In practice, such an assumption is limiting
unless precise state estimates can be obtained or when real-
istic data with ground truth information can be collected,
for example, from photorealistic simulators. In these cases,
the sim2real gap can be addressed using robust uncertainty
quantification techniques, such as robust conformal predic-
tion (see “Conformal Prediction Under Distribution Shift”).

Beyond State Estimation

So far, we have focused on the design of statistical percep-
tual abstractions for state estimation and downstream con-
trol. However, perception uncertainty can be quantified
and incorporated at the task planning level. One line of
work considers large language models and conformal pre-
diction for planning in uncertain environments. The
authors of [141] use large language models to provide pref-
erences for a set of high-level actions, for example, “go to
region A and then B”, “go to region B and then A”, .... Con-
formal prediction is here used to constructs sets that con-
tain all actions that conform with the natural language
specification of the user with a given confidence. In [142],
the same authors explore a setting in which an agent
actively explores an uncertain environment to answer a
question about the state of the environment. Large vision
language models produce actions for exploration, and con-
formal prediction is used until an answer to the question
about the environment is found with a desired confidence.
Similarly to Theorem 2, the authors of [141] and [142] con-
struct multistep prediction sets. Importantly, these works
assume that the behavior of the environment is indepen-
dent from the behavior of the control system, similarly to
the system considered in (13). In this way, the focus is not
directly on computing control inputs but on high-level task
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planning. By contrast, the authors of [143] consider a control
system that depends on an environment that is drawn from
a distribution of potential environments, and a method is
proposed to modify an existing perception system using
conformal prediction so that a given controller satisfies a
desired task.

Related Work: Safe Control Techniques

There is a broad range of safe control techniques, com-
monly known under the umbrella of constrained control.
Popular techniques include model predictive control [23],
[24], [25], [144], control barrier functions [145], [146], [147],
[148], [149], and funnel control [150], [151], [152], [153], with
respective extensions to temporal logic specifications in
[154], [155], [156], and [157], and also in [129], [130], and [158].
These control techniques are model based and typically
only provide safety guarantees when the system dynamics
are simple and known. Model-based controllers are thus
hard to design for complex, possibly learning-enabled sys-
tems. This has motivated the use of data-driven and
machine learning techniques, such as reinforcement learn-
ing [159], [160], imitation learning [161], [162], or learned safe
controllers [136], [163], [164], [165], even with access to expert
demonstrations [12], [166], [167]. While these techniques
often demonstrate good performance in practice, they typi-
cally lack verifiable safety guarantees.

Toward designing verifiably safe controllers for such
complex, often uncertain systems, recent efforts have
focused on combining statistical techniques with data-
driven control design. While data-driven control tech-
niques are not new within the control field (consider system
identification [168] and adaptive control [169], [170]), the
integration with statistical techniques enables finite sample
guarantees and sample complexity analysis; see [33], [34],
and [171] for recent tutorials. As there are many recent
developments in this direction, we proceed by first review-
ing conformal prediction-based control techniques fol-
lowed by surveying other statistical control techniques.

There has been a lot of recent work and progress in
solving control problems in dynamic environments with
conformal prediction. Along the same lines of what we
presented in the sections “Statistical Abstractions of
Dynamic Environments” and “Safe Control in Dynamic
Environments,” the authors of [120] design controllers
using statistical abstractions via conformalized copulas, as
originally presented in [113]. Conceptually similar is also
the work in [172], in which an abstraction is built without
the use of a trajectory predictor x. In a different direction,
the authors of [173] and [174] consider end-to-end optimiza-
tion approaches that find statistical abstractions that are
optimal for decision making. In a different setting, confor-
mal prediction has been used to design predictive safety
filters for reinforcement learning controllers in dynamic
environments [175]. The underlying assumption in these
works is the existence of an independent and identically
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distributed dataset as per Assumption 2. In [126], [127],
[128], and [176], the authors relax this assumption and
instead use adaptive conformal prediction (see “Conformal
Prediction Under Distribution Shift”) to build statistical
abstractions. These abstractions do not come with guaran-
tees of the form (14) [or (15)], but enjoy asymptotic probabi-
listic guarantees and again enable the design of open-loop
and closed-loop controllers. In a similar direction, out-of-
distribution detection for dynamic environments and con-
trol adaptation is presented in [177]. A version of adaptive
conformal prediction, called intermittent quantile track-
ing, has also been used in the setting of interactive imita-
tion learning [178].

While everything that we presented so far was modular
by the use of statistical abstractions, the authors of [179]
present conformal decision theory and calibrate decisions
directly without constructing abstractions. The main idea
is that the controller is parameterized by a risk parame-
ter that is updated via an adaptive conformal prediction
update rule. Importantly, this update is applied to the risk
parameter, rather than to the quantile, as in adaptive con-
formal prediction. This method can guarantee that an
accumulated loss is asymptotically bounded with proba-
bility one. In yet another direction, the works in [180],
[181], and [182] propose conformal off-policy evaluation to
compute prediction intervals for the value function of a
reinforcement learning controller using calibration data
gathered under a different controller. This requires dealing
with the distribution shift between these two controllers,
which is handled via weighted conformal prediction (see
“Conformal Prediction Under Distribution Shift”). More
recently, conformal prediction was used for the control
design of (partially) known or uncertain systems, for
example, for nonlinear systems with Lyapunov and barrier
functions [183], [184], [185], [186], [187] or for linear systems
[64], [188]. We also point the reader to the work in [189], in
which robust controllers are designed based on conformal
uncertainty estimates of learned system dynamics models.
Multiagent control problems with conformal prediction
were recently considered in [182], [190], [191], and [192].
Finally, we mention the works in [191], [193], and [194],
which use conformal prediction to guarantee the safety of
language-instructed and diffusion model-based planners,
respectively.

A special instantiation of a dynamic environment is
when humans are present. In [195], human intentions are
predicted via latent intent prediction algorithms that are
subsequently conformalized for interactive planning.
The key idea here is to ask the human for help if the
uncertainty, computed with conformal prediction, is too
large. In a different setting, in [196], adaptive conformal
prediction is used to obtain confidence estimates when
mapping human inputs to high-dimensional robot actions,
for example, in the case of assistive teleoperation of robotic
manipulators.
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Before moving to the next section, we briefly summarize
other statistical techniques for safe control design. Promi-
nent techniques include the use of Gaussian process-based
system modeling for control design (for example, see [197],
[198], [199], and [200]) as well as scenario optimization for
solving robust or chance-constrained control problems (for
example, see [26], [27], [201], [202], and [203]). We also men-
tion that PAC-Bayes theory was used in [204] and [205] for
designing controllers that provably generalize to new envi-
ronments. Finally, we point the reader to control design
under risk constraints; for example, see [42], [43], [206],
[207], and [208].

OFFLINE VERIFICATION OF LEASs WITH
CONFORMAL PREDICTION
Model-based control design techniques usually provide
correctness and safety guarantees under specific assump-
tions on the system. In the section “Control Synthesis for
LEASs With Conformal Prediction,” we surveyed a hybrid
of model-based control techniques with statistical uncer-
tainty quantification techniques. Along the way, we
encountered various assumptions that may not, or only
approximately, hold in practice, for example, having exact
knowledge of the state or encountering dynamic environ-
ments whose behavior is independent of the control system.
Violation of these assumptions necessitates offline and
possibly online verification. See “Spectrum of Formal Veri-
fication and Control Techniques” for a distinction between
offline and online verification. More generally, learning-
enabled controllers may not come with any formal safety
guarantees, for example, most reinforcement or imitation
learning techniques. We thus present offline and online
verification techniques with conformal prediction in the
remainder of this survey.

Throughout the following sections, we consider LEASs
as in (11) under a controller of the form (12). For conve-
nience, we recall the system as

Zt+1 = f(Zt, ut, ‘(Jt) (37a)
Y= P(Zt, wi) 37b)
ur =1 ({ys}i=o) (870)

where we adapt the same notation as in the section “Con-
trol Synthesis for LEASs With Conformal Prediction.”
However, as opposed to that section, we now assume that
the controller 7 is fixed and given to us, for example, an
arbitrary learning-enabled controller that may not achieve
its objective and has to be verified. Importantly, we do not
need to limit ourselves to systems of the form (37) as long as
we can collect a calibration dataset that consists of system
trajectories (this will be formally stated in Assumption 3
next). Such trajectories can typically be collected from a
simulator or the real system without having explicit knowl-
edge of (37).

Challenges in LEAS Verification

The analysis of the system in (37) is challenging for two
main reasons. First, the sensor map p is hard to model (for
example, in the case of cameras), and a description of p is
usually not available. In some cases, for example, in legged
locomotion or social navigation tasks, we may even have
issues identifying a dynamics map f. More crucially though,
even if good models of f and p are available, the complexity
of the LEAS makes the verification of the LEAS in (37) dif-
ficult and computationally challenging.

In the section “Challenges in LEC Verification,” we pro-
vided a detailed discussion on challenges (specifically,
scalability and conservatism) that model-based verification
techniques face for LECs. These challenges further amplify
when attempting to verify LEASs of the form (37) that itera-
tively use complex LECs (often even using LECs more com-
plex than simple feedforward neural networks) within
their perception—action loops because of compounding
errors and increased computational complexity. Indeed,
existing model-based verification techniques for LEASs
extend complete and noncomplete LEC verification tech-
niques and perform reachability analysis of the LEASs via
semidefinite programming [80], [209], [210], Lyapunov/bar-
rier functions [211], [212], and abstractions and hybrid
system models [213], [214], [215], [216], [217], among others.
While these techniques have been successful at verifying
smaller problem instances, such as those for autonomous
race cars [216], [218], cruise controller and emergency brak-
ing systems [214], [219], autonomous robots [220], or aircraft
collision avoidance systems [221], [222], their applicability
to real-world LEASs is still limited. Compositional tech-
niques can alleviate the complexity challenges in larger
verification problems; for example, see [223]. We empha-
size, however, that model-based verification techniques are
challenged on resource-constrained platforms and in
online verification and control where efficient algorithms
are needed, suggesting the use of efficient statistical tech-
niques for probabilistically sound LEAS verification. Such
an approach does not even require knowledge of the func-
tions fand p.

Probabilistically Sound LEAS Verification

In the remainder, we verify input-output properties of
LEASs using ideas that are conceptually similar to the
ideas that we presented for verifying input-output proper-
ties of LECs in the section “LEC Verification With Confor-
mal Prediction.” Indeed, a LEAS can be thought of as
havinginputs (zo, (o124, lwi 7=d) and outputs z == (zo, ..., 27)
with task horizon T > 0. In contrast to the section “LEC
Verification With Conformal Prediction,” we now want to
reason over input and output trajectories 1 and z. By modi-
fying (8), which we stated for LECs previously, we can
instead formulate our goal for LEAS verification as

(zo, v, W) ~ D = Prob(z F ¢our) =1 -6 38)
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where @our prescribes an output property for the trajectory
z of (37). We assume that the output property ¢ou is defined
over the first T+ 1 values of z, for example, over zo, ..., zr.
In (38), the input distribution is D = D. x DI x Dy, where
D7 and DI denote the T-fold probability measure of D,
and D., respectively. Similarly to what we did previously,
we assume that 9 has support over the input set
Cin'= {(z0,0,w) € R™*7*"|(z0, v, w) k= $in], where ¢ pre-
scribes an input property for (zo, v, w). Throughout this
section, we make a similar assumption as Assumption 1 in
the section “LEC Verification With Conformal Prediction”
but now assuming that we have a set of independent trajec-
tories from the system in (37).

Assumption 3

We have independently sampled a calibration dataset of K
inputs from the distribution 9); that is, we have access to
samples (zg), {02 0,{w, VD ~D for iefl,..., K}. We use
these to obtain a calibration dataset of K trajectories
20:= (2, 20,..., 2¥) via the dynamics in (37).

Reachability of LEASs

Assume that we are given an input set Cin € R™*7"*") and
an output set Cout € R™“"*Y. By a slight abuse of notation,
we let Cout[t] € R™ denote the projection of Cou onto the
reachable set at time ¢t. From here, we can essentially
proceed similarly as in the section “Probabilistically
Sound LEC Verification” (as summarized in Corollary 1)
to verify the reachability of Cou, for example, to verify
Prob(z” € Cow) =136, by defining the nonconformity
score

RY:= min dist(z{’, Cou[t]) (39)

where dist(-) is a distance function defined in the same
way as in the section “Probabilistically Sound LEC Verifi-
cation” to measure the distance between the output z; and
the output set Cou[t] at time t. By direct application of
Lemma 1, we obtain the following result.

Corollary 3

Given an output set Cout € R™“"*7, the distribution D with
support over an input set Cin € R™770*™) and a test trajec-
tory 20 = (z<0) zl S zT) obtained via the dynamlcs in
(37) from input samples (zo o 24, {w, 2)~D, we
have that

Prob (, min, dist 0 Cou[t) <C)=1-6

where C:=Quantile;-s(RY,..., R®
defined in (39).

By the definition of the signed distance function and
taking the minimum distance to Cow over all times
te|{0,..., T}, we obtain a positive verification answer if

,o0) with R? being
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C < 0. In this case, the absolute value of C again indicates
how robustly the reachability specification is satisfied.

We also remark that the reachability analysis performed
here was of a qualitative nature by checking if the trajec-
tory z© remains within the set Cou with high confidence.
Previously, in the section “Control Synthesis for LEASs
With Conformal Prediction,” we showed how to perform a
quantitative analysis by computing a minimal set Cou that
satisfies Prob (z¥ € Cou) = 1—6.

General Verification of LEASs

We would like to verify more general input-output proper-
ties of LEASs than reachability, where we are conveniently
given the input and output sets Cin and Cout. Such proper-
ties can again be expressed as STL specifications, and we
remind the reader of “LEAS Specifications in STL” for an
introduction. Similar to the predicate logic specifications in
the section “Probabilistically Sound LEC Verification,” the
sidebar instructs how we can construct a real-valued per-
formance function® p?*:R™ — R that satisfies the follow-
ing soundness property:

p"(2) > 0= z E dout.

As before, larger values of p?*(z) are beneficial as they
indicate robustness against perturbation in z; see [87]
and [88].

From here, we can again proceed in the same way as in
the section “Probabilistically Sound LEC Verification” (as
summarized in Corollary 2) to verify an STL specification
$ou, for example, to verify Prob(—C <p?(z¥))>1-3s,
which we briefly summarize next.

Corollary 4

Given an STL specification ¢ou with sound performance
function p:R"™ — R, the distribution 9, and a test tra-
jectory 20 = (zg», z(lo),..., Z(TO)) obtained via the dynamics
in (37) from input samples (z (o= (W™ i) ~ D,
we have

Prob(—C < p?(z") = 1-35.

where  C = Quantile;—s(R®, with  RO:=
_p¢uu« (Z(i)).

Finally, to illustrate what we learned so far, we present a
case study on the verification of a cart-pole system with a
learning-enabled feedback controller in “Verifying a

Learning-Enabled Cart-Pole System.”

., R®, )

Related Work: Statistical Verification Techniques

In the section “Challenges in LEAS Verification,” we
described computational challenges that arise in the verifi-
cation of LEASs when using model-based approaches.

Z'The length of the task horizon T can easily be computed from the specifi-
cation ¢out as instructed in “LEAS Specifications in STL.”
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Probabilistic and parametric model checking techniques
(see [224], [225], [226], [227], and [228] and [229], [230], [231],
and [232], respectively), enable the verification of stochastic
LEASs but are subject to the same computational challenges.
Statistical verification techniques, on the other hand, offer
computationally tractable alternatives, for example, via con-
formal prediction, as demonstrated in the previous sections.

Verifying a Learning-Enabled Cart-Pole System

We want to verify the correctness of a learning-enabled
state-feedback controller for a cart-pole system
[S35], [S36]. The goal of the controller is to stabilize a pole
placed on top of a frictionless cart. The state of the system
is z::=(z0, z¢, 20, z) € R*, where z, z{, z{, and z{ indicate
the cart position, cart velocity, angle of the pole (with respect
to the upright position), and angular velocity of the pole, re-
spectively. We assume that zo is uniformly sampled with
Zo ~ U((—0.05,0.05)*). We train a neural network controller [9]
that outputs the force applied to the cart, here with a discrete
action space: pushing the cart to the left or to the right. This
controller can thus be viewed as a bang—bang controller. We
simulate the cart—pole system in the OpenAl Gym [S37].

We want to verify that, at all times t < T := 228, the angle of
the pole z{ deviates minimally from the upright position, and
the cart stays close to the origin. For this specification, we can
construct the following sound performance function:®

Lso—22 1)

where §9:=0.2 and 8, :=4.5 denote permissible thresholds
for angle and position displacements, respectively.

We set the failure probability to 6:=0.05 and use the
nonconformity score R":=—p?*(z%), as discussed before.

p?(z):= min

te{o,..., T)<min<59_H z{

®The corresponding STL specification is written as ¢, F Gyo, (| 2% < 8o A

Reachability

Conformal prediction was first used for reachability analy-
sis in [233], with extensions to partially observable systems
[234] and distributed systems [235]. The idea here is to con-
formalize a learned predictor that predicts whether or not
the system trajectory, starting from a given initial condi-
tion, is safe with respect to an unsafe set. While these

By this choice, we know that Prob(—C < p?*(z(?)) > 1 6.
We conduct N:=500 experiments for calibration set sizes
of K e {100, 300,500}. Again, we first verify statistical validity
empirically and compute the empirical coverage EC accord-
ing to (3) as 0.95, 0.956, and 0.952, respectively. We also
plot the conditional empirical coverage CEC, according to
(5) with J:=400 in Figure S4(a). We plot the histogram of
the nonconformity scores of the calibration data from one
experiment in Figure S4(b). To illustrate the verification re-
sults, we compute X)_:Cn/N, which is the average of the
bound C, over all N experiments, where we recall from (3)
and (5) that C,:=C(R,...,R{). For K e {100,300,500},
we obtain the values —0.11283, —0.11283, and —0.11277,
respectively. We can thus conclude that the system satis-
fies the specification with a confidence no less than 1—6.
In Figure S4(c), we also plot the histogram of C, over all
N experiments.
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We note that techniques for computing probabilistic reachable sets share
similarities with techniques for computing statistical abstractions.

techniques provide probabilistic safety guarantees, they do
not provide reachable sets that can be used for downstream
tasks, such as control synthesis, as described in the section
“Control Synthesis for LEASs With Conformal Prediction.”
The authors of [236], [237], and [238] obtain probabilistic
reachable sets by using conformal prediction and reach-
ability analysis techniques for neural network surrogate
models of the underlying unknown system. In [239], reach-
able sets are obtained via the use of Christoffel functions
[240] that are subsequently conformalized. Computing
probabilistic reachable sets can also be cast as a CCOP that
can be solved via scenario optimization [241], [242]. Here,
reachable sets are parameterized, and the optimal param-
eters are found by solving a CCOP. Conformal prediction
and scenario optimization were used in [59] to quantify the
correctness of learned solutions to Hamilton—Jacobi reach-
ability problems. Finally, we note that techniques for com-
puting probabilistic reachable sets share similarities with
techniques for computing statistical abstractions, as we
defined in the section “Statistical Abstractions of Dynamic
Environments.” The difference mainly lies in computa-
tional complexity as statistical abstractions for control
should be computed efficiently.

General Verification

Conformal prediction was used to verify more general
system properties, such as temporal logic specification. The
authors of [243] and [244] learn a surrogate model for the
performance function p?* of a temporal logic specification
¢our, Wwhich they subsequently conformalize to obtain prob-
abilistic satisfaction guarantees. The works in [235], [245],
and [246] propose online verification algorithms, which we
will discuss in more detail in the section “Online Verifica-
tion of LEASs with Conformal Prediction.”

Statistical model checking (SMC) has been used as an
umbrella term for a set of statistical verification techniques;
see, for example, [251], [252], [253], and [254] for an over-
view. However, SMC techniques in the literature are differ-
ent from the techniques that we presented here (and also
different from the techniques in [235], [243], [244], [245], and
[246]) due to 1) the goal being to verify task satisfaction
verifying that z F ¢ou, as opposed to checking quantitative
performance properties, for example, finding bounds p+
such that p?*(z) > p*, and 2) the use of statistical tech-
niques that are different from conformal prediction (details
are provided next).

SMC techniques can broadly be divided into two catego-
ries: qualitative and quantitative. For a given failure
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probability § € (0,1), qualitative techniques aim to check
whether or not Prob(z F ¢ou) =1—5 holds. Quantitative
techniques, on the other hand, aim to estimate Prob (z & ¢out)
directly. Existing techniques for qualitative SMC use hypoth-
esis testing [248], [254], [255], for example, via single sam-
pling plans [247], [248] or sequential probability ratio tests
[249], and more recently Clopper—Pearson bounds [250],
[251]. In “Conformal Prediction and Qualitative SMC Tech-
niques,” we provide a short summary of existing qualita-
tive SMC techniques and show, in comparison, how a
qualitative (and even quantitative) technique based on
conformal prediction can be designed. Quantitative SMC
techniques, on the other hand, rely on random sampling of
trajectories to directly estimate Prob(z F ¢ou). Alongside,
quantitative SMC techniques use concentration inequali-
ties, such as the Chernoff-Hoeffding inequality, to obtain
calibration  conditional = coverage guarantees for
Prob(z = ¢ou); see, for example, [254]. There are various
extensions of these techniques that we want to briefly men-
tion for the interested reader, such as the use of importance
sampling [256], [257], [258], [259], [260] and importance
splitting [261], [262], [263], [264], [265] in the case of rare
events when Prob (z F ¢ou) is small.

Finally, we mention statistical techniques that solve
other verification problems. We briefly touched upon risk
metrics before as an alternative to probabilistic cover-
age guarantees provided by conformal prediction. The
statistical verification of LEASs in terms of their risk, as
quantified using risk metrics, was presented in [266],
[267], [268], [269], and [270]. Statistical verification tech-
niques for system conformance that check the similar-
ity of two stochastic systems were proposed using the
Kolmogorov-Smirnov test and conformal prediction; see
[271] and [90], respectively.

ONLINE VERIFICATION OF LEASs WITH

CONFORMAL PREDICTION

Model-based verification techniques, such as model check-
ing, exhaustively check all possible system behaviors for
correctness. This exhaustive search is a computational bot-
tleneck in practice, usually limiting the applicability of
these techniques to low-fidelity models that may not cap-
ture the system dynamics sufficiently well. On the other
hand, the search space in online verification is much
smaller, allowing the use of high-fidelity models. In the
section Offline Verification of LEASs with Conformal Pre-
diction,” we saw that statistical verification techniques,
specifically those using conformal prediction, can alleviate
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some of these computational challenges present in model-
based verification. However, these techniques (similar to
the control techniques presented in the section “Control
Synthesis for LEASs With Conformal Prediction”) provide
probabilistic guarantees, meaning that there is still a fail-
ure probability (of at most §). More specifically, a statistical
verification technique may certify a system to be safe a
priori, for example, with a probability of 1—8:=0.999,
but we may encounter one of the § = 0.001 fraction of real-
izations that can result in unsafe system behavior when
executing the system. This again motivates online verifica-
tion as a complementary safety mechanism.

Predictive Online Verification

Online verification techniques check if all extensions of
a partial trajectory, for example, a trajectory observed
online at time ¢, satisfy a specification. As discussed in
“Spectrum of Formal Verification and Control Tech-
niques,” online verification can be conservative or
inconclusive since no predictions about the system
behavior are used. Having efficient and possibly learn-
ing-enabled prediction algorithms in hand, and know-
ing how to efficiently quantify uncertainty, here we are
instead interested in predictive online verification of

LEASs. Consider again a LEAS as in (37), which we
recall for convenience as

Zi+1 = f(z1, Ur, V1) (40a)
yr = p(zi, wi) (40Db)
ur = 7 ({ys}i=o) (40¢)

where we adapt the same notation as before. Furthermore,
we assume throughout this section that we have a calibra-
tion set of trajectories from (40) available, similarly to
Assumption 3 in the section “Offline Verification of LEASs
with Conformal Prediction.”

Assumption 4
We have independently sampled a calibration dataset of K
inputs from the distribution 9; that is, we have access to
samples (zg), (0124, {wﬁ”}f;}) ~D foriefl,..., K}. We use
these to obtain a calibration dataset of K trajectories
z® = (zg), z(li), e z?) via the dynamics in (40).
Additionally, we are given a sound performance
function p?:R™ — R that describes the performance of
the LEAS with respect to a specification ¢ that we evalu-
ate for the trajectory z of the LEAS. Such specifications

Conformal Prediction and Qualitative SMC Techniques

conformal prediction can provide a qualitative SMC tech-
nique with the nonconformity score R?:=—1(z" & ¢ow),
where z? ~ D are again K independent and identically
sampled calibration trajectories. By solving the expression
Quantilei—s(R",...,R®, )= — 1 for some & € (0,1), we know
that Prob (1(z® £ ¢ou) = 1) = 1 -8 holds, which is equivalent
to Prob(z® E ¢ou) = 1 —5. If we additionally find the smallest
8 €(0,1) that satisfies Quantilei—s(R™,...,R®, 00)=—1, for
example, via line search, we obtain a quantitative SMC tech-
nique that provides an estimate of Prob(z E ¢ou). In com-
parison to existing SMC techniques in the literature, which we
describe next, it is important to keep in mind that conformal
prediction can provide both marginal as well as calibration con-
ditional guarantees.

Let now p:=Prob(z® k ¢ou) denote the unknown task sat-
isfaction probability. In hypothesis testing, we construct two hy-
potheses Ho:p = po and Hi:p < p1, where (p1, po) € (0,1) isa
user-defined “indifference” region, for example, a region that
is small enough for us to ignore. We consider the experiment
where we accept Hi if 211 (z” E ¢ow) < &, while we accept
Ho if ZE11(z7 E ¢ow) > &, where & is a decision threshold.
Our task is to find a sampling plan consisting of (K, £). An op-
timal sampling plan (K, £) minimizes the number of calibration
trajectories K while maintaining a low probability of type-I error
(accepting H1 when Ho holds), denoted as «, and a low prob-
ability of type-II error (accepting Ho when H+1 holds), denoted

as B. For fixed values of p1, po, @, and B, this problem can be
formulated as an optimization problem and solved via binary
search. We refer the interested reader to [247] and [248] for
details and discussions on the subtleties of the methods. It is
intuitively clear that K has to become greater as @ and S be-
come smaller and as the indifference region (p1, po) shrinks.
An optimal plan obtained this way (referred to as the single
sampling plan) uses a fixed K, while one can obtain verification
results faster with early stopping via sequential probability ratio
testing [249].

A qualitative SMC technique can also be obtained via
the Clopper—Pearson bound [250], [251]. Consider a prob-
ability threshold po and the estimate p:=2X/11(z? £ douw)/K
of p:=Prob(z E ¢ou). If p= po, it holds that the probability
that p = po is lower bounded by 1 — ®ciopper, © Where cciopper iS @
function of K and po, as discussed in detail in [251]. Concrete-
ly, otciopper €an be found via computing the cumulative distribu-
tion function of a beta distribution defined over the parameters
K, po, and Z£1(z” E o). Clopper—Pearson bounds are
tighter than bounds obtained via Hoeffding’s inequality. We
note that guarantees for the opposite direction can be derived,
that is, if p < po, the probability that p < po is lower bounded
by 1 — aciopper-

“Note that these are again calibration conditional guarantees where the
outer probability is over all calibration trajectories.
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can again conveniently be expressed in a temporal logic
formalism, such as STL; recall “LEAS Specifications
in STL.”

Informally, given a LEAS and a specification ¢, we want
to calculate the probability that the system trajectory
z'=(2o,..., z1) satisfies ¢ based on the partial trajectory
Zobs ‘= (20, ..., zt) observed at time t. Note that the trajectory
z can be written as z = (Zobs, Zun), Where knowledge of
Zun = (Zt+1,...,27) is not available at time t. Formally, we
aim to solve the following problem.

Problem 3

Given the system in (40), a specification ¢ over the trajec-
tory z with sound performance function p?:R™ — R, and
the trajectory zobs := (zo,..., z:) observed at time ¢, compute
a lower performance bound p+ such that

Prob (p?(z) = p*) = 1—38.

The intuition of the performance bound p+ is similar to
the bounds that we derived for verification algorithms in
the sections “LEC Verification with Conformal Prediction”
and “Offline Verification of LEASs with Conformal Predic-
tion”; that is, p*> 0 is a sufficient condition to guarantee
that Prob(z £ ¢) = 1§ holds.

Accurate and Interpretable Predictive

Online Verification

We present two predictive online verification algorithms,
closely following [245]. The idea, similar to that in the sec-
tion “Statistical Abstractions of Dynamic Environments,”
is to use trajectory predictors x: R**D" ~ R to predict
future states (zi+1,...,zr) from past and present states

(zo, ..., z¢t). However, unlike in the section “Statistical
Abstractions of Dynamic Environments,” we now predict
the state of the LEAS and not only the state of the environ-
ment. We denote predictions of z. for future times v > t by
Zq; that is, we have

Zerapty oo 2) = 1(20,...,21).

We would now like to use these predictions to compute
p?(z). However, as future states zu., are uncertain and as
predictions may not be accurate, we need to construct pre-
diction regions for p?(z) by quantifying uncertainty using
conformal prediction. We first present an accurate predic-
tive online verification algorithm that constructs such pre-
diction regions directly by relating the nonconformity
score to the performance function p?(z). As a consequence,
this algorithm provides accurate prediction regions, for
example, tight lower bounds p*. However, this algorithm
lacks interpretability, as it provides no information on why
a specification is satisfied or violated. For the case where
the specification ¢ expresses an STL specification, we
therefore present an interpretable predictive online verifi-
cation algorithm. This algorithm constructs statistical
abstractions for future states zun first, following the same
idea as in Theorems 1 and 2 in the section “Statistical
Abstractions of Dynamic Environments,” and then uses
these abstractions to obtain a prediction region for the per-
formance function p?(z). We refer the reader to Figure 6 for
an illustration that is taken from [245].

Accurate Predictive Online Verification
As in the section “Statistical Abstractions of Dynamic
Environments,” we compute the predictions

(@) i
E Observations Predictions L ) i
i N N Prediction Region :
| Zi_ o Zit2 Zt+ 4 905 . :
; z _—| 2y, - -, Z)—> = — P2 |— Prob {p?(2)=p?2) - C} >1-6 :
' Zt:\/ Ztsq 5 z !
: 1 t+3 \ :
Performance Function of Specification ¢
: (b) !
! Observations I?redlchonsé
E Z» Zivo t+4 [ ) R E
i /./—\/Z.y/—b (2o, , Z)) f—> r.\.,‘—- ﬁ¢(Z, @®)— Prob {p¢(z) > p@(z, @)} >1-6 :
L Zi_3 Zt 41 3
| Zi_4 t+3 :

Statistical Abstraction

FIGURE 6 (a) Accurate predictive runtime online verification algorithm. (b) Interpretable predictive runtime online verification algorithm.

Both algorithms use past observations (zo,...,z:) to predict future

states (Z:+1,2t+2,...). The accurate algorithm applies conformal pre-

diction to the nonconformity score p?(2)— p?(z) to directly obtain a probabilistic lower bound for p?(z). The interpretable algorithm
constructs a statistical abstraction, as introduced in the section “Statistical Abstractions of Dynamic Environments,” and uses it to com-
pute the worst-case performance function p? (2), which is a probabilistic lower bound for p?(z). (Figure taken from [245].)
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(Zg’lun ZT|t> ,U(Z ())

for all available calibration data i € {1,...,K}. Using these
predictions, we define the predicted tra]ectory

50— (zé’), (i) 50) z>)

20 2 2T
which is the concatenation of the partial trajectory zoi o, 2?
and the predictions of future states zi’iw, zﬂ, We can
now use the predicted trajectory to compute the predicted
performance p?(2"). Let us then compute the nonconfor-
mity score

RO = p"’(i(i)) — p¢ (Z(i)) @1)
as the difference between the predicted and the true per-
formance. We then immediately get the following result.

Theorem 8
Given an output property ¢ with sound performance func-
tion p?:R™ — R and a test trajectory z” obtained Via the
dynamics in (40) from samples (z,{v{"},_ o AwON ) ~
we then have that

Prob (o’ = p?G-C)=1-6
where C:= Quantile;—s(RY, ...,
defined in (41).

The proof follows immediately by the definition of the
nonconformity score in (41). The interpretation of this result
is that we obtain a probabilistic lower bound for the perfor-
mance p?(z”) of the test trajectory in terms of the predicted
performance p?(2”), which is calibrated by C. In this way,
the accurate predictive online verification algorithm solves
Problem 3 with p":= p?(2”) — C. We provide an illustrative
simulation example and a comparison with the interpreta-
ble predictive online verification algorithm (presented
next) at the end of the next section.

R™,00) with R? being

Interpretable Predictive Online Verification
As we created statistical abstractions in (14) and (15) that we
used for constructing open-loop and closed-loop control-
lers, we construct statistical abstractions here. However, we
are interested in abstractions of the form
Prob (| z¥ —z,|t [SCop, VTE(t+1,...,TH=1-6 (42
for example, in prediction regions for 7-step-ahead
predictions made at time t for the test trajectory z
The challenge again lies in computing nonconservative
bounds C.; from the calibration data z,...,z%. We dis-
cussed several techniques for this purpose in the section
“Statistical Abstractions of Dynamic Environments,”
specifically in Theorems 1 and 2, that can be easily
applied here.

Worst-Case Performance Function

Having obtained statistical abstractions of the form (42)
via a valid choice of C.;, we now aim to calculate the
worst-case performance of the function p? over the uncer-
tainty sets

(3 el 5 20
Bep = {2 € R™ || 2. — 25 | < Ca).

In an ideal world where we can solve nonconvex optimi-
zation problems, this worst-case performance is computed as
p*(2)

Zi+1€ Bru /ZTE Brit

where Zz = (zo,...,2t, Zt+1,..., ZT) is the concatenation of the
partial trajectory zo, ...,z: and the worst-case values z:+1,,zr
from the uncertainty sets By, ..., Brp. Unfortunately, this
worst-case performance is hard to compute, motivating us
to construct a lower bound, p? (referred to as the worst-case
performance function), that can be computed recursively
over the structure of the STL specification ¢, for example,
for predicates, Boolean operators, and temporal operators.

Predicates
We compute p" (2", 7) for the predicates u as

O, 7) h(z?) ifr<t
! minz.es,h(Z:) otherwise.

The intuition here is that we know the value of z and
hence also the value of the performance function
p“(z%,7) = h(z )), at time 7 < t. For times 7 > t, we know
that Prob (z” € B.) > 1 - & since the statistical abstraction
in (42) is valid, which motivates us to compute
p* (", 7) = minz.cs., /1 (z:). As a consequence, it is easy to
see that p*(2,7) is a lower bound of p*(z"”,7) with a prob-
ability no less than 1 —§, for example, that

Prob (0*(z9,7) = p* 29, 7)) = 1-6.

Solving min:.es/1(z:) can generally be a nonconvex
optimization problem. However, for convex predicate func-
tions £, it is easy to see that min:,cs../1(Z:) is a convex opti-
mization problem that can be solved efficiently. For
Lipschitz continuous functions h with Lipschitz constant
Ly, we obtain an efficient lower bound as

min /1(Z:) = h(Zey) — LuCoyr.

Z: € Bt

Boolean and Temporal Operators

We use the probabilistic lower bound p*(2?,7) to recur-
sively derive probabilistic lower bounds for Boolean and
temporal operators. This requires that the specification ¢
contains no negations as deriving a lower bound for
p*(z” 7) would require knowledge of an upper bound for
p"(z9,7) (see “LEAS Specifications in STL”). This is with-
out loss of generality as every STL specification ¢ can be
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rewritten into an equivalent STL specification without
negations by instead using disjunction (V), eventually (F),
and always operators (Gi); see [272] for details.

The worst-case performance function for temporal and
Boolean operators is defined in the same way as the perfor-
mance function is defined. Specifically, following “LEAS
Specifications in STL,” we have

pl(E 1) =0,
pY M (2,0 = min(p? (&1),5" (2,1))
P (@1 = max (6" (&,1),5" (2,1)

5 (5 1) — 5% (5

p(z): ,Jnax b (zt)

SGIp (5 4\ . ~¢ (5 4

Pz, ) ,Jmin P &t)
p’U (2,1 ;= max min(p? ¢, t"), min p?E1)).

re(t®nnN relLFINN

We remark that the computation of the worst-case per-
formance function for Boolean and temporal operators is
computationally extremely efficient; that is, it does not
involve solving an optimization problem as in the case of
predicates. By construction, the value of p?(2):=p?(2,0)
gives us a probabilistic lower bound of p?(z).

Theorem 9

Given an STL specification ¢ with sound performance
function p?:R™ — R, a valid statistical abstraction of the
form (42), and a test trajectory z© obtained via the dynam-

ics in (40) from samples (z§, {0\"} /=4, {w\"}1=d) ~ D, we then
have that

Prob (0’ (z?) = p?2) = 1-6.

The interpretable predictive online verification algo-
rithm therefore solves Problem 3 with p" = 5?(2).

Comparing the Presented Predictive Online Verification
Algorithms

In comparison with the accurate predictive online verifica-
tion algorithm, the interpretable predictive online verifica-
tion algorithm can be more conservative when the statistical
abstraction in (42) is conservative. Another reason why the
interpretable version may be more conservative is due to
the computation of 5*(2,7) which involves a worst-case
argument over the statistical abstraction for all predicates
4 within ¢ and for all times = > t. Conservatism may also
arise when a nonconvex optimization problem needs to be
solved for computing p“(2”,7). On the other hand, the
values of p*(2”,7) provide interpretability. We illustrate
both predictive online verification algorithms in the fol-
lowing example.

Example 4

Consider the aircraft simulator from [273], in which a
highly nonlinear F-16 aircraft with its controller is modeled
by a 16D state z:. For verification, we focus on the altitude
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z!' (in feet) and the speed zj (in feet/second). The aircraft
trajectories are generated from the simulator with initial
conditions drawn from a normal distribution, for example,
(z6,25) ~ N(1,000, 10%) x N(650,5% =: . We consider the
specification

¢:=Gon(' = (A" <=2 < (3)

where T =150, {1 := 100, {>:= 300, and {3 := 650. In words,
this specification requires that the aircraft 1) always has a
safe altitude (z"> ¢1) and 2) maintains a sufficiently low
speed (z° < {3) whenever it is close to the ground (2" < o).
We next consider online verification at time f:= 80.

We start by training a long short-term memory network.
For illustration, we show three sampled trajectories (in
solid lines) and their predictions (in dashed lines) in
Figure 7(a). We then set the failure probability to & := 0.05.
To verify statistical validity empirically, we conduct
N =500 experiments with K:=700 calibration trajectories
and | = 200 test trajectories each.

Accurate Method. We use the nonconformity score R?”
as per (41). By this choice, we know that Prob(p?(z") >
p? (") —C) =1 -6 from Theorem 8. We then compute the
empirical coverage EC according to (3) as 0.934. We also plot
the histogram of the conditional empirical coverage CEC,
according to (5) over all N experiments in Figure 7(b). Note
that CEC, is equivalent to the conditional empirical cover-
age of p?(z) = p?(2) — C.*> As expected, the histogram
centers around 1 — 8. For one experiment, we also show in
Figure 7(c) the ground truth performance p?(z”) with the
associated lower performance bound p*:=p?()—C for
all test trajectories z©_ Tt can be seen that the lower bound
is tight, specifically in comparison with the interpretable
method that we present next.

Interpretable Method. We use a statistical abstrac-
tion of the form (42) and obtain the bounds C by fol-
lowing the “single nonconformity score approach”
discussed in the section “Statistical Abstractions of
Dynamic Environments.” We also define the worst-case
performance function 5?(z) as instructed before Theo-
rem 9. By this choice, we know that Prob(p?(z") >
p?(E")=1-6 from Theorem 9. To empirically validate
this statement, we compute the conditional empirical
coverage of p?(z”) = 5?(2"), which is now not equivalent
to CEC, in (5) (unlike in the case for the accurate
method).”> We plot the corresponding histogram over all
N experiments in Figure 7(d). For one experiment, we
also show in Figure 7(e) the ground truth performance
p?(z") with the associated lower performance bound
p =p’¢") for all test trajectories z”. As mentioned

ZSpecifically, note that CEC, in (5) 1is equivalent to
210?29 = p?(29) - C.) /], where zi) is the jth test trajectory of the
nth experiment, while C, is as in (5).

BFormally, we compute £/_,1(p?(z)) = p?(¢))) /].
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FIGURE 7 Experimental results for Example 4. (a) Example trajectories from D. (b) Histogram of p? (z'%)> p* over all N experiments for
the accurate method. (c) Ground truth performance p?(z) and lower performance bound p* from the accurate method. (d) Histogram
of p?(z) > p* over all N experiments for the interpretable method. (e) Ground truth performance p?(z) and lower performance bound

p" from the interpretable method.

before, the interpretability of the method comes at the
cost of conservatism, visible here by coverage much
larger than 1 — 6 and a lower bound that is not as tight as
for the accurate method.

Predictive Online Verification Under Distribution Shift

Both predictive online verification algorithms rely on a
calibration dataset of trajectories z0..,z®, as per
Assumption 4. In practice, these trajectories are typically
generated by a simulator or a digital twin model. A simu-
lator implicitly models a distribution over trajectories.
However, the system deployed in the real world may
encounter a different distribution over trajectories
because of the sim2real gap; that is, the actual distribu-
tion of trajectories in a deployment setting may be shifted
from the distribution assumed by the simulator. Sometimes,
one may be able to collect trajectories from the real
system. However, the distribution of these trajectories
may still be different from the distribution encountered
during deployment, for example, when the system
encounters new scenarios. To account for such distribu-
tion shifts, we follow [246] and construct predictive

online verification algorithms by using robust conformal
prediction (recall “Conformal Prediction Under Distribu-
tion Shift.”

Quantifying Distribution Shifts

Let z,...,z9~Z be trajectories sampled from a calibra-
tion distribution Z, that is, as in Assumption 4 where
the calibration trajectory z® is generated by the dynam-
icsin (40) from aninputsample (29 Lo {wPY o)) ~ D.
By contrast, let z”~Zo now be a test trajectory sampled
from a deployment distribution Zo; that is, the trajec-
tory z@ is generated by dynamics different from those
of (40) and an input sample (ng),{z;Em}f;},{wﬁo)},T;[} ~ Dy,
where Do may also not be the same as D. The starting
pointin [246] is an assumption on the difference between
the trajectories of the calibration and the deployment

distribution.

Assumption 5

The deployment and calibration distributions Zo and Z
are such that Df(Zo, Z) <€, where Dy(-) is an f~divergence
and € > 0 measures the distribution shift.
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Assumption 5 means that the distribution of the test tra-
jectory z® ~ Z, is unknown but 1-close to the distribution
of the calibration trajectories z®,...,z2% ~ Z. Closeness
here is defined in terms of an f-divergence, for example, the
total variation distance or the KL divergence. We remark
that similar assumptions on the knowledge of an upper
bound of the closeness of systems are common in robust
control (see, for example, [274] and [275]). In practice, the
distribution shift 1 can either be estimated empirically (see,
for example, [52]), or it can be a tuning parameter that
induces robustness margins.

Robust Predictive Online Verification

We are now interested in solving Problem 3 under Assump-
tion 5. Let R? therefore, be a nonconformity score, for
example, a general function of z0. Asa consequence, there
exist calibration and deployment distributions R and Ro
such that R? ~R for i€ {1,...,K} and R” ~ Ry. Impor-
tantly, Df(Zo,Z) <€ implies Df(Ro,R) <€ by the data
processing inequality. For this reason, we can obtain an
accurate and an interpretable predictive online verification
algorithm in the same way as before, but now using robust
conformal prediction. We next summarize these results,
starting with the accurate verification algorithm.

Corollary 5

Given an output property ¢ with sound performance func-
tion p?:R™ — R and a test trajectory z” ~ Z, that satis-
fies Assumption 5, we then have that

Prob(p?(z") = p?*G?) - ) =1-6

where C:= Quantile;-5(RY,...,R®) as in (S6) with R?
being defined in (41) and § being defined in (57).

For the construction of an interpretable predictive
online verification algorithm, we first have to construct a
valid robust statistical abstraction of the form

Prob(| 2 — 28 |< Cop, VT Eft+1,.., TH=1-6. (43

For example, (43) has to hold for any z” ~ Z, that satis-
fies Assumption 5. We can compute C.; in the same way as
Ce in (42), but by replacing § with & from (S7).

Corollary 6

Given an STL specification ¢ with a sound performance
function p?:R™ — R, a valid robust statistical abstraction
of the form (43), and a test trajectory 2z ~ Z, that satisfies
Assumption 5, we then have that

Prob(p?(z) = p?(2)) = 1—386.
Example 5
Recall Example 4, in which we obtained calibration trajec-

tories generated from the F-16 aircraft simulator with initial
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conditions drawn from A/(1,000, 10%) X N(650,5%) =: D. By
contrast, here we consider that test trajectories are gener-
ated with initial conditions drawn from AN/(998,10%) x
N(651,5%) = Dy. The remaining settings (specification ¢,
time f, and predictor x) are the same as in Example 4. We
use the total variation distance to measure the distribu-
tion shift, that is, to measure Df(Do, D). We estimate
D (Do, D) from data to be = 0.129 and correspondingly set
€:=0.129.%

In this example, we set the failure probability to & := 0.2. To
verify the statistical validity empirically, we conduct N := 500
experiments with K:=700 calibration trajectories (sampled
from P) and ] := 200 test trajectories (sampled from D). Our
goals here are to 1) illustrate the correctness of the robust pre-
dictive online algorithms from Corollaries 5 and 6 and 2) com-
pare to the vanilla predictive online algorithms from Theorems
8 and 9, which will not achieve valid coverage.

Accurate Method. We use the nonconformity score R"
as per (41). By this choice, we know that Prob(p?(z") >
p? () — C) = 1 -6 from Corollary 5, where C follows from
(S6) [as opposed to C following from (2) in the vanilla case].
For one experiment, we plot the histogram of the noncon-
formity scores and the values of C and Cin Figure 8(a) for
comparison. As expected, we notice that C > C. We next
plot the histograms of the conditional empirical coverages
of p?z9) = p?(?) - C and p?(z?) = p?(2¥) — C over all N
experiments in Figure 8(b). It can be seen that the vanilla
method cannot achieve 1— 6 coverage because of the dis-
tribution shift, while the robust method achieves a cover-
age greater than 1 — §, accounting for the distribution shift.
For one experiment, we also show in Figure 8(c) the ground
truth performance o’ (z®) with the associated lower per-
formance bound p*:=p?(2¥)—C for all test trajectories
z©. The lower bound appears tight despite the conserva-
tism inherent to robust methods.

Interpretable Method. We use a robust statistical
abstraction of the form (43) and obtain the bounds Cq by
following the “single nonconformity score approach” dis-
cussed in the section Statistical Abstractions of Dynamic
Environments” but now using robust conformal predic-
tion. We again define the worst-case performance func-
tion 5*(z) as instructed before Theorem 9. By this choice,
we know that Prob(p?(z?) = p?¢?) =16 from Corol-
lary 6. To empirically validate this statement, we compute
the conditional empirical coverage of p?(z") > ?(2") for
the robust and the vanilla methods. We plot the corre-
sponding histograms over all N experiments in Figure
8(d). From conservatism of the interpretable method, valid
1—6 coverage is achieved for both methods. For one
experiment, we also show in Figure 8(e) the ground truth
performance 0?(z®) with the associated lower perfor-
mance bound p* = p*(2¥) for all test trajectories z”. The

%We refer the reader to [246] for details on how the total variation D ¢(Do, D)
can be estimated from data samples.
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FIGURE 8 Experimental results for Example 5. (a) Histogram of the nonconformity scores R? in (41). (b) Histogram of p?(z?)> p* over
all N experiments for the nonrobust and robust accurate methods. (c) Ground truth performance p?(z) and lower performance bound
p* from the accurate methods. (d) Histogram of p?(z”) > p* over all N experiments for the nonrobust and robust interpretable methods.
(e) Ground truth performance p?(z) and lower performance bound p°* from the interpretable methods.

vanilla method provides tighter bounds than the robust
method, as it does not account for all possible distribution
shifts of size €.

Related Work: Online Verification Techniques

Online verification algorithms check if a trajectory satis-
fies a temporal logic specification by using nothing more
than the part of the trajectory that has already been
observed. Standard algorithms (see, for example, [28],
[29], [276], [277], and [278]) provide one out of three veri-
fication answers: 1) “satisfied” if all extensions of the
partial trajectory satisfy the specification, 2) “dissatis-
fied” if no extension of the partial trajectory satisfies the
specification, and 3) “inconclusive” otherwise. Multival-
ued temporal logics, such as those in [279] and [280],
extend beyond this setting. For temporal logic specifica-
tions that admit a sound performance function p?, such
as STL, there even exist online verification algorithms
that provide a real-valued verification answer (see, for
example, [30], [280], [281], [282], [283], and [284]). A real-
valued verification answer can be interpreted as the
robustness of the partial trajectory.

Predictive online verification algorithms use a model of
the system (which is usually nondeterministic) to obtain
less conservative verification answers. Existing algorithms
either provide robust satisfaction guarantees for all pos-
sible behaviors of the nondeterministic models (see, for
example, [285], [286], and [287]), or probabilistic satisfac-
tion guarantees for stochastic models (see, for example,
[31], [32], [288], [289], and [290]). The authors of [291], [292],
and [293] follow a conceptually similar idea but integrate
model predictions and prediction uncertainties into
the semantics of a temporal logic formalism. Predictive
online verification algorithms based on Bayesian infer-
ence were presented in [294], [295], and [296]. The afore-
mentioned techniques, however, often only apply to
specific system models or do not provide strong probabi-
listic coverage guarantees as can be obtained with con-
formal prediction.

As demonstrated before, conformal prediction can be
used to design predictive online verification algorithms
that provide probabilistic verification guarantees for
LEASs. Conformal prediction was also used in [235] to
design predictive online verification algorithms. The idea
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We want to emphasize our conviction that statistical techniques can he
beneficial in integrating foundational and generative models into system design.

in [235] is to train a quantile regressor that directly pre-
dicts the quantile of the distribution of the performance
function p?. Subsequently, CQR (see “Heteroskedasticity
and Conformal Prediction”) is used to capture uncer-
tainty and variability in these predictions. By contrast, in
this section we trained trajectory predictors that may gen-
erally be harder to obtain and require more engineering
effort during training. However, the technique from [235]
requires one to train a new quantile regressor each time
the specification ¢ changes or a new specification is
added. Similar to the accurate predictive online verifica-
tion algorithm from the section “Accurate Predictive
Online Verification,” the technique from [235] does not
provide interpretability in case of failure as opposed to
the interpretable predictive online verification algorithms
from the section “Interpretable Predictive Online Verifi-
cation.” Along the same lines, we briefly point the reader
to the work in [297], which presents online causation mon-
itoring. Finally, we mention the use of conformal predic-
tion for out-of-distribution detection [298], [299], [300],
[301], anomaly detection [302], [303], [304], and failure
detection [305], [306].

LIMITATIONS AND OPEN PROBLEMS

To conclude this article, we discuss limitations and list
open problems that we believe are important to address in
our pursuit of designing safe autonomous systems. This
list is by no means exhaustive and naturally is biased by
our own views and ideas.

Limitations

Scalability

Conformal prediction involves computing the empirical
quantile Quantile;—s(RY,...,R®, ), which, as mentioned
previously, can be done using standard sorting algorithms
with O(Klog(K)) time complexity. While this is generally a
scalable approach, larger datasets (which are needed to
achieve a smaller failure probability &) lead to larger time
complexity, which may be limiting in some situations, for
example, when computation is done on embedded hard-
ware. Another bottleneck in practice may be memory and
the ability to store large datasets. This can become particu-
larly challenging when images/videos are used.

Conservatism
We recall from the section “Conformal Prediction in a Nut-

shell” that conformal prediction provides tight upper and
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lower bounds for Prob(R® < C(RY,...,R™)) in the sense
that

1

_ 0) 1 (K) _
1-8<Prob(R” < C(RY,..,R¥) <16+~

when a prespecified nonconformity score R is used. In
this survey, we then spend a lot of time engineering the
“right” nonconformity score in the hope of obtaining tight
prediction regions for the problem at hand. While the flex-
ibility in designing RY is generally an advantage, it is
worth recognizing that we are not guaranteed to obtain the
tightest possible prediction region, which motivates fur-
ther research, as discussed in the next section.

Practical Limitations

There are many real-world challenges that statistical tools,
in general and, by extension, conformal prediction, face.
One challenge that we mentioned throughout this survey
is related to various forms of distribution shift. Although
there exist some robust extensions of conformal predic-
tion (see “Conformal Prediction Under Distribution Shift”),
it is worth noting that all these extensions have their own
limitations. Another important challenge in practice is
selecting proper calibration datasets. While companies
may have a lot of data, these datasets may not be well
curated. Therefore, an important task is the construction
of good datasets.

Open Problems

One major research direction will be the tight integration of
statistical techniques in the system design of an autonomous
system. Some of the open problems here, as already dis-
cussed in this article, are to deal with distribution shifts
caused by 1) sim2real gaps that arise in practice and 2) cou-
plings between the controllers and statistical abstractions,
and hence in dealing with distribution shifts. Another
problem of a more academic nature is to investigate the
similarities and differences of the various statistical tech-
niques mentioned throughout this survey and to gain a
better understanding of when to use which technique.
Finally, we want to emphasize our conviction that statisti-
cal techniques can be beneficial in integrating foundational
and generative models into system design.

Another impactful research direction will be to con-
tinue the design of efficient and accurate statistical and percep-
tual abstractions. Although we have already presented
techniques to construct the abstractions in great detail in
this article, we believe that there are important
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improvements that need to be made. Some of these
improvements are the design of statistical abstractions that
1) integrate contemporary probabilistic predictors (such as
diffusion models and decision transformers), 2) accurately
capture geometric and temporal patterns of the underlying
data-generating distribution, and 3) can account for multi-
modality in the data. We also believe that techniques are
needed for constructing perceptual abstractions that 1) are
data efficient and 2) can provide end-to-end control guar-
antees. Another important milestone will be the joint
design of statistical and perceptual abstractions.

Another broad research direction is the actual design of
formal verification and control techniques. In practice, auton-
omous systems are usually organized and designed
within layers, for example, with layers that separately per-
form behavior planning, path planning, motion planning,
and feedback control. It is unclear in which layers we
should be using statistical techniques and if we should
use the same statistical and perceptual abstractions across
layers or if individual abstractions should be tailored to
specific layers. There are many other open technical ques-
tions that are important in practice but were not addressed
in this survey article. How can we guarantee the optimal-
ity and recursive feasibility of control algorithms? How
can we design formal verification and control techniques
for long-term autonomy, for example, to accommodate
asymptotic properties, such as stability and forward
invariance?

The next important research direction that we would
like to mention is the design of learning-enabled multiagent
systems. While learning-enabled single-agent systems are
fairly well understood, it is unclear how to design learning-
enabled multiagent systems due to their size, complex net-
work structure, and the data dependencies between agents.
New specification languages may be needed to formulate
safety requirements, while at the same time, the need for
scalable and distributed verification and control techniques
is apparent. While statistical techniques appear promising
toward obtaining scalability, it is unclear how statistical
techniques can be distributed.

Finally, we believe that it will be critical for us as a com-
munity to showcase practical impact across different application
domains and within other communities. To achieve this goal, it
will be important to provide well-documented and reus-
able toolboxes. We also think that the design of photoreal-
istic and high-fidelity simulators plays a critical role toward
accomplishing impressive real-world demonstrations and
experiments.
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