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Abstract—In this paper, we study the problem of remote
state estimation, in the presence of a passive eavesdropper. An
authorized user estimates the state of an unstable linear plant,
based on the packets received from a sensor, while the packets
may also be intercepted by the eavesdropper. Our goal is to
design a coding scheme at the sensor, which encodes the state
information, in order to impair the eavesdropper’s estimation
performance, while enabling the user to successfully decode the
sent messages. We introduce a novel class of codes, termed State-
Secrecy Codes, which use acknowledgment signals from the user
and apply linear time-varying transformations to the current
and previously received states. By exploiting the properties of
the system’s process noise, the channel physical model and the
dynamics, these codes manage to be fast, efficient, and suitable
for real-time dynamical systems. We prove that under minimal
conditions, State-Secrecy Codes achieve perfect secrecy, namely
the eavesdropper’s minimum mean square error (mmse) grows
unbounded almost surely, while the user’s estimation perfor-
mance is optimal. These conditions only require that at least once,
the user receives the corresponding packet while the eavesdropper
fails to intercept it. Even one occurrence of this event renders
the eavesdropper’s mmse unbounded with asymptotically optimal
rate of increase. State-Secrecy Codes are provided and studied
for two cases, i) when direct state measurements are available,
and ii) when we only have output measurements. The theoretical
results are illustrated in simulations.

Index Terms—Eavesdropping, State-Secrecy Codes, Perfect
secrecy, Kalman filtering

I. INTRODUCTION

The recent emergence of the Internet of Things (IoT)
as a collection of interconnected sensors and actuators has
created a new attack surface for adversarial attacks [1], [2].
Research efforts in the context of control systems have targeted
denial-of-service attacks [3] and data integrity of compromised
sensors [4], [5], [6], [7]. Another fundamental vulnerability of
such interconnected systems is eavesdropping attacks, espe-
cially when the underlying medium of communication is of
a broadcast nature, i.e. as in wireless systems [8]. This data
leakage, not only compromises confidentiality, but could be
also used to perform more complex attacks [9].

In this paper, we study passive eavesdropping attacks in the
context of real-time dynamical systems, where the source of
information is a dynamical system. In many IoT applications,
sensors collect state information about the dynamical system
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Fig. 1: A sensor sends confidential information about the state
of a dynamical system to an authorized user, e.g. a controller
or a cloud server. Meanwhile, an eavesdropper might intercept
the sent messages. The goal is to design encoder-decoder pairs
such that confidentiality is protected.

and send it to an authorized user, e.g. a controller or a cloud
server, through a (wireless) channel, see Figure 1. Our goal is
to design codes such that the user receives the confidential state
information, while any eavesdroppers are confused about the
true state. One of the main challenges in designing such codes
for real-time dynamical systems is the tradeoff between code
complexity and security. A direction we explore is whether
we can exploit model knowledge about the underlying physical
processes, i.e. knowledge about the communication channel or
the system’s dynamics, in order to design simple and secure
secrecy codes.

Most of the current defense mechanisms involve encryption-
based tools [10]. These are generic tools, which do not
require any model knowledge about the underlying physi-
cal processes. However, their confidentiality guarantees are
based on the assumption that the eavesdroppers have limited
computational power. Some encryption methods, e.g. the AES
encryption [10], also require the transmitter and the receiver to
share a secret key beforehand. In some cases, encryption may
also introduce computation and communication overheads,
which might be significant for real-time systems [11]. Chaotic
synchronization has also been proposed for secrecy [12]. A
chaotic dynamical system acts as an encoder of arbitrary
information sources. The eavesdropper cannot easily decode
the messages unless it knows the chaotic system’s parameters,
which are assumed to be secret. Such methods are also
independent of the underlying physical process and require
prior shared secrets between the receiver and the transmitter.

Another direction is to develop defense mechanisms in
the physical layer of wireless communications [13], [14].
These methods exploit model knowledge about the underlying
channel used for communication, e.g., the wireless medium, to
offer provable guarantees about confidentiality against eaves-
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droppers. Information-theoretic approaches [15]-[17] define a
notion of secrecy capacity of channels and give conditions
about the existence of codes such that the eavesdropper
receives no information. Remote estimation problems have
also been studied in this context [18]-[20]. Finding such codes
is challenging in practice and requires knowledge of the eaves-
dropper’s channel, which may not be available. Nonetheless,
in the case of packet erasure channels, those erasures can be
exploited to randomly create secrets, thus leading to more
practical defense mechanisms [21].

New approaches, which we term control-theoretic, were
recently employed in [22]-[24]. Motivated by physical layer
security methods, they exploit the channel model. However,
the key innovation with respect to previous approaches is that
they also take advantage of the system dynamics to provide
security guarantees, which in contrast to, e.g., encryption
approaches, do not depend on the eavesdropper’s compu-
tational capabilities. In that respect, these approaches are
specialized for sources which are dynamical systems. Another
distinction is that the security and performance objectives are
expressed in terms of control/estimation theoretic metrics, e.g.
the minimum mean square error (mmse). In [22]-[24], the
main goal is to achieve large mmse for the eavesdropper, while
the user’s mmse remains small. A secrecy mechanism was
used, which withholds information, either randomly [22] or
deterministically [23], [24]. In the case of unstable systems,
under certain conditions, the eavesdropper’s expected mmse
is shown to grow to infinity while the user’s expected mmse
remains bounded. However, the secrecy guarantees hold only
in expectation; with high probability the actual eavesdropper’s
mmse is small frequently. The user’s estimation performance
is also degraded as a side effect.

This paper is the first within the control-theoretic ap-
proaches to introduce encoding. We develop a novel class of
codes, called State-Secrecy Codes, which explicitly exploit
the system dynamics. When direct state measurements are
available, the system’s state is encoded by subtracting a
weighted version of the user’s most recently received state
from the current state. This operation has a simple imple-
mentation and only requires acknowledgment signals from the
user back to the sensor. By exploiting the underlying model,
i.e. the dynamics, the inherent process noise of the system,
and the channel’s randomness, State-Secrecy Codes achieve
strong guarantees with low computational cost. In particular,
confidentiality is guaranteed if at some time the user receives
the encoded state while the eavesdropper fails to intercept it.
Due to our code, a single occurrence of this event, which
we call critical event, makes the eavesdropper lose important
information about the system state. Then, as time passes, the
dynamics amplify the uncertainty of the eavesdropper created
by this information loss, regardless of the eavesdropper’s
computational capabilities.

In Section II we present the problem formulation. The
dynamical system is modeled as linear, while the channel is
modeled as a packet-drop one. Similar to [19], [20], [22],
[24], we assume that the system is unstable (see Section II
for discussion). Both the user and the eavesdropper know the
coding scheme and use minimum mean square error estimators

as decoders. We introduce a novel control-theoretic notion of
perfect secrecy, requiring that the eavesdropper’s mmse grows
unbounded almost surely, while the user’s mmse is optimal. In
Section III, where direct state measurements are available, we
show that by employing State-Secrecy Codes, perfect secrecy
can be guaranteed under remarkably mild conditions (Theorem
1). Even one occurrence of the critical event renders the
eavesdropper’s error unbounded with asymptotically optimal
rate of increase (Corollary 1). In Section IV, we extend the
results to the case of output measurements (Theorem 2). The
sensor performs local Kalman filtering before applying a State-
Secrecy Code to the local estimates. In summary, our main
contributions, are the following:

e Our work is the first to introduce coding within the
control-theoretic approaches. By exploiting the dynamics,
state-secrecy codes manage to be fast and secure. The
security guarantees do not depend on the computational
capabilities of the eavesdropper. Moreover, we do not
require the existence of prior private shared information
between the sensor and the user.

o This is the first work that achieves unbounded eaves-
dropper’s mmse almost surely using a control-theoretic
approach. Meanwhile, the user’s estimation performance
remains optimal. This supersedes the results in [22], [23]
where unbounded eavesdropper’s mmse is achieved only
in expectation and the user’s performance is degraded.

o The condition for perfect secrecy is remarkably minimal
and channel-free. It is only required that the critical event
occurs at least once, i.e. at some time the user receives
the encoded message while the eavesdropper misses it.
This will hold in most channels of practical interest.

In Section V we discuss how the user’s estimation scheme can
be made robust against random acknowledgment drops, quanti-
zation errors, and some other practical issues. We conclude this
paper by illustrating the performance of State-Secrecy Codes
in simulations in Section VI, and with remarks in Section
VIIL. All proofs are included in the Appendices. A paper with
preliminary results appeared in [25]. Sections III-A, IV, V are
new and they study the eavesdropper’s mmse rate of increase,
the output measurement case, and practical considerations
respectively. After this paper was written, we extended state-
secrecy codes to stable systems—see [26].

II. PROBLEM FORMULATION
A. Dynamical system model

The considered remote estimation architecture is shown in
Figure 2 and consists of a sensor observing a dynamical
system, a legitimate user, and an eavesdropper. The dynamical
system is discrete-time, linear, and has the following form:

Tpt1 = Az + Wp41 9]
yr = Czp + v 2

where x; € R™ is the state and y; € R™ is the output.
Matrices A € R™"*™ and C € R™*™ are the system and output
matrices respectively. Signals wy € R™ and v, € R™ are the
process and measurement noises respectively and are modeled
as independent Gaussian random variables with zero mean and

0018-9286 (c) 2019 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/TAC.2019.2927459, IEEE

Transactions on Automatic Control

ACK
Tk Sensor & Zk P i User T,k
System — T
Encoder ! mmse
I
i Tk
| " h N
! AN k Eaves. Lk
e ~————f -
mmse

Fig. 2: A sensor collects the output y;, of system (1) and
transmits an encoded version z; of it over the channel. The
messages might be dropped by the user, as captured by v, .
Meanwhile, they might be intercepted by the eavesdropper, as
captured by ~;. To decode the messages, both entities compute
the minimum mean square error (mmse) estimates £, , and
I, respectively.

covariance matrices () and R. The initial state z( is also a
Gaussian random variable with zero mean and covariance Y
and is independent of the noise signals. Matrices @, R, Xg
are assumed to be positive definite. In more compact notation
Q, R, %y » 0, where > (>) denotes comparison in the
positive definite (semidefinite) cone. We also assume that the
pair (A, C) is detectable. All system and noise parameters
A, C,Q, R, X are assumed to be public knowledge, available
to the sensor, the user, and the eavesdropper. Throughout this
paper, we assume the system is unstable.

Assumption 1. We assume that the dynamical system (1) is
unstable i.e., its spectral radius is p(A) = max;|A;(4)[> 1.

Estimation of unstable open-loop systems has been a
problem of independent interest in control systems—see for
example [27]. It has also been studied in the presence of
eavesdroppers, i.e. [19], [20], [22], [24]. The ultimate goal
is to close the loop and apply control, but first, estimation
of the open-loop systems should be studied. Besides, due
to network imperfection, feedback might fail occasionally. In
this case, the controlled system goes open-loop and might be
unstable. During this open-loop phase, the system’s state might
start growing unbounded, hence, it is critical to perform state
estimation to monitor it.

B. Channel model

The sensor communicates over a channel with two out-
puts/receivers as shown in Figure 2. The input to the channel
is denoted by z, € R™. The first output, denoted by h, , is
the authorized one to the user, while the second, denoted by
hg, is the unauthorized one to the eavesdropper. Communi-
cation follows the packet-based paradigm commonly used in
networked control systems [27]-[29]. We neglect quantization
effects in the main sections (Sections III, IV), but we discuss
quantization issues in Section V.

Communication with the user is unreliable, i.e., may un-
dergo packet drops. Respectively, communication is not se-
cure against the eavesdropper, i.e., the latter may intercept
transmitted packets. We denote by -, x € {0,1} the outcome
of the user packet reception at time k, and by v, € {0,1}
the outcome of the eavesdropper’s packet interception. When

Yu,e = 1 (or 7, = 1), then the reception (interception)
is successful. Otherwise the reception (interception) is not
successful and the respective packet is dropped. Thus, the
outputs of the channel are modeled as:

if Yu,k = 1 Zky if Yk = 1
hy = 3)

g, if%,kzo’ g, if~ =0

Zks

hu,k: =
where symbol ¢, is used to represent the “no information”
outcome. The channel outcomes {7, i, vk, K = 0,1,...} are
assumed to be independent of the initial state x(, the process
noise wy, and the measurement noise vy, for k = 0,1,.... No
specific joint distribution of the channel outcomes is assumed.

In addition to the main channel, the user can reliably
send acknowledgment signals back to the sensor via the
reverse channel. We deal with unreliable acknowledgments in
Section V. Thus, at any time step the sensor knows what is the
latest received message zj at the user. Meanwhile, we assume
that the eavesdropper is able to intercept all acknowledgment
signals In that respect, we model a powerful eavesdropper.
On the other hand, neither the sensor nor the user have any
knowledge about the eavesdropper’s intercept successes 7.

C. Encoder definition

The sensor collects output measurements y; and encodes
them by sending z; € RP over the channel at each time step k,
where p is an integer to be designed. Under this definition and
by (3), the channel outputs h,, x, hj take values in RP U {}.
The encoder may compute z;, given all the information at the
sensor at time k, i.e. current and past outputs y; for t < k,
past sent messages z; for ¢t < k, as well as past user’s channel
outcomes v, ¢ for t < k:

Zk :fk (yk,yt»ztvﬁyu,tvt< k)a (4)

where fj, is a function from R™(*+1+pk 5 {0 1}1F 10 RP.

D. MMSE Estimation

Both the user and the eavesdropper know the coding scheme
and use the minimum mean square error (mmse) estimate
to decode the received/intercepted messages. This estimate
depends on their information up to time k. We define the batch
vector of received channel outputs by 0.5 = (R0, -5 o k)
and channel outcomes 7, 0., = (Yu,0,---,%u,k) for the
user. The eavesdropper’s batch vectors ho.x, 7., are defined
similarly. Then, the user’s information at time & is denoted by
iy = {hu,O:k}7 with 7%, = (. Respectively, we denote the
eavesdropper’s information by

Iy = {hOZk”Yu,O:k} I = 0. (5)

The two information sets are asymmetric, i.e. the eavesdropper
has the additional information of the user’s reception success
history. The eavesdropper’s mmse estimate &3 and the respec-
tive covariance matrix Py are given by:

aA?k =E {.’Ek|Ik} 5 Pk = Cov {.’L‘}C‘Ik} s (6)

where Cov {zx|Zx} = E{(z— &) (z— i) |Z} . The
user’s mmse estimate £, ;, and the respective mmse covariance
matrix P, ; are defined similarly.

0018-9286 (c) 2019 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/TAC.2019.2927459, IEEE

Transactions on Automatic Control

E. Problem

The goal of this work is to design a coding scheme at
the sensor, so that perfect secrecy is achieved, introduced in
the following definition. We require the eavesdropper’s mmse
to grow unbounded, while the user successfully decodes the
information and has optimal estimation performance. The se-
crecy requirement is motivated by the worst case performance
for the eavesdropper, i.e. the open-loop prediction case when
all packets are missed. In this situation, the eavesdropper main-
tains a trivial open-loop estimate &;” = 0 and the respective
mmse diverges to infinity due to the unstable dynamics—see
also Section III-A. The user’s estimation scheme is optimal
when at the successful reception times, the mmse estimate is
the same as if no packet had been dropped (see also [30]).

Definition 1 (Perfect Secrecy). Given system (1), (2) and
channel model (3), a coding scheme (4) achieves perfect
secrecy if and only if both of the following conditions hold:

(1) the user’s performance is optimal:

Ty = E{2k]yo.p}

, when vy =1, (7)
Py = Cov {zy|yo..}

where Y., = (Yo, - - -, Yk )-
(i) the eavesdropper’s mmse diverges to infinity' with prob-
ability one:
tr P, 3 oo, ®)

where tr is the trace operator.

This notion of secrecy is asymptotic, which is an inherent
property of the problem. Even without any interceptions, the
eavesdropper can maintain the trivial open-loop prediction
estimate, i.e. #;” = 0, that has unbounded but finite estimation
error at any time k. Moreover, we remark that (8) guarantees
aggregate state secrecy in that, at least one but not necessarily
all eigenvalues of the eavesdropper’s error covariance grow
unbounded (see also Section VI). With this definition, we

formally present the problem that we solve in this paper.

Problem. Given system (1), (2) and channel model (3), design
a coding scheme (4) such that perfect secrecy is achieved, as
described in Definition 1.

In the following sections, we present and analyze State-
Secrecy Codes for two cases. In Section III, we ignore the
output model (C' = I, R = 0) and assume that the sensor
measures the state perfectly. In Section IV, we include the
output model (general C, R > 0). In both cases, perfect
secrecy is achieved by exploiting the acknowledgment signals,
the unstable system dynamics, the process noise, as well as
the randomness of the channel.

III. PERFECT SECRECY WITH STATE MEASUREMENTS

In this section, we introduce State-Secrecy Codes for the
case of direct state measurements (C = [ and R = 0).
Informally, the sensor encodes and transmits the current state

The secrecy requirement here is different from the one in [26] for stable
systems, where we require the eavesdropper’s mmse covariance to converge
to a finite value.

Algorithm 1 State-Secrecy Code

Input: A and zj, at each k > 0
Qutput: Encoded signals zy, for all £ > 0.
Let ¢ represent the time of user’s most recent message.

1: Initialize t = -1, x_1 =0

2: for k=0,1,... do

3 Transmit 2z, = 2 — AFta,

4: if Acknowledgment received then ¢t = k
5 end if

6: end for

measurement xj as a weighted state difference of the form
Ty — Ak*thtk, where x;, is a previous state called the
reference state of the encoded message, for some t; < k
depending on k. The sensor and the user can agree on this
reference state via the acknowledgment signals, e.g., it can be
the most recent state received at the user’s end. At the user’s
side, no information is lost with this encoding; upon receiving
a new message Ty — Ak—tr Z4,, she can first recover zj by
adding A*~**z;_and then notify the sensor to use x}, as the
reference state for the next transmission.

On the other hand, on the event that the eavesdropper fails
to intercept that reference packet x;, at time ¢, her error
starts increasing. That is because the eavesdropper misses
the reference state x4, and, thus, cannot decode a following
packet of the form zj, — Ak—tr 24, to obtain . But this also
obstructs the eavesdropper from decoding future packets, as
any following reference state zj for some k > t;, depends
on the current reference state x;, and so on. This triggers
an irreversible chain reaction effect, which combined with the
unstable system dynamics, leads to an exponentially growing
eavesdropper’s estimation error. For this reason, we call this
event, when the user receives a packet at time t; while the
eavesdropper misses it, the critical event.

Let us now formally present the coding scheme. We define
the reference time t;, to be the time of the most recent
successful reception at the user before k:

ty = tk('Yu,o;kq) =max{t: 0<t<k,vus=1}. (9

Before the first successful transmission, when the set
{t:0<t<k: =1} is empty, we use the convention
t, =—1, x_1 = 0.

Definition 2 (State-Secrecy Code). Given the unstable system
matrix A in (1), a State-Secrecy Code * applies the following
time-varying linear operation

2y = xp — ARty (10)

where ty, is the reference time defined in (9). o

The intuition about selecting the weighting factor A!~tx
can be found in Remark 1. The implementation of the scheme
is described in Algorithm 1. The memory required for the
encoder is minimal (O(n)) and the only computational burden
is a matrix-vector multiplication (O(n?)). The critical event

2For stable systems in [26], we use the code zp = xp — LE—tk xt,,, for
some matrix L # A, which leads to a different code.
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formally defined below, is crucial for reinforcing secrecy with
our coding scheme.

Definition 3 (Critical event). A critical event occurs at time k
if the user receives the packet while the eavesdropper misses it:

an

An example to clarify the coding scheme and the critical
event is presented next.

Yuk =1, v = 0.

Example 1. Suppose that for k = 0,1,2,3 we have the
channel outcomes as shown in the first three rows of the
following table:

k 0 1 2 3
user Yok 0 1 1 1
eavs. Vi 1 0 1 1
tr -1 -1 1 2
2k To | 1 | Ty — Axq | 3 — Ao
user hy, i e| x| ko — Axq | 23 — Axo
eavs. hy o €| xog—Axy | x3 — Ao

The last four rows of the table are constructed using the
definitions of the reference times (9), of the coding scheme
(10), and the channel outcomes (3). Notice that the critical
event occurs at time k = 1, when the user receives x1, while
the eavesdropper misses it. Then, the user can recover s
at time k = 2 by adding Az, to hy 3. However, since the
eavesdropper does not know x1, she cannot precisely recover
Zo. Since 7,2 = 1, xo is the next reference state at time k = 3.
Thus, the eavesdropper will also not be able to recover xs,
from hy = x3— Axa. A single occurrence of the critical event
impairs future estimation at the eavesdropper. o

The following theorem, for the case of state measurements,
formally proves the previous observations. If the critical event
{Yu,ke =1, Y&, = 0} occurs at some time ko, then the eaves-
dropper’s mmse starts to grow unbounded exponentially fast.
On the other hand, the user’s performance is optimal.

Theorem 1 (Perfect secrecy). Consider system (1), with
channel model (3) and coding scheme (10). If

P(yur =1, v =0, for some k > 0) =1, (12)

then:

(1) perfect secrecy is achieved according to Definition I.
(i) conditioned on the event {y, x, = 1, Yk, = 0} for some
ko > 0, the eavesdropper’s mmse grows unbounded:

tr Py > cp (A5 for ke > ke (13)

where Py, is the mmse covariance defined in (6) and ¢ > 0 is
a constant independent of k. o

The above theorem is remarkable as the condition (12) for
perfect secrecy is minimal. It only requires the critical event,
when the user receives a message without the eavesdropper
intercepting it, to occur at least once. Any joint distribution of
packet receptions and interceptions that satisfies this condition
is covered, and in this sense the result is channel-free.

The proof of Theorem 1 is a consequence of the following
lemma, which can be thought as the worst case, in terms

of secrecy, of Theorem 1. That is when the critical event
{Yu,ke =1, Yk, = 0} occurs at time k¢ and the eavesdropper
receives all the following packets for k > k.

Lemma 1 (Worst case analysis). Consider system (1) with
channel model (3) and coding scheme (10). Define the events

B ={vuk, =1, Y, =0}, for some kg >0  (14)
C={w=1,foral k>ky+1}. (15)

If both B, C occur for some ky > 0, then
P, = Ak (AR (16)

Sor k > ko in BNC, where ' denotes the transpose matrix. ¢

Notice that the linear recursion P, = A*=Fop, (A’ yk—ko
is unstable with rate p (42). Hence, even in the most pes-
simistic scenario for confidentiality, the eavesdropper still has
unbounded mmse. In the general case when the eavesdropper
does not intercept all packets after kg, the eavesdropper’s
mmse will be even larger (cf. Lemma 5 in Appendix).

Remark 1. The choice of A*='* is pivotal for achieving
secrecy. From (1), the difference xj, — Ak_thtk is a linear
combination of the process noises from time ty, + 1 up to k:
k
Tk — Ak_tkl‘tk = Z Ak_jwj.
Jj=tr+1
If the critical event occurs at some time ko, then the eaves-
dropper permanently loses all information about the process
noise wy, at time k. This loss of information is amplified by
the unstable system dynamics over time leading to unbounded
eavesdropper’s mmse. o

Remark 2. Suppose that the channel outcomes are indepen-
dent over time, and assume that there is a positive prob-
ability that the critical event occurs at any time k, i.e.,
P(yur=1,7%=0) > & > 0. For example, in a wireless
communication setting this may be due to attenuation of the
transmitted signal at the eavesdropper or due to environmental
interference. By the Borel-Cantelli lemma [31], the critical
event will occur infinitely often. Hence, the condition (12) for
perfect secrecy of Theorem 1 will be satisfied. o

A. Rate of increase of eavesdropper’s error covariance

Under the proposed coding scheme, the rate of increase of
the eavesdropper’s mmse is asymptotically optimal. Once the
critical event occurs, the eavesdropper’s mmse starts increasing
as the open-loop prediction mmse, i.e. when all measurements
are lost. This open-loop mmse is the largest possible error in
expectation for the eavesdropper as we explain in (20) later.

Formally, the open-loop prediction estimate and error co-
variance matrix are defined as:

¥ =E{xp} =0, PP = Cov{z}, (17)
which implies:
PP = AP A+ Q, (18)

with PP = 5.
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The following result, which is a corollary of Theorem 1,
shows that the eavesdropper’s mmse under our coding scheme
is lower bounded by the open-loop prediction mmse up to
a multiplicative constant, once the critical event occurs. This
constant depends on the time kg of the first critical event.

Corollary 1 (Rate of increase). Consider system (1), with
channel model (3) and coding scheme (10). Let ko be the
first time the critical event (11) occurs. Let also P.*, Py
be the open-loop prediction covariance matrix (18) and the
eavesdropper’s covariance matrix (6) respectively. Then,

ep(A)~2ko tr PP < tr Py, for k > ko (19)

where ¢ > 0 is some constant independent of kg o

Remark 3. The open-loop prediction mmse is the maximum
possible in expectation since it holds that:

P = Cov{zy} = E{Cov{zy|Zx}} =E{P.}  (20)

for any information set 1, where the inequality follows by
[31, p. 230]. From (19), under our coding scheme and once the
critical event occurs, the eavesdropper’s mmse error increases
at least as fast as the open-loop prediction one. In that sense,
our coding scheme is asymptotically optimal with respect to
the rate of increase of the eavesdropper’s mmse error.

The determining factor in inequality (19) is the time kg of
the first critical event. If the critical event occurs more than
once, although the eavesdropper’s error gets even larger, its
rate of growth does not differ from the case when it occurs
just once. If the probability of the critical event occurring is
one, then also P (p(A)~2% > 0) = 1. Hence, with even a
single occurrence, the error starts increasing as in the open-
loop asymptotically.

One caveat is that the first time kg the critical event occurs is
in general random and not in our control. If the eavesdropper’s
interception rate is very high, the event may take some time
to occur. In this case, secrecy is compromised at the first time
steps and the term p(A)~2*0 is small.

Remark 4. A possible remedy to accelerate the critical event
is to force it by using another more secure and perhaps more
expensive encoding, e.g., encryption [10] or some physical-
layer security scheme [21]. In this case, it is sufficient to
securely and reliably transmit just the first packet at time k = 0
using such an additional scheme. Then, letting our simple
coding scheme take over achieves perfect secrecy. In that
sense, State-Secrecy Codes can be effectively used alongside
other coding schemes.

IV. PERFECT SECRECY WITH OUTPUT MEASUREMENTS

In this section, we adapt the coding scheme (10) to achieve
perfect secrecy in the case of output measurements (general
C, R >~ 0). Before applying any coding, we propose that
the sensor implements a local Kalman filter scheme as shown
in Figure 3. The architecture of employing a local Kalman
filter on the sensor’s side before transmission is inspired by
previous work [28], [30]. This architecture requires additional
computational cost at the sensor, mainly because of the matrix
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Fig. 3: In the case of output measurements, the sensor first
computes the local Kalman Filter estimate Zj. Then, it com-
putes the encoded signal zj.

inversion of the Kalman filter. Nonetheless, if we transmit one

message at a time, it is necessary to have a local Kalman filter

for the user’s estimation performance to be optimal [30].
The sensor’s local Kalman Filter estimates are denoted by:

Tr = E{zilyor}, T-1 =E{zo} =0 2n
with prediction mmse covariance matrix:
Plc+1\k = Cov {$k+1|y0:k‘}’ P()‘,l = Cov {.230} = ZO (22)

where vy, = (yo,...,yx). In this case, the State-Secrecy
Code is computed with respect to the local state estimates:

(23)

_ ket —
zp =T — AV gy, ,

where tj, is the reference time defined in (9).
Now, recall that in the classic Kalman filter derivation [32],
we have the following recursive equation:

Ty = AZp_1 + K, (yp — CAZp_1) = ATp—1 + Ky, (24)
where wj, denotes the innovation sequence y, — CATr_; and
_ _ -1
Ky = Pk|k,1C’ (CPk‘kflc/ + R)

is the Kalman gain. The innovation sequence y; — C ATy _1 is
Gaussian white noise [32] with covariance CPM r—1C" + R.
In this sense, equation (24) is similar to the state equation (1).

Since the pair (A,C) is detectable and @ > 0 (so that
(A,Q'/?) is controllable), the covariance matrix Py;_; of
the Kalman filter converges to a limit P, which is the positive
semidefinite solution of the discrete algebraic Riccati equation:

P=APA' +Q— APC' (CPC' + R)"'CPA"  (25)
while the Kalman gain converges to
K = PC' (CPC' +R)™". (26)

We assume that at time k£ = 0 the sensor has an initial local
state estimate with covariance equal to the steady state error
covariance ¥y = P. Since the Kalman filter converges fast, it
is reasonable to assume that it has already converged at the
beginning of the system operation.

The following theorem states that coding scheme (23)
achieves the same secrecy guarantees as in the direct state

information case.

Theorem 2. Consider system (1) with output model (2),

channel model (3), coding scheme (23) and ¥ = P. If
P(yur =1, v =0, for some k >0) =1, 27

then:

(1) perfect secrecy is achieved according to Definition 1.
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(i) conditioned on the event {y, k, = 1, i, = 0} for some
ko > 0, the eavesdropper’s mmse grows unbounded:

tr Py, > cp (A)z(kfko) —d, for k> ko, (28)

where Py, is the mmse covariance defined in (6) and c,c’ > 0
are some constants independent of k. o

To prove Theorem 2, we can use the techniques of the
previous section to show an intermediate result first; that
the eavesdropper’s error with respect to Zj grows unbounded
when the critical event occurs, as the following lemma states.
We denote the mean square estimate of Z; and the correspond-
ing conditional error covariance matrix by:

e = E{Zx|Zy},
with 20 = Cov {fo} =K (CPC/ + R) K.

H;, = Cov {£k|Ik} s 29)

Lemma 2. Consider system (1) with output model (2), channel
model (3), coding scheme (23) and ¥y = P. Conditioned on
the event B = {vyy,k, =1, Yk, = 0} for some ko > 0, the

eavesdropper’s mmse with respect to Ty grows unbounded:

tr H, > cp (A)Q(k_k‘)) , for k> kg, (30)

where Hy, is the mmse covariance defined in (29) and ¢ > 0
is a constant independent of k. o

We use this intermediate result to show that the eavesdrop-
per’s error with respect to zj also grows unbounded when
the critical event occurs. The main idea is to lower-bound the
error tr Py in terms of tr Hy.

In the next section we show how to make State-Secrecy
codes more robust against unreliable backwards channels and
quantization errors. We also discuss some practical issues.

V. EXTENSIONS AND PRACTICAL ISSUES
A. Unreliable acknowledgments

The previous theoretical results require the backwards chan-
nel to be reliable. In this subsection, we show how State
Secrecy Codes could be adapted to deal with random acknowl-
edgment packet drops as shown in Figure 4. The following
analysis is for the case of direct state measurements, but it
can be repeated for the case of output measurements as well.

Let v,.x € {0,1} be the indicator of the acknowledgment
transmission outcome at time k, for k = 0,1,.... If v, = 1,
then the sensor successfully receives the acknowledgment
from the user. Otherwise, if v, = 0, the acknowledgment
signal is dropped. We assume that the backward channel
outcomes are independent of the state xy.

Ya,k

Sensor & /" ACK  User

Encoder mmse

Fig. 4: The backward channel model can also be unreliable. If
Ya,k = 1 then the sensor receives the acknowledgment signal
from the user. If vy, ; = 0 then the acknowledgment signal is
dropped.

Under the original coding scheme (10), unreliable acknowl-
edgments might cause disagreement between the sensor and
the user about the reference time ¢;. To overcome this prob-
lem, we propose that the sensor, instead of (10), transmits:

o = {xk — Al Ek} , 31)

where

tp=max{t: 0<t <k, Yur=1,var =1}, (32)

is the most recent time that the user successfully received the
respective packet and also the sensor successfully received the
acknowledgment. Knowing the correct value of £y, the user can
always decode the successfully received packets.

On the other hand, the condition for the eavesdropper’s error
to grow unbounded is slightly different. A critical event now
occurs at time k if: i) the user receives the packet at time k;
ii) the eavesdropper fails to intercept the packet at time k; iii)
the sensor successfully receives the acknowledgment signal at
time k. The following theorem shows that if this event occurs
at least once, then perfect secrecy is achieved. The proof is
similar to the one of Theorem 1 and, thus, omitted.

Theorem 3 (Perfect secrecy under Unreliable ACKs). Con-
sider system (1), with forward channel model (3), backward
channel model described by v, 1 and coding scheme (31). If

Pyur =1, 7% =0, vox =1 for some k> 0) =1, (33)

then:

(1) perfect secrecy is achieved according to Definition 1.
(i1) conditioned on the event

{,-Yu7k:0 = 17 ’Wﬂ) = Oa f}/a,ko = 1}

for some ky > 0, the eavesdropper’s mmse grows
unbounded as in (13),

where Py is the mmse covariance defined in (6) and ¢ > 0 is
a constant independent of k. o

It is slightly more difficult for the critical event to occur,
since we have the additional requirement for the acknowledg-
ments. Still, as in the analysis of Remark 2, in most channels
of practical interest the critical event will occur not only once
but infinitely often.

B. Quantization error

Without any modifications, the scheme might be vulnerable
to quantization errors. Denote by [z] the quantized version of
a variable z. In practice, the user can only receive quantized
signals [zj] instead of zx. Under scheme (4), if we do not
compensate for quantization, the user’s decoding will be:

Fup = [2k] + AF 0, when vy, = 1 (34)

where £, is the user’s mmse estimate. However, due to
quantization errors we might have &, ¢, 7# x,. Then, under
the user’s decoding these quantization errors might be accumu-
lated to future decodings and amplified by the unstable A*~tx,
which can lead to unbounded user’s error.
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Our scheme can be made robust to quantization errors if the
user and the sensor use the same quantizer. Instead of (4), the
sensor can transmit the following:

Zp = T — Ak_t"xq,tk, (35)

where

Tk = lzx) + AR, 1 = 0. (36)

With z, 1, the sensor simulates the user’s decoding procedure
and compensates for quantization errors.

Under the decoding process (34) and by the definition of
Zq,k, it follows that x4 = &, when 7, = 1. Thus, the
quantization error does not propagate and it is not amplified
anymore since:

Tk — T = [2K] — 2K, when v, =1, (37)

which implies that the error between the true state and the
estimated state is just the quantization error of zj. This is
similar to having an error of the form [x4] — x, when we use
no encoder. More information about quantizers can be found
in other references, e.g. [33].

C. Channel errors

The channel model assumed that if a packet is successfully
received, then it will also be intact. This is justified because
practical communication schemes include the use of cyclic
redundancy checks (CRC) for error detection that can drive
the probability of undetected errors to very small values [34,
Ch. 4].

In the unlikely event that such an error is introduced, the
user’s estimation will be compromised under our code. In this
case, we can use some of the following solutions in practice.

1) The sensor can restart the whole process occasionally,
i.e. after some time 1" > 0 reset ¢tz = —1, x_1 = 0.
Since the probability of undetected channel error for the
user is small, this 7" can be selected to be large. Under
this variation, the secrecy guarantees will be weaker, i.e.
the eavesdropper will have large but bounded mmse.

2) The user can send zj back to the sensor to check if it is
corrupted. The code works almost like the acknowledg-
ment drop case. However, for the critical event to occur
at time k, the eavesdropper should also miss the reverse
transmission at time k; the reverse channel should also
be unreliable for the eavesdropper.

3) The user can use encryption, e.g. AES encryption,
only occasionally to transmit back to the sensor the
encrypted &, ;; if the sensor discovers any error, it can
compensate for it in the next transmission. At the same
time encryption guarantees that the eavesdropper cannot
decrypt the message as long as she does not have access
to the encryption key. As in case i), this transmission can
occur every T time steps for some 7" > 0, where T' can
be large since the error probability is small.

Notice that the last two methods exploit the reverse channel.
It is an interesting future direction to explore more efficient
error correction methods which exploit the reverse channel.

D. Active attacks

The present coding scheme is based on the assumption
that the eavesdropper is passive. If the eavesdropper is active,
then our scheme will be vulnerable to integrity attacks, e.g.
fake acknowledgments might damage the user’s estimation.
Dealing with integrity attacks, is a much different problem
and requires other approaches—see [35]. In practice, we could
combine different codes to defend against active attacks and
eavesdropping at the same time. In particular, we could employ
Message Authentication Codes (MACSs) (see [35]) alongside
our coding scheme, i.e. on top of the acknowledgment signals
and the encoded messages sent from the sensor to the user.
MAC is an authentication tool from cryptography where the
receiver can check: i) the authenticity of the message (sender’s
identity) and ii) whether the received message has been
tampered (data integrity). The analysis of such a method is
left for future work.

Finally, we would like to point out that our scheme does not
make the user estimation more vulnerable to jamming attacks.
The communication failures due to jamming can be treated as
packet/acknowledgment drops in our coding scheme.

VI. SIMULATIONS

In this section, we illustrate the efficiency of our proposed
coding schemes in numerical simulations in MATLAB. We
consider two scenarios. In the first one, we compare the user’s,
the eavesdropper’s, and the open loop estimation performance
in the case of output measurements. In the second one,
we contrast the performance achieved by the State-Secrecy
Codes with the one achieved by the mechanisms in [22],
[23], in the case of direct state measurements. The system

under consideration has state matrix A = { 1(')1 8; and
rocess noise covariance matrix @ = 0.6 0.2 For
P = 102 05 |

the channel model, we assume that the channel outcomes
are independent across time and stationary with probabilities
P (Yux =17 =J) = pij, for 4,5 € {0,1}. For the esti-
mation scheme of the eavesdropper we used equation (41) in
Appendix. Since the user can decode all signals, we used the
formula:

if yu =1

. P—-—KCP
e if Yy x =0

FT) AP A +Q

where P— KCP = 0 in the case of direct state measurements.

For the first scenario with output state measurements, we
assume that C' = [ 1 1 ] R =1 and the channel outcomes
have the probabilities p;; = 0.7, pgo = 0.1, pg; = 0.1 and
p1o = 0.1. We also assume %y = P (see (25)). Figure 5 shows
the user’s, the eavesdropper’s and the open-loop prediction
mmse over time for the states x; and xo (the two diagonal
elements of the covariance matrices respectively). As shown
in Figure 5, the eavesdropper’s mmse for the unstable state
x1 starts growing unbounded at time £ = 3, when the first
critical event occurs; the rate of increase is asymptotically the
same as in the open-loop case. It is worth noting that the
eavesdropper’s mmse for the stable state zo remains bounded.
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(a) mmse for state x; and one sample of channel outcomes.
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(b) mmse for state x2 and one sample of channel outcomes.

Fig. 5: We compare the eavesdropper’s, user’s and open
loop mmse for the states x; and zo in the case of output
measurements. The first critical event occurs at time &k = 3.
After that, the eavesdropper’s mmse regarding the unstable
part grows unbounded with asymptotically the same rate as the
open-loop error. The eavesdropper still has bounded mmse for
the stable state 5. However, the open-loop prediction mmse
for xo shows that the eavesdropper cannot have unbounded
mmse with respect to the stable dynamics, regardless the code.

But it is fundamentally impossible to have unbounded mmse
for the stable part, regardless the code, as even the open-loop
prediction mmse is bounded for state x5.

In the second scenario, we assume direct state information
(C = I, R = 0). We consider channel outcomes with
probabilities p11 = 0.54, pgo = 0.04, pp1 = 0.06, p1o = 0.36,
and initial state error covariance matrix g = (). First, we
compare the performance of our code with the one of the
mechanisms in [22] and [23], in the case of one random
sequence of channel outcomes—see Figure 6. The comparison
is with respect to the user’s and eavesdropper’s mmse (tr P, j
and tr Pj, respectively). For the mechanism in [22], which
randomly withholds state information with probability p, we
selected p = 0.21. For the infinite horizon mechanism in [23],
which transmits state information only if the user loses more
than ¢ consecutive packets, we used ¢ = 9. Figure 6 shows
that the eavesdropper’s mmse is small very often under the
mechanisms in [22], [23], since unboundedness is guaranteed
in expectation, not almost surely. In contrast, our coding
scheme achieves unbounded eavesdropper’s mmse for every
channel sequence with probability one. Also notice that the
user’s estimation performance is degraded in [22], [23].

Second, for completeness, we repeat the comparison for the
expected mmse, i.e. the averages E {tr P} over all channel
sequences—see Figure 7. The expected values were computed
approximately based on Monte Carlo simulation with 100000
iterations. Initially, the eavesdropper’s expected mmse under
our scheme is smaller than the one in [22], [23]. This is
because the critical event for some samples takes some time

9
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(a) Eavesdropper’s mmse for one sample of channel outcomes.
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(b) User’s mmse for one sample of channel outcomes.

Fig. 6: We compare our coding scheme with the mechanisms
in [22], [23] for a typical channel outcome sequence in the
case of direct state measurements. For the log-plots, we use
function log(z + 1) instead of log(z). It outperforms the
mechanisms in both confidentiality (eavesdropper’s mmse) and
efficiency (user’s mmse).
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(a) Eavesdropper’s simulated expected mmse.
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(b) User’s simulated expected mmse.

Fig. 7: We compare the expected mmse under our coding
scheme with the one under the schemes in [22], [23]. For
the expectations we implemented Monte Carlo simulation with
100000 iterations.

to occur. However, our scheme will eventually outperform
them and will provide an unbounded estimation error at a
higher rate at the eavesdropper, both almost surely and in
expectation. Meanwhile, the estimation performance of the
user is compromised in [22], [23], while in our scheme there
is no such undesirable effect.
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VII. CONCLUSION

The presence of an eavesdropper adds new challenges to the
problem of remote estimation. Nonetheless, by using a sim-
ple State-Secrecy Code, which explicitly exploits the system
dynamics, we can achieve powerful confidentiality guarantees
with minimal computational cost and no communication over-
head. At the same time, the user’s estimation performance
remains optimal. Perfect secrecy is achieved under minimal
and channel-free conditions; a single occurrence of the critical
event, when the user receives more information than the
eavesdropper, is sufficient.

Having studied secure estimation of open-loop unstable
systems, the next step is to adapt the codes to closed-loop
control systems. Another open problem is to find secure
coding schemes where the output filtering is performed by
the user and not by the sensor. Future work also includes
experimental evaluation of the proposed scheme in a real
system and comparison with encryption and physical layer
security schemes.

APPENDIX A
ESTIMATION FORMULAS

In this appendix, we derive two formulas for the eavesdrop-
per’s estimation error covariance in the case of state measure-
ments. The first one, equation (41) in Lemma 4, expresses
the conditional expectation with respect to the non-Gaussian
eavesdropper’s information Zj, (see (5)) in terms of conditional
expectations with respect to Gaussian variables. The second
one, equation (43) in Proposition 1, is the main estimation
formula, which will be used to prove Lemma 1. An identical
analysis can be followed to find the estimation formulas for
Nk, Hy in (29) for the case of output measurements. Thus, it
is omitted.

We denote by xg.p, = [ Thye oy TG ]/ the batch state vector
up to time k taking values in RtV We also denote the
batch channel outcomes up to time k by

9ok = (’7u70:k7’70:k) = (711,,07 ey Yusky Y0y - - 7’716) (38)
taking values in the set {0,1}*" 2. Now let
S0:k = <3u707 sy Su,ky S0y - - Sk:)

be any fixed element of {0, 1}2k+2. For symbol economy, we

write s = sg.; and we omit the subscript 0 : k. Given this
element s, we define Sp., = (Su,0,-- -5 Su,ms S0, -5 Sm) tO
be the part of s until time m, for m < k. We also define
Su,0m = (Su,0,---,Su,m) to be the part of s related to the
user until time m, for m < k.

Next, we alternatively describe the information Zj, that the
eavesdropper has on the event that the channel outcomes g.,,

take exactly the value s. Formally it is the set
T (8) ={2m (8) : s;m =1, m < k}, where
Zm (s) = 'Tm - Am7t7”-(SU’O:"”*I)$t77L(Su10:nl71)

(39)

and t,, (-) is defined in (9). In other words, given fixed chan-
nel outcomes, the eavesdropper only keeps the successfully
intercepted channel outputs from hg.;, (see (3)). Notice that

10

every element of Jj (s) depends linearly on @g.;. The next
example clarifies this definition.

Example 2. Suppose we are given s = Spo2 =

<5u7075u,175u,2750751352) = (17071315071)- Then, to(s) =
—1, t1(s) =ta(s) = 0 and

Jo (s) = {z2 — A2m0,x0} )

Notice that J5 (s) depends only on xo.o and is Gaussian. ©

A. Sigma algebra of I.

Before we prove the estimation formulas, we describe the
sigma-algebra o (Zj), induced by the eavesdropper’s informa-
tion Zy (see (5)). The following lemma describes the sigma
algebra o (Zy), in terms of o (J (s)).

Lemma 3 (Sigma algebra of Zj). Fix a k and let S =
{0,1}°**2. Let Iy, go.4 and Ty (s) be as defined in (5), (38),
and (39). Then every set D in the sigma algebra of Iy has
the following form:

D = U {90 = 5, Tk (s) € Fs},

s€S
for some Fs € o (T, (8)), for all s € S.

(40)

Proof. Since g, is discrete-valued, we can partition every
set D € o (Zj,) according to the values of g, as:

D=|]JD..
s€S
where
D, = {go:k =s,hox € Es}’
for some set F that belongs in o (hg.x). But we have that:

{t1=0} < {ht=¢}, forall 0 <t <k.
Moreover, if g,.,, = s, this fully determines ¢,, for m < k.
As a result, the set D, can be equivalently described by

Dy ={g¢., = 5, Tk (5) € Fi},
for some Fs € o (J ()). O

B. First estimation formula

Here, we express the conditional expectation with respect to
7). in terms of conditional expectations with respect to Jj, (s).
This is presented in the following lemma, and is a consequence
of Lemma 3 and independence of x.;; and g.y,-

Lemma 4. Fix a k and let Ty, go.;., and Jy; (s) be as defined
in (5), (38), and (39). Suppose Y = Y (gy.,,) is a random
vector, such that:

Y (gox) = Z Y (s) Lig,,=s}
seS

where Y (s) are integrable and depend only on .., for some
m (possibly different than k). Then:

E{Y|Zi} =E{Y () [Tk (8)} in {gos = s}

By 1 we denote the indicator function. o

(41)
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Proof. Define S = {0,1}**™. Since gy, is o (Tp)-

measurable, we have:
E{Y|Ti} = Lig, = E{Y (5)|T}
ses
=E{Y(s)[Zx} in {go. = s}

Thus, it is sufficient to show that
gy, =s}E{Y ($)|Zk} = 1yg, =} E{Y ()| Tk (s)}. (42)

Since Lyg, s} E{Y (s)|ZTx} = E{lyg, —s}Y (s)|Zk}. the
truth of (42) can be verified if we show the basic property
of conditional expectation:

E{]lD]l{go k—é}Y } E{HDH{QOk—S}E{Y( )|\7k (S)}},

for any D € o (Z)). From Lemma 3, we have:

D=|]JD.,

ses
where
Dy ={go., = 5, Tk (s) € Fs},
for some Fy, € o(Jk(s)). As a result, I;g _nlp =

Ligy =5} L, (s)e .-
Observe that J (s) and Y'(s) depend only on the values

of xy, t < m, while the indicator 17, = _} depends on the
channel outcomes. Hence:

E{Lplig,,=s}Y (5)} = E{l{g,,=s}Lai(s)er, Y (s)}
=E{lg,,-s3 } E{lz(ser Y (s)}

:E{l{go ZS}}E{HJ;C yer, E{Y ()T (s )}}
=E{lig,, =} Lo()er, E{Y(5)| Tk (5)}}
=E{lpl(g,, = E{Y(5)|Tk (s)}}

where the second and fourth equalities follow from inde-
pendence, while the third follows from the properties of
conditional expectation. [

The benefit of Equation (41) is that it allows us to work with
Jr (s), which includes only Gaussian elements, that depend
linearly on xg.;. In contrast, it is not easy to work directly
with Zj, which is non-Gaussian.

C. Second estimation formula

We finally prove our main estimation formula for Py by
leveraging the technical intermediate formula (41).

Proposition 1 (Estimation formula). Consider system (1),
channel (3) under coding scheme (10). Fix any k > 0. Let
the covariance matrix of xy and zy given Li_1 be written in

a block form:
EJJZ ELL'Z }

Tk o
(h{[%}m*}[&xzu

Then, Yy = APy 1A'+ Q if k > 0 and Y. = Yo if
k = 0, where Pi_1 is the estimation error covariance of the
eavesdropper at time k — 1 defined in (6), and the conditional
covariance at time k is given by:

Pe = Sur — Sz (522) Sea, (43)

11

where (-) denotes the Moore-Penrose pseudoinverse [36]. ©

Proof. First, we prove the formula for ¥,,. When k£ = 0,
Z_1 is an empty set, thus, ., = 3g. When k£ > 0, we argue
that ¥, = AP, 1A’ + Q. By the system dynamics in (1)
we have that x; = Axg_1 + wy. But by assumption the noise
wy, is independent of the state vectors xg,...,xr—1 and of
g, and, hence, also independent of Zj_;. Thus, the state
prediction is E {xy|Zy_1} = AZp_1 and the covariance of
xp — E{ag|Zx—1} given Zj_; equals X, = AP, 1 A"+ Q.
Second, we prove (43). Fix an element s = sg €
{0,1}***2and consider the event C = {gy.,. = So:k}. By
the definition (6) of P, and equation (41), we have P, =
Cov {zk| Tk (S0:x)} in C. There exist two cases:
Case I: s, = 0. In this case, by the definition (39), we have
Tk (s0:k) = Tk (S0:x—1)- Therefore:

Py = Cov {zk|Tk (s0:x)} = Cov {wp| Tk (S0:6—1)}

= Cov {xk|Zx—1} = Xz in C.

where the third equality follows from (41).
Case II: s, = 1. Here, by (41):

P, = Cov {.’L‘k|jk (SO:k)}
= Cov {xk| Tk (S0:k—1) s 2 (S0:k) }, in C,

where zi (So.x) is defined in (39). Since all variables are
Gaussian, we can compute the posterior estimation error using
the Schur complement formula applied to the covariance
matrix of zj and zj (so.x) given J (So.x—1) (see [32]). By

(41), in C' we have
T _
Cov{[ 2k (80:%) ] [T (SO:k_l)} N [

Hence, by the Schur’s complement formula, we have P, =
Yoz — Bax (22) S, in C, when sj, = 1.
We can describe both cases with one equation:

ZCL’CE

ZZI

EIZ
ZZZ ’

Pk = Exz - skzxz (Zzz)T Ezz in C
= Zx;c - 'Ykzxz (Zzz)T EZ:C in C;
since s = 7, in C. But this holds for any event C' =

{g90.1: = So: k} Thus, the result holds everywhere, since the
events {go, =5} s € {0,1}°*"! are a partition of the
probability space. O

APPENDIX B
PROOFS OF RESULTS

A. Proof of Lemma 1

The proof follows by induction. For k£ = kj it is immediate.
Suppose it is true for kK —1 > k. Since in C the eavesdropper
receives all packets for k > ko, we have v, = 1, for k > k.
Hence, according to the recursive formula (43), to find P,
we should compute the covariance of x; and zj, conditioned
on 7Z;_1. By independence of wy from Z;_q, it follows that
2k — E{ag|Ze—1} = A(zr—1 — Tx—1) + wi. Now, we claim
zr — E{zg|Zk—1} = wg, for k > ko, which we prove in the
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next paragraph. Thus, the covariance matrix of zj and z,
conditioned on Z;_1 is:

COV{[ ”Z: } |Ik1} = [ Apk_lQA/+Q g

Thus, by (43), for k > ky we have
Py =AP, 1A'+ Q-QQ 'Q=AP,_ A

, in BNC

(44)

in BN C. Hence, by the induction hypothesis, we get (16).
Finally, we prove the claim

2k — E{2k|Zx—1} = wg, for k > kg, in BNC. (45)

Since the critical event happened at time kg, the reference
time at ko + 1 is tx,4+1 = ko in B (equation (9)). Hence, all
reference times ¢y , for k > kg satisfy t;, > ko in B. There
are only two possible cases depending on v, ;—1:

Case I: t, =k —1 > kg, when v, 1 =1

Case II: t), =tp_1 > ko when 7, x,—1 =0

In the former one, the intercepted signal by (10) is zx = xx —
Axp_1 = wyg. But the process noise wy, is independent of
Tk—1, thus, E {wg|Zr—1} = 0 and equation (45) holds. In the
latter one, we have

k—t k—th_
2 =ap — A"y, =ap — AV Ry, (46)

since tj, = tr_1. Adding and subtracting Axy_q at the right
hand side of the above equation, we obtain

k—1—t)_
2k = Tk —Axk,1+A($k,1 —A k l.fL'tk_1>

=wy + Azp—1, 47

where the second equality follows from the definition of
zg—1 in (10). But & — 1 > ko (since vy, k-1 = 0), thus,
the eavesdropper has intercepted zj_;, which in turn im-
plies zz—1 = E{zr-1|Zx—1} in BN C (follows from (41)
and properties of conditional expectation). Hence, from (47),
E{2k|Zx—1} = Azx—1 in BNC, which along with (47) prove
equation (45). O]

B. Monotonicity results.

In this subsection, we prove that the case described in
Lemma 1, where the eavesdropper receives everything after the
critical event, is indeed the worst case of Theorem 1, in terms
of confidentiality. To formally describe the above statement,
we need to define a new channel outcome sequence 7, i, Yk
that is coupled with the original outcome sequence 7y i, Yk
as follows:

(;yu,k7§/k) = (’Yu,ka’yk) 5 for all 0 S k S ko
(ks V) = (Yuks 1), for all k& > ko,

i.e. in this new outcome sequence, the eavesdropper receives
everything after time ko but the user’s outcomes remain the
same. Similarly to (38), we denote the batch vector of the
new outcomes up to time k£ by g,.,.. Next, we define again the
channel outputs (3), the eavesdropper’s information (5) and the
covariance matrix (6), but with the original channel outcomes
v, replaced by 7y:

~ Zk)
hy = ’
&

(48)

if 4, =1 - ~
o~ 5 Ik = {h01k77u,0:k}7 (49)
if 9, =0

12

pk = Cov {$k|:zk} . (50)
The next lemma formally states that when the eavesdropper
receives all measurements from some time kg on, then it has

the smallest possible covariance matrix.

Lemma 5 (Comparison lemma). Let Py be the nominal error
covariance matrix, as defined in (6) and 1516 be the error
covariance matrix of the coupled process as defined in (48)—
(50). Then, with probability one:

P, = Py, forall k> 0. (51)

b

Before we prove Lemma 5, we prove an intermediate
result. The following lemma compares the estimation error
covariance of a Gaussian random vector z, given two different
Gaussian information sets /; and />, when the first informa-
tion set is smaller than the second or [J; C Js. Intuitively, the
result states that given more information we have less error.

Lemma 6. Let x € R™ be normal and let [J1, J2 be two sets,

the elements of which are vectors that depend linearly on x.
Then, if J1 C Ja, we have:

Cov {z|J} = Cov{z|T2}.

Proof. Since x is normal and the vectors in the sets [Ji,
J> depend linearly on x, the joint distributions of (x, J;),
i = 1,2 are normal. Then, it is a well know property
of joint normal distributions that the conditional covariance
matrices are constant or E {Cov {z|71}} = Cov {z|J1} and
E {Cov {z|J2}} = Cov {z|T=} [32].

Next, recall that:

Cov{z|7} =E{(z — E{z| 7 })(x — E{z|}) |}

Adding and subtracting E {z|J2}, we obtain the sum of four
terms:

(52)

Cov{z|1} =T +To + Ty + T3,

where:
T, =E { (g; _E {xm}) (1: —E {2} )’m}

72— { (2 ~ {2} ) (B (old} - Efali} ) 1}
e :Cov{E{x|jz} |j1}
Since J; C Ja, by the tower property:
Ty = E{E[(v - E{2l))(z — E {2|%})'|%] 1}
= E{Cov {2|73} |71 } = Cov {alT2} ,

since Cov {x|7>} is constant. Using similar arguments, we
can show that 75 = 0 since:

B{B[(z - B LRN(E (ol2) - B (ol 1Y1%] 1

_ E{ﬂ«:[@c _E (el ]| (E {al 2} —E{xm)’m}
=E{0|J1} =0,
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where the first equality holds since E{z|J2} — E{z|71} is
measurable with respect to o (J2). Finally, T3 > 0 almost
surely, which completes the proof. [

Proof of Lemma 5. Fix some time k > 0. If & < kg then
equation (51) is trivially satisfied with equality. Since the
channel outcomes are identical up to time kg, then also
P, = Py, for k < ky.

Suppose that k& > kg. Fix the original channel outcomes
to be go.p, = 8 = (Su,0,---5Suk, S0, -, Sk), for some s €
{0,1}**"2 Then due to the coupling we have:

Gor =5 = (Su,00--->SuksS0y--3Skgs Loy 1),

But from the definition (39), it follows that the set [Jj (s)
is included in J (). Thus, we have Jy(s) C Jx(3),
where both sets have elements that depend linearly on the
Gaussian x(.;. Hence, if we apply Lemma 6, with x =
ok, J1 = Ti(s) and Jo = Ji(5), we obtain that
Cov {xo.k| Tk (5)} = Cov{xo.x|Tx (5)}, which also implies
that the same relation holds for the n x n submatrices
Cov {zx|Tk (s)} = Cov {zk|Ty (5)}. Thus, by (41), we have
Py = Py, in {g,,, = s}, for all s € {0, 1}2]¢+ Since the sets
{gy.;; = s} are a partition of the probability space, we obtain
that P, = P, with probability one. O

C. Proof of Theorem 1

Let us first prove equation (13). From the worst case Lemma
1, we obtain that P, = A"k P, (A)*™ in BN C. Here,
we prove that for all k > kq:

P, = AFFop (AR in B. (53)

From Lemma 5, we obtain that with probability one:
Py = Py,

where P, is the error covariance matrix of the coupled channel
outcome sequence as defined in (48)—(50). What remains to
show is that in B, we have P, = A*—Fo Py (A))F 7% Notice
that since Yy ky = Vu,ko and Yi, = Yi,. the following events
are equal:

B ={Yuk, = 1,9k =0} =B
Also observe that since 7, = 1, k > ko, the event

C={3=1,forall k>ky+1} =0

is the whole probability space. Thus, applying Lemma 1 for
g0  replaced with g k. and the events B and C, we obtain

= Ab~Fo Py (A for k > ko in B. But since gy,
and 9ok, are 1dent1cal we have Pko = Pj,. Combining the
two previous results, we prove (53).

Next, we show that P, = @ or P, = Xy in B. From
the conditional expectation formula (43) for Pj,, we get that
when the packet is lost (v, = 0), then the estimation error
covariance is equal to the prediction error covariance or Py, =
Y32 Hence by Proposition 1, if ko > 0, we have Py, =
APy, 1A'+ Q = Q > 0 in B, while if ky = 0, we have
Py =%9>0in B.

13

Now, suppose that v is a left-eigenvector of A corresponding
to the spectral radius p (A). Then, pre-multiplying and post-
multiplying by v in (53), we obtain:

v P >p (A)Z(kfk‘)) v Py, v.
But either Py, = @ or Py, = Xy, which implies
V' Pv > cp (A)2ETR) oy,

where ¢ = min{Auin(Q), Amin(Zo)} > 0 and Apyin(e)
denotes the smallest eigenvalue. This, in turn, proves (13) since
/
trpk 2 Am,ar(-Pk) Z Ufjv
v'v
where Apq.(-) denotes the largest eigenvalue.

To prove that the coding scheme achieves perfect secrecy,
notice that the user always knows xz;, and, thus, she can
reconstruct the states xj, when -y, = 1. But this exactly
implies that the condition (7) of perfect secrecy is satisfied,
since P, = 0 = Cov {zy|xo:x}, When 7, = 1 (recall that
yr = x in the case of state measurements). Finally, (13)
along with the hypothesis (12) prove that tr P, — oo with
probability one. O

D. Proof of Corollary 1

Let e; denote the unit vector of R™ in the j-th direction.
Then
12
1
Q) 4,

SAQUYe; < p(@) 4 <

where ||A’||2 is the Euclidean matrix norm. Repeating the
procedure for all j, we obtain the inequality:

k—1
tr PP =) tr (A'Q(A')) + tr (AF%(A))

i=0
k 2
<ner )y [l4;,
i=0

where ¢; = max {p(Q), p(Xo)}. But by the Gelfand’s formula

[36 ~ p(A)* asymptotically, which implies that there
exists a constant ¢ > 0 such that:
k 2(k+1)
op 20 p(A) -1
S T
or
A2 -1 A2 -1
p(A)Q(k'H) > L tr PP+ 1> L tr PP
C2 C2 )

On the other hand, suppose that the first critical event occurs
at ko. Then, from Theorem 1, we obtain:

tr Py > csp(A)2F=ko) for k > ky,

for some constant c3 > 0 independent of ky. Combining the

previous two inequalities, we obtain:
ep(A) "2k tr PP < tr Py, k > ko (54)

for some constant ¢ > 0 independent of k. O
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E. Proof of Lemma 2
Consider equation (24). Since the weighted innovation se-
quence Kwy, is white noise with covariance
Q=K (CPC'+R) K,

the steps of the proof of Theorem 1 can be repeated. First,
applying Lemma 1 to system (24) with coding scheme (23)
(with Ty, ng, Hy, Q instead of zy, T, Pk, (J), we obtain:

Hy, = AF%om, (A" for k > ko, in BNC, (55

where the events B, C are defined in (14), (15).
Second, similar to (53) in the proof of Theorem 1, the

previous equality holds with inequality in B or:
Hy = AR, (AN in B. (56)

Third, since the critical event 13 occurs at kg then we have:

1) Hko = AHkoflAl +Q = Q if kg >0

2) cho = Cov {{fo} = Q if kg = 0.

The part that is different is proving that the trace grows
unbounded. Let v be the (nonzero) left-eigenvector of A
corresponding to the spectral radius p (A). Pre-multiplying and
post-multiplying by v in (56), we obtain:

o' Hyw > p (A)2F7R) o 1y v,
But either Hy, >~ Q or Hy, = @, which implies
v Hyo > cp?F=Fo)y/y,

where

Since we have
v Hyv

ter Z )\max(Hk) Z 7
Vv

3

we obtain (30) if we show that c is strictly positive or v’ Qu >
0. We will argue by contradiction. Suppose that v'Qv = 0.
Substituting this in equation (25) we then have:
v'Pv = p(A)?v'Po+v'Qu—p(A)°v'Qu
= p (A V' Pv+ ' Qu,
which is a contradiction since @ > 0 and v'Qu > 0, while
{1 —p (A)2} v'Pv < 0, since the system is unstable. Thus,
v'Qu > 0 and ¢ > 0. O

FE. Proof of Theorem 2
First we prove (28). By optimality of linear estimation we
have that the estimate 77, minimizes the conditional error or:
. - 2
n, = argminE {||:1ck — x5 |Ik} ,
z€o(ZLy)

where = € o(Z;) denotes that x is measurable with respect to
o(Zy). Thus, if we replace 7, with &, we obtain the following
bound:

o By = E { |l —mel3 1T} < E{ o - 1T} 57

14

Then by the inequality |ja — b||> < 2|la — ¢[|5 + 2||b — ¢[|3,
we obtain:
or Hy, < 28 { ||k — all3 1T } + 2B {lok — 24l13 1Z4 }
=2tr P, + 2tr (P — KCP). (58)

The first term of the equality above holds by the equality
tr P, =E<||zk — §:k||§ |Z. ¢ from the definition of Py in (6).
To show the equality about the second term in (58), by the
tower property:

— 2 2
E {Jlzn - 2l 17 } = E{E {llox = 2013 lyos o | 122}
since o (Zy) C
~ 2 ~ 2
E{llzx = 03 1Yo goi p = E{llo —2ull3 lyo ). The
right-hand expression denotes the estimation error covariance
of the Kalman filter which by assumption is assumed to be

at steady state and hence equals P — KC P, where P is the
steady state prediction error covariance. As a result,

0 (Yg.s 9o.)- But by independence

E{llzw — 2413 124 b = B {x (P - KCP) |Ti}
—tr (P~ KCP).

which verifies (58). Finally substituting the result of Lemma 2
in (58) we have:

1 _ _
tr P, > icp(A)W*ko) —tr (P - KCP), in B,

for k > ko and some ¢ > 0 independent of ky, which
proves (28).

To prove that perfect secrecy is achieved (statement (i) of the
Theorem), notice first that the user’s performance is optimal.
At every successful reception time k, the user receives Ty —
A’“_f'ki“tk and recovers Tj. As a result, the user knows T
at the successful reception times. But from (21), (22) this is
exactly the optimal estimation scheme as defined in (7). The
fact that the eavesdropper’s error diverges to infinity almost
surely follows from (28) and the hypothesis (27). O]
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